OTRS

Real Services

Documentation

OTRS 3.0 - Admin Manual

Cancun Beach (México) Edition

Build Date:
2011-02-02




OTRS

Real Services

OTRS 3.0 - Admin Manual
Copyright © 2003-2011 OTRS AG

René Bakker, Stefan Bedorf, Michiel Beijen, Shawn Beasley, Hauke Bottcher, Jens Bothe, Udo Bretz, Martin Edenhofer,
Carlos Javier Garcia, Martin Gruner, Manuel Hecht, Christopher Kuhn, André Mindermann, Marc Nilius, Elva Maria
Novoa, Henning Oschwald, Martha Elia Pascual, Thomas Raith, Carlos Fernando Rodriguez, Stefan Rother, Burchard
Steinbild, Daniel Zamorano.

This work is copyrighted by OTRS AG.

You may copy it in whole or in part as long as the copies retain this copyright statement.

The source code of this document can be found at source.otrs.org.

UNIX is a registered trademark of X/Open Company Limited. Linux is a registered trademark of Linus Torvalds.

MS-DOS, Windows, Windows 95, Windows 98, Windows NT, Windows 2000, Windows XP, Windows 2003, Windows
Vista and Windows 7 are registered trademarks of Microsoft Corporation. Other trademarks and registered trademarks
are: SUSE and YaST of SUSE Linux GmbH, Red Hat and Fedora are registered trademarks of Red Hat, Inc. Mandrake is
a registered trademark of MandrakeSoft, SA. Debian is a registered trademark of Software in the Public Interest, Inc.
MySQL and the MySQL Logo are registered trademarks of Oracle Corporation and/or its affiliates.

All trade names are used without the guarantee for their free use and are possibly registered trade marks.

OTRS AG essentially follows the notations of the manufacturers. Other products mentioned in this manual may be
trademarks of the respective manufacturer.



http://source.otrs.org/viewvc.cgi/doc-admin/

OTRS

Real Services

Table of Contents

=] = ol PP PR PP Xi
1. Trouble Ticket Systems - The BaSiCS ....iiiiiiiiiiiiiiii e 1
1. What is a trouble ticket system, and why do you need one? ........cccoevviiiiiiiniiiinnenns 1

2. What is @ trouble HiCKet? ... 2

2. OTRS - Open Ticket REQUESE SYSTEIM ...t 3
R 27 1] [ of SRR OPPTRPPPRRPPIN 3

B L= AU < 3
2.1. Top new features of OTRS 3.0 ..o e 5

2.2. New features of OTRS 2.4 ... 6

2.3. New features of OTRS 2.3 ... 9

2.4. New features Of OTRS 2.2 ...t 10

2.5. New features Of OTRS 2.1 ...t e e e 11

3. Hardware and software reqUIr€@mMeENnts .........ooeviiiiiiiiiiiei e 12

A COMIMUNIEY Lttt ettt et e et et e e et r e e et e e et e e et s e e et s e e et e e e st s eesneeeaneaees 13

5. Commercial Support and Services for OTRS .......c.oiiiiiiiiiii e 14

3. INSEAIATION e 15
1. The simple way - Installation of pre-built packages .........cccoiiviiiiiiiiins 15

1.1. Installing the RPM 0n @ SUSE LiNUX SEIVEr .....ccouuiviiiiiiiiiineiiineceine e 15

1.2. Installing OTRS on @ CentOS SYSEEM ...civuviiiiiiiiii e 16

1.3. Installing OTRS on a Debian SYSteM .....cciviiiiiiiiiiiiii e 16

1.4. Installing OTRS on a Ubuntu System .........coiiiiiiiiiiiiiii e, 16

1.5. Installing OTRS on Microsoft Windows SYyStems ........ccceuivviiiiiiiiniiiiiieeiiis 17

2. Installation from source (LinUX, UNIX) ..o e e e e e e 17

2.1. Preparing the installation from SOUICE ........cciviiiiiiiiiiiiii e, 17

2.2. Installation of Perl Modules .........coouiiiiiiiiiii e 18

2.3. Configuring the Apache web Server ......ccooooiiiiiiiii e, 20

2.4. Configuring the database .........ccoiiiiiiiiiiiiiii e 21

2.5. Setting up the cron jobs for OTRS ..o 27

3. Upgrading the OTRS FrameEWOrkK .......ccouuuiiiiiiiiiiiiiiieeei e 31

4. Upgrading WIindows INSEaller . ... 35

O 1 Y = o LSOO P PP PPRTPPRTRPPIN 36
1. Agent Web INtEITACE ..oouniii e 36

2. Customer Web iNterfaCe ... 36

3. PUDIIC WED INEEITACE .ouiiii i 37

O 1 =1l [ Yo 1o R P TP PP 38

5. The web interface - @an OVEIVIEW ........iiiiiiiiiiiii e 38

6. What iS @ QUEBUE? . oieiiiii it et e et e e et e et eea s 40

7. USEI PrEf@IENCES .ouiiiiiiiei ettt e e e et e r e et e e et e e e e aeeans 41

5. The ADMIN area Of OTRS ..ot e et e e et e e e ees 43
I =7 1] Lol PP UPPTRPPRTRPP 43

2. Agents, Groups and ROIES .......uuiiiiiiiiiii e e 43

B T Vo = o) P 43

D € 1o 18 o1 PP 44

2.3, ROIBS it 48

3. Customers and CUSTOMEr GrOUPS ....cicuuiiiiiiiiiii et e e e e e ees 51

T T OB =3 o] o ¢ = PP 51

T Ol U] o] o g T=T gl €] 01U o 1= PP 53

S @ U T U <P 54

5. Salutations, signatures, attachments and responses ..........cccevvviiiiiiiiineii e 56

5.1, SalULATIONS ..o 56

5.2, SIGNATUIES ..oeniiiii ettt ee 57




OTRS

Real Services

5.3, ALAChMENTS oo 58
o T S =TS o o] o 1 =S PP UP TP PTPPRPT 61
oI U)o T =1 0T o] g 1Y PSPPI 63
7. EMaAil @0AIESSES ...ttt et e r e 66
8. NOLIfICAtIONS .o e e e 67
0. SIMIME o e et a e e e e ee 69
L0, PGP e e et e eeans 70
I ] 1 PPN 70
L2, SY S ONTIG ittt ittt 71
13, USING Mail @CCOUNES iuiiiiiiiiii i e e e e an e 72
14. Filtering iNCOMING MESSATES ..uiiuuiiiiiiiiiiiie ittt a e e an e 73
15. Executing automated jobs with the GenericAgent .........ccooviviiiiiiiicin 75
16. AAMIN @MAIL oeeie e e 76
17, SESSION MaANAGEMENT Lottt 77
18, SYSTOIM LOG ttiitiiiuiit ittt ettt e e et e an 78
19. SQL queries via the SQL DOX ... 79
20, PaCKage Manager cuuiii ittt e 79
6. System Configuration ... 81
1. OTRS CONTIG FllES ittt e 81
2. Configuring the system through the web interface .......c..ccooiiiiiiiiiii 81
7. Sending/Receiving €Mails ....ciuuiiiiiiiiii i 83
1. SeNAING EIMAIIS 1uiiiiiiii i 83
1.1. Via Sendmail (default) ..o 83
1.2. Via SMTP server or smarthOoSt ........ccouuiiiiiiiiiii e 83
2. RECEIVING €MAIIS iiiiiiiiiiiiiii it e et r e e e e 83
2.1. Mail accounts configured via the OTRS GUI ........coocovviiiiiiniiiiiii i 83
2.2. Via command line program and procmail (otrs.PostMaster.pl) ........c...c.u.... 84
2.3. Fetching emails via POP3 or IMAP and fetchmail for otrs.PostMaster.pl....... 85
2.4. Filtering/dispatching by OTRS/PostMaster modules (for more complex
AISPALCNING) . iiitiii 85
8. Time related fUNCHIONS ... .o et e e e 87
1. Setting up business hours, holidays and time zones .......cccccovviiiiiiiiicin 87
1.0, BUSINESS HOUIS ..ottt ettt e e et e e e e e e e eeenns 87
1.2. Fixed date holidays ..o 87
1.3. TimeVacationDaySONETIME ...iiuiiiiiiiiiiiiiee e 87
2. Automated UNIOCKING ..o 87
9. Ticket Responsibility & Ticket WatChing ......coooiiiiiiiii e 89
1. Ticket RESPONSIDIILY ovuiieiiii 89
2. Ticket WatChing .o 90
10. Customize the PDF OUEPUL ..o e 92
11. Using external backends ......c.viiiiiiiiiiii e 93
1. CUSTOMEr data oo e 93
2. Customer user DACKeNd ..o e 93
2.1. Database (Default) ... 93
2.2, LD AP e e 96
2.3. Use more than one customer backend with OTRS .........cccooviiiiiiiiiiinnenen, 98
3. Backends to authenticate Agents and CUStOMErS ......ccovviiiiiiiiiiiiiii e 100
3.1. Authentication backends for Agents ......cccccoiiiiiiiii 101
3.2. Authentication backends for CUStOMErs .........coooiiiiiiiiiiii e 103
4. Customize the customer self-registration ..........ccoviiiiiiiiii . 104
4.1. Customizing the web interface ......cccoviiiiiiiii i, 104
4.2, CUSTOMET MAPPING tirtiiitiiitie e e e 105
4.3. Customize the customer_user table in the OTRS DB ........cocceviiiviiiiiiinnnnes 106
Y =1 1 PP 107




OTRS

Real Services

1. Predefined States ... 107

LT N W oot e e e e e a e e e e e 107

I O ] oY= o PP PP PP 107

1.3, Pending Fe@MINAEE ..uuiiiiiiiii e 107

1.4. Pending @ULO ClOSE- .iiuiiiiiiiii i 107

1.5. Pending auto ClOSE+ ..iiiiiiiiiiiiii e 107

1.6, MEIGEA oottt 107

1.7. Closed SUCCESSTUI ..iieeiiii e 107

1.8. Closed UNSUCCESSTUL .o.uniiiiiiii e 107

2. CUSTOMIZING STAtES iiuiiiiiii i 107

13. Modifying ticket Priorities .....oiciiiiiii i 111
14. Creating your OWN thEmMES ... 112
15. Localization of the OTRS frontend ........ccoouiiiiii i 113
LB, PGP e e e a e e e eaa s 114
17, SIMIME .ottt oottt et et e et e e e e e e e e e eaaaeee 117
18. ACCESS CONLIOl LiSES (ACLS) ouuiiiiiiiiiiieiit ettt e et e e e et e et eaeba e 121
19, StAtS MOAUIE ..ottt e e 125
1. Handling of the module by the agent .........ccoiiiiiiiii e, 125

1.0, OVEIVIBW ittt ittt ettt ettt e e et et et e et et e et aa e e e e e e eea e e ean e eenas 125

1.2. Generate and VIEW MEPOILS ..iiuiiiiiii i 126

1.3. Bt / NOW e e 129

R 1 o1 o Yo o W PP 134

2. Administration of the stats module by the OTRS administrator .............ccooeevnn. 135

2.1. Permission settings, Groups and QUEUES ........cvceuviiiiiiiiiiiniiiieeiieeieeanneeens 135

2.2, SYSCONFIG tittiittiiiiit e 135

3. Administration of the stats module by the system administrator ........................ 135

3.1. Data base table ... 135

3.2. LISt Of @ll fIl@S .eeeeiii e 135

3.3, CACNING it 136

3.4, otrs.GenerateStats. Pl ... 136

3.5. Automated stat generation - Cronjob .........coccoviiiiiiiiiinin 137

3.6. StAtiC Stalts oo 137

3.7. Using old static stats ....ccciiiiiiiiiii s 137

3.8. Default stats ... 137

20. Additional appliCationNs .....ciueiiiiii 138
R 7 PP UPRTTPPIN 138

P R o= o o g a e F= T Lol =T 1V o V1o o R PP 139
R O B I S T PP PP OPPTR PRI 139

1.1. TicketINndeXMOAUIE ....ccuuniii e e 139

1.2, TicketStorageModule ......ccuiiiiiiiii 139

1.3, Archiving TiCKets ..o 140

2. DaAtabase ..o 140
2.1 MY S QL ittt e et e e e e e e e e e 141

2.2, POSEGIrESQL oottt 141

SR =T o 11T oY =T PP TPPP TP 141

3.1. Pre-established database connections ..........cccoooiiiiiiiiiii 141

3.2. Preloaded modules - startup.pl ..o 141

3.3. Reload Perl modules when updated on disk .........ccoovviiiiiiiiiiiicin, 141

3.4. Choosing the Right Strategy ....cooviviiiiii 142

3.5. mod_gzip/mod_deflate ... 142

22. Backing up the System ..o 143
L. BaACKUP oottt 143

2. RESEOME it e 143

A, ADItiONAl RESOUICES .....iieiiiiii ettt e et e e e et et e e et e et e e et e e ennaeaees 145




OTRS

Real Services

1. HOMEPAGE OTRS.OMG .ttt e et e e et e e e e e e e enaenas 145
2. MailiNg [SES iuuiiiiiii i 145
3. BUG EraCKiNg oovici i 146
4, CoOmMMETCIal SUP PO couii i 147
B. Configuration Options RefEreNCe ... e 148
L. FTaMEWOTIK ittt e 148
N U 6o ] < PPN 148

1.2. CoreiLinKODJEC .uiiii 157

G T @0 ] < I o o [T PPPTPTPPRPPRN 159

1.4, COreiiMIME-VIBWET ..ivuiiiiiiiiii e 161

1.5, COoreiiMIirrOrDB ... 162

1.6. COreiiPDF o 163

1.7, COrEiiPaCKAGgE ittt 166

1.8. Core::PerformanCeLlog ....ciiu i 168

1.9, COreiiSOAP e e 169
1.10. Core::Sendmail ... 169
1.1 1. COr@iiS@SSION L oiitiitit ittt ettt e e 172
1.12. Core::SPellCRECKET ..ouiiii i 176
1.3, COrE S atS oot 178
1.14. Core::Stats:iGraph .o 179
0 T o = I 15 o = T PSPPI 183
1.16. Core::Time::Calendarl ... 188
1.17. Core::Time::iCalendar2 ... e 190
1.18. Core::Time::Calendar3 ......coiiiiiii e 193
1.19. Core::TIime::iCalendard ......co.ciiuiiiiii e 196
1.20. Core::Time::Calendars .......ooiiiiiii 199
1.21. Core::TIimMe:iCalendart .........cocuuiiiriiiiiiiiii e 202
1.22. Core::TIime:iCalendarT ......couiiiiiiiiii e 205
1.23. Core::Time::Calendar .........coiuiiiiiiiii i 207
1.24. Core::Time::Calendard ......cc.ciiiiiiiiii 210
2 T Oo ] L Y = « PP 213
1.26. Core::WebUSErAGENT .uuiii i 227
1,27, Cry Pt PGP e e 228
1.28. CrypliiSMIME ...ttt e e e 230
1.29. Frontend::Admin::AdminCustomerUser .......cccoceviiiiiiiniii e 231
1.30. Frontend::Admin::ModuleRegistration ..........c..ccoovviiiiiiiiiii i, 231
1.31. FrontendiiAGENT oo 242
1.32. Frontend::Agent::Dashboard ........ccccoiiiiiiiiiiiii 248
1.33. Frontend::Agent::ModuleMetaHead ............ccoviiiiiiiiiiiiii 251
1.34. Frontend::Agent::ModuleNotify ......coiiiiiiiii 252
1.35. Frontend::Agent::ModuleRegistration ..........ccooviiiiiiiiiiii i, 253
1.36. Frontend::Agent::NavBarModule .........ccooviiiiiiiiii e, 259
1.37. Frontend::Agent::Preferences ..o, 259
1.38. Frontend::Agent::SearchROULEr ......ccoiuiiiiiiiii e, 265
1.39. Frontend::AgentiiStats . ..coiiiiii i 265
1.40. Frontend:iCUSTOMET ... 268
1.41. Frontend::Customer::AULN ... 276
1.42. Frontend::Customer::ModuleMetaHead ............cooviiiiiiiiinin e, 284
1.43. Frontend::Customer::ModuleNotify .......ccooviiiiiiiiiii e, 285
1.44. Frontend::Customer::ModuleRegistration ...........ccccovviiiiiiiiiicincin, 285
1.45. Frontend::Customer::PreferencCes ......ocoviiiiiii i 287
1.46. Frontend:iPUDBIIC .. 290
1.47. Frontend::Public::ModuleRegistration ..........ccoociviiiiiiiiiiii e, 291

2. THCKEE o 291

Vi



OTRS

Real Services

2.1. Core::ArticleFre@TeXt ... 291
2.2. Core:FUlltextSearch ... 295
2.3, Core:LinKODJECE ..iiuiiiii 296
2.4, CoreilPOSIMASTEr ..oveieei 297
2.5, C0rEiiSTAtS cooniii i 308
2.6. COreTICKET oo 309
2.7. COre:iTICKETACL ..eeiiii e e e e 326
2.8. Core:TicketBUIKACTION ...c.uiii e 326
2.9. Core:TICKetFre@TeXt ..o e 327
2.10. Core::TicketFreeTextDefault ..........ccoooiiiiiiiiiii e 350
2.11. Core::TICKetFre@TIME ..oouuiiii et 356
2.12. Core::TicketWatCher ... e 363
2.13. Frontend::Admin::ModuleRegistration ...........ccoociviiiiiiiiiiiicin 363
2. 14, Frontend: i AGENE Lot 372
2.15. Frontend::Agent::CustomerSearch ....cooccoviii i 380
2.16. Frontend::Agent::Dashboard ........ccooiiiiiiiiiiiii 381
2.17. Frontend::Agent::ModuleMetaHead ...........ccooiiiiiiiiincin 385
2.18. Frontend::Agent::ModuleNOLIfy .....cooviiiiiiiiiii 385
2.19. Frontend::Agent::ModuleRegistration .........cc.ccooviiiiiiiiiinini 385
2.20. Frontend::Agent::PreferenCeS ......coiiiiiiiii i 399
2.21. Frontend::Agent::SearChROULEN ........coovviiiiiiiiiii 404
2.22. Frontend::Agent::Ticket::ArticleAttachmentModule ...........ccovviviiiiiiinnnnnn. 405
2.23. Frontend::Agent::Ticket::ArticleComposeModule ........ccccovviiiviiiiiiniiinnnn, 405
2.24. Frontend::Agent::Ticket::ArticleViewModule .......cccoooiiiiiiiiiiiiiiiiiiies 406
2.25. Frontend::Agent::Ticket::ArticleViewModulePre ........cc.ccooviiiiiiiiiniiinnnnnnn, 407
2.26. Frontend::Agent::Ticket::MenuModule .......cccoociiiiiiiiiiiii 407
2.27. Frontend::Agent::Ticket::MenuModulePre ..........ccocoovviniinii i, 414
2.28. Frontend::Agent::Ticket::VieWBOUNCE .......ccoceviiiiiiiniiiiiiiic e 417
2.29. Frontend::Agent::Ticket::VieWBUIK ......ccccoviiiiiiiiiiii e 419
2.30. Frontend::Agent::Ticket::VieWCIOSE .......ccovuviiiiiiiiiiiiiiin e 422
2.31. Frontend::Agent::Ticket::ViewCompPOSe .....coovuiiiiiiiiiiiiiiiin e een 429
2.32. Frontend::Agent::Ticket::ViewCUStOMEr ........covvviiiiiiiiiiniii e, 433
2.33. Frontend::Agent::Ticket::ViewEMaIINEW ........ccoovviiiiiiiiiniiiii e, 434
2.34. Frontend::Agent::Ticket::ViewEscalation ..........cccocceviiiiiiiii i, 438
2.35. Frontend::Agent::Ticket::ViewForward ..........ccoocoviiiiiiiiiiiininie e, 438
2.36. Frontend::Agent::Ticket::ViewFreeText ........ccovviviiiiiiiiiiiiii e 442
2.37. Frontend::Agent::Ticket::VieWHIStOry ........ccoovviiiiiiiiiiiin 449
2.38. Frontend::Agent::Ticket::ViewMailboX ..........coocviviiiiiiiiii e, 449
2.39. Frontend::Agent::Ticket::VIEeWMErge ......ccoivviiiiiiiiiiiii e 451
2.40. Frontend::Agent::Ticket::VIieWMOVE .....ccccuoiiiiiiiiniii e 452
2.41. Frontend::Agent::Ticket::VIieWNOTE ......ccooiiiiiiiiiiii e 455
2.42. Frontend::Agent::Ticket::VIEeWOWNET ....iiiiiiiiiiiic e 462
2.43. Frontend::Agent::Ticket::ViewPending .......c..ccooviiiiiiiiiinin e, 470
2.44. Frontend::Agent::Ticket::ViewPhoneNew ...........ccovviiiiiiiinii i, 477
2.45. Frontend::Agent::Ticket::ViewPhoneOutbound ...........cc.ccoeviiiiiiiiinnnen, 481
2.46. Frontend::Agent::Ticket::VieWPriority ......c.ccooiiiiiiiiiiiiin 486
2.47. Frontend::Agent::Ticket::VIieWQUEUE .......cccviiiiiiiiiiiiic e 493
2.48. Frontend::Agent::Ticket::ViewResponsible ..........ccoviiiiiiiiicinii 496
2.49. Frontend::Agent::Ticket::ViewSearch .........ccoociiiiiiiiiiiiii 503
2.50. Frontend::Agent::Ticket::ViewStatus .......ccccceviiiiiiiiii e, 520
2.51. Frontend::Agent::Ticket::VieWZOOM .....ccoiuiiiiiiiiiiiiii e 521
2.52. Frontend::Agent:: TICKELOVEIVIEW ....civuiiiiiiiiiiiiiici e 523
2.53. Frontend::Agent::ToolBarModule .........cccoviiiiiiiiiniiiii i 524
2.54. Frontend:iCUSTOMET ...t eae e e 528

Vii



OTRS

Real Services

2.55. Frontend::Customer::ModuleMetaHead ..........cocoviiiiiiiiiiiiii s 530
2.56. Frontend::Customer::ModuleRegistration .........c..ccooviiiiiiiiiiniiinn, 531
2.57. Frontend::CUuStOmMEr::Prefere&NCEeS ......iiviiiiiiiiiiic e 534
2.58. Frontend::Customer::Ticket::VIEWNEW .......cooviiiiiiiiiiiie s 535
2.59. Frontend::Customer::Ticket::ViewSearch .........cccocoviiiiiiiiiiiiiee, 541
2.60. Frontend::Customer::Ticket::VieWZOoOom ........coiiiiiiiiiiiiiiieeeeas 543
2.61. Frontend::QUEUE: : Prefe@rE&NCES ....ccviiviiiiii e 547
2.62. Frontend::SLA: PreferE@nCeS ....ccviviiiiiiiii e 547
2.63. Frontend::Service:iPrefere&nCeS .....coiiiiiiiiiii e 548

L O /<Y o [ P 549
D. GNU Free Documentation LICENSE ....icuiiiiiiiiiiiii e a e 551
O TR o N 1 = I 551
1. APPLICABILITY AND DEFINITIONS ..ottt ea e e 551
2. VERBATIM COPYING ottiiiiitiitiiiiiii ittt et et et e et et s e et s et s e e et s e b e s e ebaaaaas 552
3. COPYING IN QUANTITY ottt et e e e e e e e e e eaas 552
4, MODIFICATIONS oottt e et e b et et e b e e s e e e b s s e en e ea s b e anens 553
5. COMBINING DOCUMENTS ..itiitiiiiiiiiiii ittt e et e e e eb e et e e e e et e aaenaas 554
6. COLLECTIONS OF DOCUMENTS ...ttt eb e s s e e s s e en e 554
7. AGGREGATION WITH INDEPENDENT WORKS ....ccuiiiiiiiiiiiiiiice e 555
8. TRANSLATION oottt ettt e e et a s e e e e b s st e ea e b et s aa e e b st s s e en st saneenns 555
9. TERMINATION .ottt et et e e e et et et e e e e e b e et e e b et e e e e b st enas 555
10. FUTURE REVISIONS OF THIS LICENSE ......o oottt eas 555
How to use this License for your dOCUMENTES .......cocvuviiiniiiiiiiiiiicn e 555

viii



OTRS

Real Services

List of Tables

3.1. Needed Perl modules for OTRS ... e e e e eas 18
3.2. Description of several cron job SCripS. ..o 28
5.1. Default groups available on a fresh OTRS installation .........c.ccooeviiiiiii i, 45
5.2. Rights associated with OTRS GrOUPS ......uiiiiiiiiiiiiiiiieieir et e e e e ees 47
5.3. EVENES fOr AULO GNSWELS ..oiiiiiiiii i e e e e e e e e e e e e an e ea e e e eeens 65
5.4. Function of the different X-OTRS-headers ........ccoeiiiiiiiiiiii e 73
AL MailiNGIISES euniiiiii i 145




OTRS

Real Services

List of Examples

5.1. Sort spam mails iNto @ SPECIfiC QUEBUE ......iiiiiiiiii e 75
7.0, RECRMAIIIC e e 85
7.2. Example jobs for the filter module Kernel::System::PostMaster::Filter::Match ............ 86
7.3. Example job for the filter module Kernel::System::PostMaster::Filter::CMD ................ 86
11.1. Configuring a DB customer backend .........coouiiiiiiiiiiiii e 93
11.2. Using company tickets with a DB backend ...........ccooiiiiiiii 96
11.3. Configuring an LDAP customer backend .........ccoooviiiiiiiiiiiii e 96
11.4. Using Company tickets with an LDAP backend ........cccoooiiiiiiiiiiiiiiiiciiceee e 98
11.5. Using more than one customer backend with OTRS .........ccooviiiiiiiiiiiiii e 98
11.6. Authenticate agents against a DB backend ..........ccooiiiiiiiiiiii 101
11.7. Authenticate agents against an LDAP backend .........ccoooviiiiiiiniiii i 101
11.8. Authenticate Agents USING HTTPBASIC ...ociuuuiiiiiiiiiii i 102
11.9. Authenticate Agents against a Radius backend ..........cc.ociiiiiiiii, 102
11.10. Customer user authentication against a DB backend .........ccccociiiiiiiiiiiiiniiiinnee, 103
11.11. Customer user authentication against an LDAP backend ..........c.ccoovviiviiiiinnnnnnn, 103
11.12. Customer user authentication with HTTPBASIC .......cccvuiiiiiiiiiiiiiiiii e 104
11.13. Customer user authentication against a Radius backend ............ccc.ooiiiiiininnnnn. 104

18.1. ACL allowing movement into a queue of only those tickets with ticket priority 5. 121
18.2. ACL disabling the closing of tickets in the raw queue, and hiding the close

o 11 0 o 121
18.3. ACL removing the status for all agents, only providing it for a group. ..........c........ 122
18.4. ACL only showing Hardware services for tickets that are created in queues that

6= | T T KT 122
19.1. Definition of a value series - one element .........ccooviiiiiiiiiiiii 133
19.2. Definition of a value series - two elements ........cooiiiiiiiiiiiii 133




OTRS

Real Services

Preface

This book is intended for use by OTRS administrators. It also serves as a good reference for
OTRS newbies.

The following chapters describe the installation, configuration and administration of the OTRS
software. The first third of the text describes key functionality of the software, while the
remainder serves as a reference to the full set of configurable parameters.

This book continues to be a work in progress, given a moving target on new releases. We
need your feedback in order to make this a high quality reference document, one that is
usable, accurate and complete. Please write to us if you find content missing in this book, if
things are not explained well enough or even if you see spelling mistakes, grammatical errors
or typos. Any kind of feedback is highly appreciated and should be made via our bug tracking
systemon D0 00000000000 OOOODODOO. Thanks inadvance for your contributions!

Xi


http://bugs.otrs.org
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Chapter 1. Trouble Ticket Systems - The Basics

This chapter offers a brief introduction to trouble ticket systems, along with explaining the
core concept of a trouble ticket. A quick example demonstrates the advantages of using such
a system.

1. What is a trouble ticket system, and why do you need one?

The following example describes what a trouble ticket system is, and how you might benefit
from using such a system at your company.

Let's imagine that Max is a manufacturer of video recorders. Max receives many mails from
customers needing help with the devices. Some days, he is unable to respond promptly or
even acknowledge the mails. Some customers get impatient and write a second mail with
the same question. All mails containing support requests are stored in a single inbox file. The
requests are not sorted, and Max answers the mails using a regular email program.

Since Max cannot reply fast enough to all the messages, he is assisted by the developers Joe
and John in this. Joe and John use the same mail system, accessing the same inbox file. They
don't know that Max often gets two identical requests from a desperate customer. Sometimes
they both end up responding separately to the same request, with the customer receiving
two different answers. Further, Max is unaware of the details of their responses. He is also
unaware of the details of customer problems and their resolution, such as which problems
occur with high frequency, or how much time and money he has to spend on customer
support.

At a meeting, a colleague tells Max about trouble ticket systems and how they can solve Max's
problems with customer support. After looking for information on the Internet, Max decides
to install the Open Ticket Request System (OTRS) on a computer that is accessible from the
web by both his customers and his employees. Now, the customer requests are no longer
sent to Max's private inbox but to the mail account that is used for OTRS. The ticket system
is connected to this mailbox and saves all requests in its database. For every new request,
the system generates an auto-answer and sends it to the customer so that the customer
knows that his request has arrived and will be answered soon. OTRS generates an explicit
reference, the ticket number, for every single request. Customers are now happy because
they receive an acknowledgement to their requests and it is not necessary to send a second
message with the same question. Max, John and Joe can now login into OTRS with a simple
web browser and answer the requests. Since the system locks a ticket that is answered, no
message is edited twice.

Let's imagine that Mr. Smith makes a request to Max's company, and his message is
processed by OTRS. John gives a brief reply to his question. But Mr. Smith has a follow-up
question, which he posts via a reply to John's mail. Since John is busy, Max now answers
Mr. Smith's message. The history function of OTRS allows Max to see the full sequence of
communications on this request, and he responds with a more detailed reply. Mr. Smith does
not know that multiple service representatives were involved in resolving his request, and
he is happy with the details that arrived in Max's last reply.

Of course, this is only a short preview of the possibilities and features of trouble ticket
systems. But if your company has to attend to a high volume of customer requests through
mails and phone calls, and if different service representatives need to respond at different
times, a ticket system can be of great help. It can help streamline work flow processes,
add efficiencies and improve your overall productivity. A ticket system helps you to flexibly
structure your Support or Help Desk environment. Communications between customers and
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service staff become more transparent. The net result is an increase in service effectiveness.
And no doubt, satisifed customers will translate into better financial results for your company.

2. What is a trouble ticket?

A trouble ticket is similar to a medical report created for a hospital patient. When a patient
first visits the hospital, a medical report is created to hold all necessary personal and medical
information on him. Over multiple visits, as he is attended to by the same or additional
doctors, the attending doctor updates the report by adding new information on the patient's
health and the ongoing treatment. This allows any other doctors or the nursing staff to get
a complete picture on the case at hand. When the patient recovers and leaves the hospital,
all information from the medical report is archived and the report is closed.

Trouble ticket systems such as OTRS handle trouble tickets like normal email. The messages
are saved in the system. When a customer sends a request, a new ticket is generated by
the system which is comparable to a new medical report being created. The response to
this new ticket is comparable to a doctor's entry in the medical report. A ticket is closed if
an answer is sent back to the customer, or if the ticket is separately closed by the system.
If a customer responds again on an already closed ticket, the ticket is reopened with the
new information added. Every ticket is stored and archived with complete information. Since
tickets are handled like normal emails, attachments and contextual annotations will be stored
too with every email. Also, information on relevant dates, employees involved, working time
needed for ticket resolution etc. are also saved. At any later stage, tickets can be sorted, and it
is possible to search through and analyze all information using different filtering mechanisms.
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Chapter 2. OTRS - Open Ticket Request System

This chapter describes the features of the Open Ticket Request System (OTRS). You will find
information about the hardware and software requirements for OTRS. Additionally, this chapter
tells you how to get commercial support for OTRS, should you require it, and how to contact
the community.

1. Basics

The Open Ticket Request System (OTRS) is a web application which can be used with every
HTML-compatible web browser. The web interface of OTRS does not use active web content
like Flash or Java applets to ensure that the system is usable with mobile phones or other
mobile computers. To use OTRS, no special client operating system is necessary; only an
HTML browser is needed.

OTRS is separated into several components. The basic component is the OTRS framework
that contains all central functions for the application and the ticket system. Via the web
interface of the central OTRS framework, it is possible to install additional applications like a
web mailer, a content manager, a file manager, a web calendar and a tool to monitor system
status information.

2. Features

OTRS has many features. The following list gives an overview of the features included in the
central framework.

The features of OTRS

* Web interface:
e Easy and initial handling with a web browser.

* Because no active web contents like Flash or Java applets are used, the web interface is
usable with most web browsers, even with mobile phones or other mobile computers.

* A web interface to administer the system via the web is available.

* A web interface to handle customer requests by employees/agents via the web is
integrated.

* A web interface for customers is available to write new tickets, check the state and
answer old tickets and search through their own tickets.

e The web interface can be customized with different themes; own themes can be
integrated.

¢ Support for many languages.

* The appearance of output templates can be customized (dtl).

¢ Mails from and into the system can contain multiple attachments.
* Mail interface:

e Support for mail attachments (MIME support).

* Automatic conversion of HTML into plain text messages (more security for dangerous
content and enables faster searching).
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* Mail can be filtered with the X-OTRS headers of the system or via mail addresses, e.g.
for spam messages.

* PGP support, creation and import of own keys, signing and encrypting outgoing mail,
signed and encrypted messages can be displayed.

* Support for viewing and encrypting S/MIME messages, handling of S/MIME certificates.
* Auto answers for customers, configurable for every queue.
* Email notifications for agents about new tickets, follow-ups or unlocked tickets.
* Follow-ups by references or In-Reply-To header entries.
* Tickets:
* Expanded queue view, fast overview of new requests in a queue.
* Tickets can be locked.
* Creation of own auto answer templates.
» Creation of own auto responders, configurable for every queue.

 Ticket history, overview of all events for a ticket (changes of ticket states, replies, notes,
etc.).

* Print view for tickets.
* Adding own (internal or external) notes to a ticket (text and attachments).
» Ticket zooming.
» Access control lists for tickets can be defined.
* Forwarding or bouncing tickets to other mail addresses.
* Moving tickets between queues.
* Changing/setting the priority of a ticket.
* The working time for every ticket can be counted.
* Up-coming tasks for a ticket can be defined (pending features).
* Bulk actions on tickets are possible.
* Automatic and timed actions on tickets are possible with the "GenericAgent".
* Full text search on all tickets is possible.
* System:

* OTRS runs on many operating systems (Linux, Solaris, AlX, FreeBSD, OpenBSD, Mac OS
10.x, Microsoft Windows).

* ASP support (active service providing).

4
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* Linking several objects is possible, e.g. tickets and FAQ entries.

* Integration of external back-ends for the customer data, e.g. via AD, eDirectory or
OpenLDAP.

* Setting up an own ticket identifier, e.g. Call#, Ticket# or Request#.
* The integration of your own ticket counter is possible.

e Support of several database systems for the central OTRS back-end, e.g. MySQL,
PostgreSQL, Oracle, DB2).

* Framework to create stats.

» utf-8 support for the front- and back-end.

* Authentication for customers via database, LDAP, HTTPAuth or Radius.
* Support of user accounts, user groups and roles.

* Support of different access levels for several systems components or queues.
* Integration of standard answer texts.

e Support of sub queues.

 Different salutations and signatures can be defined for every queue.

* Email notifications for admins.

* Information on updates via mail or the web interface.

» Escalation for tickets.

e Support for different time zones.

* Simple integration of own add-ons or applications with the OTRS API.

* Simple creation of own front-ends, e.g. for X11, console.

2.1. Top new features of OTRS 3.0

Context

» User Centered redesign of the Graphical User Interface which results in a dramatic shift
from a comprehensive but static to a more powerful and dynamic application using state-
of-the art technologies like Ajax, xHTML and optimized CSS.

New Ticket and Article Indicator

» This new feature has been implemented on both ticket and article level. It allows an agent at
a glance to check for any updates within a ticket or on the article level to check for new and
unread articles. You benefit from increased transparency and decreased response times.
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Optimized Fulltext Search

» The new search feature allows you to flexibly customize the way you browse the information
base. Options the new search feature provides range from single search-string searches
to complex multi-string boolean search operations including various operators. You benefit
from fully customizable searches according to your needs.

New Ticket Zoom View

* The redesign based on Ajax technology allows agents to display complex and linked
information structures in real-time while keeping the agents' current working environment.
The agent will benefit from increased orientation and increased workflow efficiency.

Global Ticket Overviews

* Well known from OTRS 2.4 the global ticket overviews have been optimized to achieve
increased inter- activity. Depending on the use case and preferences of your agents they
can easily change the ticket overviews layout according to their special needs. Options are
small, medium and large, each providing a different degree of information details.

Accessability

* The redesign includes common accessibility standards WCAG and WAI-ARIA which also
allows disabled users to better interact with OTRS Help Desk. The US Rehabilitation Acts
Section 508 has been fulfilled.

New Customer Interface

* The customer web front-end can be integrated to your organizations intranet and is fully
integrated into the redesigned help desk system.

Archive Feature

* OTRS 3.0 now offers a new archiving feature. With a separated archive you'll benefit from
a reduced time spent for searches and increased display of results.

2.2. New features of OTRS 2.4

Licensing changed to AGPL Version 3

* Why AGPL instead of GPL? - AGPL and GPL are identical, with one exception: For software
used in an SaaS environment Copyleft is effective in AGPL - which is not the case when
using GPL. Keeping in mind the growing world of Saas, ((otrs)) wants to ensure that future
developments continue to return to the OTRS community. This is the reason for the switch
to AGPL.

Why v3 instead of v2? - GPL v2 is getting older and has, especially in the USA, various
legal uncertainties. In the opinion of ((otrs)) GPL v3 is keeping the spirit of GPL v2, and
at the same time has been tailored to new needs. ((otrs)) views GPLv3, more specifically
AGPLv3, as being the best balanced Copyleft Open Source License available today, offering
Protection for copyright owners and users and providing the best security under the law.

New Management Dashboard

* The need for a system-spanning, next to real-time, and personalized presentation of useful
information led to an integrated Management Dashboard. It is possible to create plug-ins to
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display content from individual extensions alongside the standard content. Standard plug-
ins are:

» Ticket volume (new & open) from the last 24h, 48h and 72h

* Calendar including an overview of upcoming events (escalations, auto-unlocks, etc.)
* System-wide overview of ticket distribution within the queues

* First Response Time/Solution Time of Queues

* Integration of RSS

New Standard Reports
* The new reports provided with OTRS 2.4 are:
* Created Tickets

Closed Tickets

SLA Analysis

* Required working time per customer / per queue

Solution time analysis per customer / per queue

* Answer time analysis per customer / per queue

New Master/Slave Ticket Feature

* With the Master/Slave Ticket, it is possible to link multiple tickets of a similar nature, and
handle them collectively. As soon as the problem is solved, only the master ticket must be
closed. All other tickets will be closed automatically, and the solution text for the master
ticket will be sent to all customers of slave tickets.

A new link type 'Slave' will be available. All tickets with this Type of link will inherit the
following actions from their Master ticket:

* Status change

* Email answers

* Change in FreeText fields
* Notes

* Pending time changes

* Priority changes

* Owner changes

* Responsibility changes
New Rich-Text/HTML E-Mail Support (WYSIWYG)

* With this feature, it is now possible to write e-mails, notes, and notifications in rich text
format (HTML format). Using a WYSIWYG editor (What You See Is What You Get), it is possible
to comfortably write using formatted text and even include in-line pictures.
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New Out-Of-Office Feature

With this new feature it is possible for all users to activate "out-of-office" to notify colleagues
and OTRS of the period of their absence. The out-of-office feature is active for a time frame
set by the user. Activation of this feature has the following effects:

In the lists in which an agent can be selected as owner or responsible (i.e. Ticket creation
or changing ownership), the period of absence and the time till return will be shown behind
the user's name. This will help making the absence of the user more transparent.

If an agent receives a follow-up during a period of absence, the ticket is automatically
unlocked and a notification is sent to all agents in the queue. This allows immediate reaction
to the customer follow-up by another service employee.

New Ticket Overviews and global Bulk Action

Flexibility of presentation within the ticket overview is a must. Based on the "S/M/L" (Small/
Medium/Large) Ticket View every agent has the possibility to change the view for each
type of overview (Queue View, Status View, etc) on-the-fly with a simple mouse click on
the appropriate icon. This allows for the highest possible level of individualization and
adjustment to any operational situation.

Additionally, decentralization of the Bulk Action feature integrated the Bulk Action in all
ticket overviews (Bulk Action allows processing of multiple tickets at a time).

Postmaster Filter recognizes Follow-Ups to internal forwarded
messages

Currently, e-mail replies to forwarded articles arrive in OTRS as email-external. The problem
is that the answers to these forwarded articles can be seen by the customer in the
web- interface. Although it is possible to classify e-mails of an entire domain as email-
internal, this only shifts the problem. Also, such step makes it impossible to properly service
customers in the domain, as the customer would not be able to track tickets in the customer
web-interface any more. With this new feature, e-mail replies can be traced back, and
email- internal or email-external will be set based upon the original Forward-Article type.

Configurable event based notifications

Until now, a very inflexible notification could be sent to an agents and customers, for
example Agent: New Ticket or Customer: Status Change. In order to make the notification
system more flexible, a complete overhaul was performed on the messaging mechanism.
The new system allows messaging to agents, customers, or a dedicated email address,
based on the event taking place.

With this, it is now possible to just inform the customer when the ticket has been
closed. Or, for example, when a VIP customer creates a ticket, a message can be sent
to a specific address. Events (i.e. TicketCreate, TicketStateUpdate, TicketPriorityUpdate,
ArticleCreate), and all known message variables (i.e. <OTRS_TICKET TicketNumber>
<OTRS_TICKET Priority>), are freely selectable for creating triggered messages via the
web interface.

READ-ONLY Permissions and Notifications with watched Tickets

In the current release of OTRS it is possible for a user to maintain a Watched Tickets List.
This feature is dealing with tickets marked as "subscribed" by a user. It has the advantage
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that users no longer lose track of tickets marked as "sub- scribed", and are able to view
them on an individual list. The "Read-Only" Feature - Up to now, tickets marked as "sub-
scribed" were shown in a list, however, the agent could only actually view them if they were
in a queue for which the agent had read permissions. With the "Read-Only" Feature, agents
subscribed to a ticket always have read permissions on the ticket, even if the ticket is
moved to a queue where the agent has no permissions. "Notify" Feature - Via a personalized
setting, every agent can define whether or not to receive notifications about tickets, just
as the owner and responsible of a ticket would receive. This allows for active tracking of
watched tickets.

Secure SMTP

* OTRS can receive and send mails in multiple ways. All currently available methods for
receiving emails have been implemented within OTRS 2.3 (POP3,POP3S,IMAP,IMAPS). Until
now, there were two options for sending emails: using a local MTA (Sendmail, Postfix, etc.)
or per SMTP. In OTRS 2.4.x, SMTPS (Secure SMTP) has been implemented in order to keep
up to the growing security standards.

2.3. New features of OTRS 2.3

Performance

» Data base- and code-improvements increase lead to a general performance gain of up to
20%.

* The support of an indexed full text search has been added. The feature is disabled per
default because additional disc space is needed. The expected performance gain is 50%.

* Reduced reloads by using AJAX technology.

* Instead of an ongoing recalculating of the escalation time during run time, it is only
recalculated when it changes due to an event in OTRS. It is then being stored in the ticket
object which allows a direct access of external reporting tools to the data base as well as
a more efficient reporting on escalations. This will also lead into a substantial performance
improvement.

Search functionality

* Support of logical expressions: ticket-, customer- and FAQ- search supports logical
expressions, utilizing the AND, OR and ! operators as well as structuring expressions with
parentheses.

» Search for ticket numbers by using the Browser OpenSearch feature (OpenSearch format).
» Search for ticket titles in the agent ticket search form and in the generic agent.

* Search for ticket close time in the agent ticket search form and in the generic agent.

Ticket zoom and ticket move

* Expand/Collapse of articles: the article view can be expanded to display all articles at once.
The current article will remain in focus, and the preceding, or following articles will be
displayed.

 Structured article tree - The article tree has been changed to a table.
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Printing of articles has been realized.
The ticket title of linked tickets are displayed in case of a mouse over action.
Merged tickets are displayed crossed out.

Multiple files can be attached while moving a ticket using the ticket move mask.

Ticket FreeText and FreeTime opportunities

When splitting a ticket, all FreeText and Free Time data will be copied to the new ticket.
Ticket Free Time fields can be declared as mandatory.

A URL can be configured that takes the value of a FreeText field and displays it as an URL
link in the ticket.

Added X-OTRS-TicketTime and X-OTRS-FollowUp-TicketTime email headers.

IMAP, IMAPS and POP3S support

With OTRS 2.3 additionally to POP3, POP3S, IMAP and IMAPS is supported to fetch mails
from your MTA.

Security

In case of a lost password, OTRS is sending an e-mail to the user with a "password reset
link". After clicking this link the new password is sent to the user in a second e-mail.

Notifications and escalations

All agents that have a read permission on a certain queue can be selected for notification.

An escalation view has been added that displays all tickets sorted by their remaining time
to escalation.

2.4. New features of OTRS 2.2

New features of OTRS 2.2

Support of Services and SLAs: As major step towards IT Service Management OTRS 2.2
brings in the new attributes 'Service' and 'Service Level Agreements (SLA)'. While creating
a new ticket a service requester has to select both a service (e. g. email-service) and a
related SLA . SLA attributes are "response time", "update time" and "solution time". These
attributes are used by the IT Service Organization for notification and escalation purposes
in order to keep the agreed SLA. Service- and SLA-related informations within incoming
email headers might also be used by the Postmaster-Filter as already known before.

Support of native ticket types: Ticket types can now be managed over the admin interface.
You do not longer need to use ticket free text field for this purpose. Installations which
already use a ticket free text field for ticket type classification do not need to migrate. This
feature will also be shown in zoom and print view for agents and customers and can be
changed via the agent interface.

Support of multiple authentication backends: Added support of multi authentication feature
for agent and customer backend. By using this feature it is now possible to use multiple
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trusted authentication sources (i.e. use LDAP as a first source for authentication and in
case of an unsuccessful authentication try a SQL DB as a second source).

» Support of different password crypt types: Supported and permitted password
authentication types for agent and/or customer login are:

* unix_crypt()
e md>5()
* plain()

Default is 'unix_crypt()'. The administrator can easily switch from unix_crypt() to md5() on
the fly by changing the related configuration parameter.

* Changed OTRS internal CustomerUser structure: Customer datas (CustomerUser) are
restructured and split into the objects "CustomerCompany" and "CustomerUser" within the
internal OTRS database. Company related attributes like company name and address will
be managed separately from those attributes related to a single contact (e.g. first name,
surname, phone etc.).

This information will be shown in zoom and print like the current customer info.

* Enhanced OPM-Format: OPM Packages are now delivered with an additional on-line help.
The introduction page will inform the user about new features and will also give a short
overview about the next steps to do after having installed the packages.

* PostMaster-Admin-Interface: The improvement has lead to a more detailed definition of
those email addresses which have to be matched by PostMaster filter.

» SysConfig Improvement: A quicker page view and page saving leads to essential time
savings during configuration process.

2.5. New features of OTRS 2.1

New features of OTRS 2.1

» Stable Support of Microsoft SQL Server: starting this version OTRS offers an interface to MS
SQL Server databases. OTRS supports all popular operating systems like Linux, Windows,
UNIX, Mac OS X etc. as well as all major databases like MS SQL, MySQL, PostgreSQL, Oracle
and DB2.

* Multi-Calendar Function: This Feature simplifies working in distributed surroundings.
National teams are supported by permitting different local working schedules and public
holiday regulations. International organizations are additionally supported by a time-zone
feature.

* New Statistics-Framework: Gain access and define your Reports- and Statistics in a more
flexible way than ever. A powerful and easy to use Wizard will guide you through the
process. Once defined OTRS may deliver periodically needed Reports automatically to a
predefined Mailing List. Export- and Import functions allow to transfer Statistics between
different OTRS Installations. So you can define and test your Statistics before loading them
up to your production System.

* Optimized Synchronization of authorizations from LDAP-Directory Services: That simplifies
the connection of all known LDAP-Directory Services like Microsoft Active Directory,
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OpenLDAP, Novell eDirectory, Oracle Internet Directory, etc. A useful Feature which saves
time and effort of maintaining authorizations in the local Database of OTRS.

* PDF-Generator: OTRS now supports the Output of Reports and Statistics as well as the
results of a ticket search and ticket zoom in the PDF-Format.

* New implemented Knowledge Database / FAQ-Module: OTRS makes allowance for the
need of an efficient Knowledge Management within daily Service Request handling.
Fundamental in this context is a quick access towards existing problem-solving Know-
How and standardized answers. Advantages: optimized search-functions, more effective
administration of FAQ-Articles, faster Navigation and opportunities to rate an existing FAQ-
Article.

* Tracking of Sub-orders and Support of hierarchical Team-Structures: New Features like the
Ticket Supervisor and the Ticket Watchers support working within hierarchical Teams and
enable you to define and depute Work packages temporarily to another Service Agent.
While the Ticket Supervisor enables authorized Team members to depute a Ticket to
another Service Agent without loosing the right to edit this ticket the Ticket Watcher allows
you to track a ticket passive on the basis of an individual watch list.

* Optimized Follow-Up-Detection: In addition to the subject heading, OTRS also checks for
referable ticket numbers inside the Email-body and further attachments. This new feature
aims to automatically assign an incoming Service Request to an existing Incident much
faster than before.

3. Hardware and software requirements

OTRS can be installed on many operating systems. OTRS runs not only on linux and on other
unix derivates (e.g. OpenBSD or FreeBSD) but on all Microsoft Windows platforms too. OTRS
has no excessive hardware requirements. We recommend using a machine with at least a 2
GHz Xeon or comparable CPU, 2 GB RAM and a 160 GB hard drive.

If you want to use OTRS, you need some other software components. The basic software
requirements are: a web and a database servers, as well as a working Perl environment with
some additional modules. The web server and Perl have to be installed on the same machine
as OTRS. The database back-end can be installed locally or on another host.

For the web server, we recommend using apache 2, because its module mod_perl improves
greatly the performance of OTRS. If you can't use apache, OTRS should run on any web server
that can execute Perl scripts.

For database back-ends, you can use MySQL, PostgreSQL, Oracle, MSSQL or DB2. If you
use MySQL you have the advantage that the database and some system settings can be
configured during the installation, through a web front-end.

For Perl, we recommend using at least version 5.8.8. You need some additional modules
which can be installed either with the Perl shell and CPAN or via the package manager of
your operating system (rpm, yast, apt-get).

Software requirements
Perl
* Perl 5.8.8 or higher

Webserver
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* Apache2 + mod_perl2 or higher (recommended, mod_perl is really fast!)
* Webserver with CGI support (CGl is not recommended)
* 1IS 6 or higher

Databases

MySQL 4.1 or higher

PostgreSQL 8.0 or higher

Oracle 109 or higher

DB2 8 or higher

MSSQL 2000 or higher

The section in the manual about installation of Perl modules describes in more detail how
you can set up those which are needed for OTRS.

If you install a binary package of OTRS, which was built for your operating system (rpm,
Windows-Installer), either the package contains all Perl modules needed or the package
manager of your system should take care of the dependencies of the Perl modules needed.

4. Community

OTRS has a large user community. Users and developers discuss about OTRS and interchange
information on related issues through the mailing-lists . There is available help for questions
regarding the installation, configuration, usage, localization and development. Software bugs
can be reported on the bug tracking system , so that they reach the responsible developers
directly and without getting lost.

The homepage of the OTRS community is: 0000000000 00000O0O0O0O0O (see Figure
2.1 below).
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5. Commercial Support and Services for OTRS

Commercial support for OTRS is also available. You can find the available options on the
website of OTRS Group, the company behind OTRS: OO0 OO00000000O0O0O0OOOOO ..

OTRS Group provides subscription support services, customization, consulting and training
for0000 0000 ODDOO and DDO0O0O OOOO. Italso provides 0000 ODO0000O0O0O
0000000 ODooOoooOoO. With these Editions, OTRS Group helps organizations to
design, deploy and optimize OTRS for each unique environment. Additionally, OTRS Group
provides hosted versions including 0000 OO00O0O0O000O0 andOD0O0O0OOOO OOOO.

You can find more detailed information about OTRS Group on OO0OO0O0O0O
000000000000 and you can contactusviaemailonO0O0O0O0O 00 00O0O000OO0O .
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Chapter 3. Installation

This chapter describes the installation and basic configuration of the central OTRS framework.
It covers information on installing OTRS from source, or with a binary package such as an RPM
or a Windows exectuable.

Topics covered here include configuration of the web and database servers, the interface
between OTRS and the database, the installation of additional Perl modules, setting proper
access rights for OTRS, setting up the cron jobs for OTRS, and some basic settings in the OTRS
configuration files.

Follow the detailed steps in this chapter to install OTRS on your server. You can then use its
web interface to login and administer the system.

1. The simple way - Installation of pre-built packages

You should use pre-built packages to install OTRS, since it is the simplest and most convenient
method. You can find them in the download area at 00 0000000000000 OOOO .
The following sections describe the installation of OTRS with a pre-built or binary package
on SUSE, Debian and Microsoft Windows systems. Only if you are unable to use the pre-built
packages for some reason should you follow the manual process.

1.1. Installing the RPM on a SUSE Linux server

This section demonstrates the installation of a pre-built RPM package on a SUSE Linux
distro. We have tested against all recent SLES and OpenSUSE versions. Before you start the
installation, please have a look at 00 0 0000000000000 OOOOOOOOOOOOO
and check if a newer OTRS RPM package is available. Always use the latest RPM package.

Install OTRS with yast (yast2) or via the command line and rpm. OTRS needs some Perl
modules which are not installed on a SUSE system by default, and so we recommend using
yast, since it addresses the package dependencies automatically.

If you decide to install OTRS via the command line and rpm, first you have to manually install
the needed Perl modules. Assuming you saved the file otrs. rpm in the directory /tmp, you
can execute the command specified in Script 3.1 to install OTRS.

Note: If you install it on SLES9 or OES, follow this description to install the missing perl-GD
packages. http://faq.otrs.org/otrs/public.pl?FAQID=49

linux:~ # rpm -i /tmp/otrs-xxx.rpm

otrs HHARBHHA AR R HAAR R H AR R A AR R R RRHAAR R AR R
Check OTRS user (/etc/passwd)... otrs exists.

Next steps:

[SuSEconfig]

Execute 'SuSEconfig' to configure the web server.

[start Apache and MySQL]
Execute 'rcapache restart' and 'rcmysql start' in case they don't run.

[install the OTRS database]
Use a web browser and open this link:
http://localhost/otrs/installer.pl

[OTRS services]
Start OTRS 'rcotrs start-force' (rcotrs {start|stop|status|restart|start-force|stop-force}).
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Have fun!

Your OTRS Team
http://otrs.org/

linux:~ #

gboobooboo bobobobo ob oobooboooooo

After the installation of the OTRS RPM package, you have to run SuSEconfig, as shown in
Script 3.2.

linux:~ # SuSEconfig

Starting SuSEconfig, the SuSE Configuration Tool...
Running in full featured mode.

Reading /etc/sysconfig and updating the system...
Executing /sbin/conf.d/SuSEconfig.aaa at first...
Executing /sbin/conf.d/SuSEconfig.apache...
Including /opt/otrs/scripts/apache-httpd.include.conf
Executing /sbin/conf.d/SuSEconfig.bootsplash...
Executing /sbin/conf.d/SuSEconfig.doublecheck. ..
Executing /sbin/conf.d/SuSEconfig.guile...
Executing /sbin/conf.d/SuSEconfig.hostname. ..
Executing /sbin/conf.d/SuSEconfig.ispell...
Executing /sbin/conf.d/SuSEconfig.perl...

Executing /sbin/conf.d/SuSEconfig.permissions...
Executing /sbin/conf.d/SuSEconfig.postfix...
Setting up postfix local as MDA...

Setting SPAM protection to "off"...

Executing /sbin/conf.d/SuSEconfig.profiles...
Finished.

linux:~ #

gobooboooob boboobo obo oboobobooob ooobooobooo

The OTRS installation is done. Restart your web server to load the OTRS specific changes in
its configuration, as shown in Script 3.3.

linux:~ # rcapache restart

Shutting down httpd done
Starting httpd [ PERL ] done
linux:~ #

uggobobgooob oboobobdobbo oo b0 boboooba

The next step is to setup the OTRS database, as described at section 3.2.4.
1.2. Installing OTRS on a CentOS system

On the OTRS Wiki you can find detailed instructions for setting up OTRS on a CentOS system.
Please note that these instructions will also apply to RedHat systems since they use the same
source: http://wiki.otrs.org/index.php?title=Installation_of OTRS_3.0b1l on_CentOS 5.5 .

1.3. Installing OTRS on a Debian system

On the OTRS Wiki you can find detailed instructions for setting up OTRS on a Debian system:
http://wiki.otrs.org/index.php?title=Installation_on_Debian_5.04 lenny .

1.4. Installing OTRS on a Ubuntu system

On the OTRS Wiki you can find detailed instructions for setting up OTRS on an Ubuntu system:
http://wiki.otrs.org/index.php?title=Installation_on_Ubuntu_Lucid _Lynx (10.4) .
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1.5. Installing OTRS on Microsoft Windows systems

Installing OTRS on a Microsoft Windows system is very easy. Download the latest installer
for Win32 from 00000000000 0000O0O00D0ODOOO0O00O0OOO0O0 and save the file
to your local file system. Then simply double-click on the file to execute the installer, and
follow the few installation steps to setup the system. After that you will be able to login as
OTRS administrator and configure the system according to your needs. To log in as OTRS
administrator use the username 'root@localhost' and the default password 'root'.

Warning

Please change the password for the 'root@localhost' account as soon as possible.

Important

The Win32 installer for OTRS contains all needed components for OTRS, i.e. the
Apache web server, the MySQL database server, Perl (with all needed modules) and
Cron for Windows. For that reason you should only install OTRS on Windows systems
that don't already have an installation of Apache or another web server, or MySQL.

2. Installation from source (Linux, Unix)

2.1. Preparing the installation from source

If you want to install OTRS from source, first download the source archive as .tar.gz, .tar.bz2,
or.zipfilefromOOODODOOODODOODOOOOODDOODOOODODODOOOOOOOOD

Unpack the archive (for example, using tar) into the directory /opt, and rename the directory
from otrs-3.0 to otrs (see Script 3.4 below).

linux:/opt# tar xf /tmp/otrs-3.0.tar.gz
linux:/opt# mv otrs-3.0 otrs
linux:/opt# 1s

otrs

linux:/opt#

gboob0oboobo bobobo boobo ob oobooboo oooobo

OTRS should NOT be run with root rights. You should add a new user for OTRS as the next
step. The home directory of this new user should be /opt/otrs. If your web server is not
running with the same user rights as the new 'otrs' user, which is the case on most systems,
you have to add the new 'otrs' user to the group of the web server user (see Script 3.5 below).

linux:/opt# useradd -r -d /opt/otrs/ -c 'OTRS user' otrs
linux:/opt# usermod -G nogroup otrs
linux:/opt#

gboogbo boob bbb 0o bbb obobo boboobo bob oboboobo bo bo
ogoooooo

Next, you have to copy some sample configuration files. The system will later use the copied
files. The files are located in /opt/otrs/Kernel and /opt/otrs/Kernel/Config and have
the suffix .dist (see Script 3.6 below).

linux:/opt# cd otrs/Kernel/
linux:/opt/otrs/Kernel# cp Config.pm.dist Config.pm
linux:/opt/otrs/Kernel# cd Config
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[Linux:/opt/otrs/Kernel/Config# cp GenericAgent.pm.dist GenericAgent.pm

gboobooobooo boobobo oboo booboo boooboo

The last step to prepare the installation of OTRS is to set the proper access rights for the files.
You can use the script otrs.SetPermissions.pl, which is located in the bin directory, in the
home directory of the 'otrs' user. You can execute the script with the following parameters:

otrs.SetPermissions.pl {Home directory of the OTRS user} { --otrs-user= 0TRS user}
{ --web-user=Web server user} [ --otrs-group= Group of the OTRS user][ --web-group=
Group of the web server user]

If your web server is running with the same user rights as user 'otrs', the command to set
the proper access rights is otrs.SetPermissions.pl /opt/otrs --otrs-user=otrs --web-user=otrs.
On SUSE systems the web server is running with the user rights of 'wwwrun'. On Debian-
based systems this is 'www-data'. You would use the command otrs.SetPermissions.pl /opt/
otrs --otrs-user=otrs --web-user=wwwrun --otrs-group=nogroup --web-group=www to set
the proper access rights.

2.2. Installation of Perl modules

OTRS needs some additional Perl modules, as described in Table 3-1. If you install OTRS from
source, you will have to install these modules manually. This can be done either with the
package manager of your Linux distribution (yast, apt-get) or, as described in this section,
through the Perl shell and CPAN. If you're using ActiveState Perl, for instance on Windows,
you could use PPM, the built-in Perl Package Manager. We recommend using your package
manager if possible.

Table 3.1. Needed Perl modules for OTRS

Name Description

DBI Establishes a connection to the database
back-end.

DBD::mysql Contains special functions to connect to the

MySQL database back-end (only required if
MySQL is used).

DBD::pg Contains special functions to connect to the
PostgreSQL database back-end (only required
if PostgreSQL is used).

Digest::MD5 Allows the use of the md5 algorithm.

CSS::Minifier Minifies a CSS file and writes the output
directly to another file.

Crypt::PasswdMD5 Provides interoperable MD5-based crypt
functions.

MIME::Base64 Encodes / decodes Base64 strings, e.g. for
mail attachments.

JavaScript:Minifier Minifies a JavaScript file and writes the output
directly to another file.

Net::DNS Perl interface to the domain name system.

LWP::UserAgent Processes HTTP requests.

Net::LDAP Perl interface to a LDAP directory (only

required if an LDAP back-end is used).
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Name Description

GD Interface to the GD graphics library (only
required if the OTRS stats module is used).

GD::Text, GD::Graph, GD::Graph::lines,|Some more text and graphic tools for the GD

GD::Text::Align graphics library (only required if the OTRS

stats module is used).

PDF::API2, Compress::Zlib

Needed to generate the PDF output for
reports, search results and for the ticket print
view.

You can verify which modules you need to install with otrs.CheckModules.pl. This script is

located in the bin directory, in the home direc

Please note that some modules are optional.

tory of the 'otrs' user (see Script 3.7 below).

linux:~# cd /opt/otrs/bin/
linux:/opt/otrs/bin# ./otrs.CheckModules.pl

0 CGI. ..ottt ok (v3.49)
o Crypt::PasswdMD5............... ok (v1.3)
o CSS::Minifier.................. ok (v0.01)
o Date::Format................... ok (v2.24)
o Date::Pcalc.................... ok (v1.2)
O DBI......oiiiiiiii it ok (v1.609)
0 DBD::mysql..........covvvvvnnnnn ok (v4.013)
0 Digest::MD5............ccviunnn ok (v2.36 01)
o Encode::HanExtra............... ok (v0.23)
0 GD..ov e ok (v2.44)
0 GD::Text.....oovviiinnnnnn.. ok (v0.86)
o GD::Graph................... ok (v1.44)
o GD::Graph::lines............ ok (v1.15)
o GD::Text::Align............. ok (v1.18)
0 I0::Scalar...........covvvvvnnnn ok (v2.110)
0 I0::Wrap....oovvvviiiiiinnnnnnn ok (v2.110)
o JavaScript::Minifier........... ok (v1.05)
0 JSON. ..ottt e ns ok (v2.21)
0 JSON::PP........oovininnnn.. ok (v2.27003)
0 JSON::XS. .. oviviiiniennn Not installed! (Optional - Install it for faster AJAX/
JavaScript handling.)
o LWP::UserAgent................. ok (v5.829)
0 Mail::Internet................. ok (v2.06)
0 Mail::POP3Client............... ok (v2.18 )
o I0::Socket::SSL............. ok (v1.31)
0 MIME::Baseb4...........ccvvunnn ok (v3.07 01)
0 MIME::ToOlS.......oviiuennnnnn ok (v5.428)
0 Net::DNS............coivinnnn ok (v0.65)
0 Net::POP3..............ccvvunnn ok (v2.29)
0 Net::IMAP::Simple.............. ok (v1.1916)
o Net::IMAP::Simple::SSL...... ok (v1.3)
0 Net::SMTP...........ccvvvnnnn ok (v2.31)
o Authen::SASL................ ok (v2.15)
0 Net::SMTP::SSL.............. ok (v1.01)
0 Net::LDAP...........iiivnnnnn ok (v0.4001)
0 PDF::API2.........ciivininnnnn. ok (v0.73)
o Compress::Zlib.............. ok (v2.008)
0 SOAP::Lite.......ovviinnnnnnn ok (v0.712)
0 Text::CSV.....ovviiiiiiinnnn ok (v1.18)
o Text::CSV PP................ ok (v1.26)

o Text::CSV_XS

CSV handling.)
o XML::Parser
linux:/opt/otrs/bin#

ok (v2.36)

Not installed!

(Optional - Optional, install it for faster
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You should strive to install the missing modules from your Linux distribution's package
management system. In that way, the packages will be automatically updated when new
versions are available or when security issues are found. Please refer to your distribution's
documentation on how to install additional packages. If the (correct version of) the
module is not available from the package repositories, you can also install from CPAN, the
Comprehensive Perl Archive Network.

To install one of the modules from above via CPAN, you have to execute the command perl -e
shell -MCPAN. The Perl shell will be started in interactive mode and the CPAN module will be
loaded. If CPAN is already configured, you can install the modules with the command install
followed by the name of the module. CPAN takes care of the dependencies of a module to
other Perl modules and will let you know if other modules are needed.

Execute also the two commands perl -cw bin/cgi-bin/index.pl and perl -cw bin/
otrs.PostMaster.pl after changing into the directory /opt/otrs. If the output of both
commands is "syntax OK", your Perl is properly set up (see Script 3.8 below).

linux:~# cd /opt/otrs

linux:/opt/otrs# perl -cw bin/cgi-bin/index.pl
cgi-bin/installer.pl syntax OK

linux:/opt/otrs# perl -cw bin/otrs.PostMaster.pl
otrs.PostMaster.pl syntax OK

linux:/opt/otrs#

gboobooboob bobbooboo booooobo

2.3. Configuring the Apache web server

This section describes the basic configuration of the Apache web server with mod_cgi for
OTRS. The web server should be able to execute CGI scripts. OTRS won't work if the Perl
scripts cannot be parsed. Check the configuration files of your web server, and search for
the line that loads the CGI module. If you see something like the following, the CGl module
should already be in use.

LoadModule cgi_module /usr/lib/apache2/modules/mod_cgi.so

To access the web interface of OTRS conveniently via a short address, Alias and ScriptAlias
entries are needed. Most Apache installations have a conf.d directory included. On Linux
systems you can find this directory very often under /etc/apache or /etc/apache2. Log
in as root, change to the conf.d directory and copy the appropriate template in /opt/
otrs/scripts/apache2-httpd.include.conf to a file called otrs.conf in the Apache
configuration directory.

Restart your web server to load the new configuration settings. On most systems you can
start/restart your web server with the command /etc/init.d/apache2 restart (see Script 3.11
below).

linux:/etc/apache2/conf.d# /etc/init.d/apache2 restart
Forcing reload of web server: Apache2.
linux:/etc/apache2/conf.d#

gboobooooob obboboobob bob bob oobooobo

Now your web server should be configured for OTRS.
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If you choose to increase performance and you can install mod_perl, then you can leave
mod_cgi off, and configure the Apache web server for use with mod_perl, in the following
manner:

Please ensure that mod_perlis installed and loaded, in order to take advantage of this feature.
Due to the nature of the start-up script, your server will not fail to start if mod_perl is not
properly loaded or compiled in your apache web server, unless mod_cgi is also on. Technically
speaking you can leave mod_cgi on as well, but you should not.

Search your /etc/apache* directory for mod_perl.so (see Script 3.12 below) to see if the
module is already loaded.

| #:/ grep -Rn mod_perl.so /etc/apache* ‘

gbogbooboob oobobboobo oboobooboobo

When you use the appropriate start script listed above and the module is loaded, the script
(when commented in) /opt/otrs/scripts/apache2-perl-startup.pl can be used to load the perl
modules into memory one time, saving on load times and increasing performance.

2.4. Configuring the database
2.4.1. The simple way - Using the web installer (works only with MySQL)

If you use MySQL as the database back-end, you can use the OTRS web installer:
O00o0oo0ooboooooooooooooooooooooooooan .

When the web installer starts, please follow the next steps to setup your system:

1. Check out the information about the OTRS offices and click on next to continue (see Figure
3.1 below).

Simulate RTL

Welcome to OTRS

OTRS AG OTRS Inc.
Norsk-Data-Str. 1 19925 Stevens Creek Bivd,
61352 Bad Homburg Cupertino, CA 95014-2358
Germany usa
Phone: Phane:

= - +49(0) 942156818 == - +1(408) 7257501 &
Fax +49 (0) 942156818 18 Fax +1 (408) 725 8885
Web: Web:
Info; Info:

Next

Top of page Y

gobgbooboob obobobob ooboooo

2. Read the GNU Affero General Public License (see Figure 3.2 below) and accept it, by clicking
the corresponding button at the bottom of the page.
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Simulate RTL

License (1/4)

T

G ATPERO GENERAL EUBLIC LICENSE
Version 3, 19 November 201

Copyright (C) 2007 Free Software Foundation, Inc. <http://fsf.org/>
ryone is permitted to copy and distribute verbatim copies
d

of this 1iechae Gocument, But changing 1t 15 not allowe

Preazble

he GNUT ro General Public License is a free icense for
software and other kinds of works, specifically’ :leﬁlgne:l to ensure
Cnoperation with the Commmity in the case O hetwork server software

The licenses ot oftuare and other practical works are desigued
to take away your freedom to share and change the work: y concrazt,
onr General Public Licenaes are imbended 10 guarantee o

software for all its users

When we speek of free software, we are
Our General Public Licenses are deﬁ)gned T mexs sure that you

eedom to distribute copies of free software (and charge for
£ vou wioh) , that gon receive source cade or can get it if you
want it, that you can change the software or use pieces of it in new
free programs,” and that you know you can do these things

Developers chat use our General Public Licenses protect your rights
with two steps: (1) assert copyright on the software, and

vou this License which gives you legal permission to copy, discribute
and/or modify the software

R secondary benefit of defending all users' freedom is that

goooboobobo bob boboob boboobo oboboo booboobo

3. Provide the username and password of the administrator, the DNS name of the computer
which hosts OTRS and the type of database system to be used. After that, check the settings
(see Figure 3.3 below).

Simulate RTL

Create Database (2/4)

our databa:

mati
cumentation

n pleas

Iocalhost

pe MysaL ~
ly MySQL is supp! inth binstaller. If
0 install OTRS on oth atabase systems

file README databas

Check database settings

Top of page Y

gboobooboo boobobbo booboob oobooboobo

You will be notified if the check was successful. Press OK to continue (see Figure 3.4 below).
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Simulate RTL

Create
The page at http://192.168.56.101 says:

§.  Database check successful.
LIN

ple file README .databa.
Check database setiings

Top of page [

gooooo obodoo otooooooobooo0o oo oooooooboboo oooooo
4. Create a new database user, choose a name for the database and click on 'Next' (see

Figure 3.5 below).

Warning

It is never a good idea to use default passwords. Please change the default password
for the OTRS database!

Create Database (2/4)

Database-User (New)

base user with limited rights will be created for

default hot

ot jocalhost

& ofrs

ugoboobgooob obooboboobooboboooon

If the database and its user were successfully created, you will get a setup notification, as
shown in Figure 3.6. Click 'Next' to go to the next screen.
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Simulate RTL

Create Database (2/4)

—==> Database setup successful!

Top of page [Y

gooobo 0Oobo 0Oobooboobobob boobooboobo boboobooobo
gboooboobo ooobooon

5. Provide all the required system settings and click on 'Next' (see Figure 3.7 below).

E
Simulate RTL

System Settings (3/4)

GDN: | yourhost sxample.

Full qualified domain name of your system

admin@example.c

Email of the system admin

z2liof: | Example Company

Log

lodule:  File
Used log backend,

dfor File-LogModule!
‘Webfrontend
D anguage  English (United States)  +

Used default language.

gbooboobob boobboobo oobooboobo

6. If you want, you can provide the needed data to configure your inbound and outbound
mail, or skip this step by pressing the right button at the bottom of the screen (see Figure
3.8 below).
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Simulate RTL

Mail configuration (3/4)

Configure Outbound Mail
SMTP -

Configure Inbound Mail
IMAP  ~

goboobooboo boob oboooboobooboooo

7. Restart the OTRS service now to use the new configuration settings as shown in the Script
3.13.

linux:~ # rcotrs restart-force
Shutting down OTRS
Disable /opt/otrs/bin/otrs.PostMaster.pl ... done.
no crontab for otrs
Shutting down cronjobs ... failed!
Shutting down OTRS (completely)
Shutting down Apache ... done.
Shutting down MySQL ... done.
done
Starting OTRS (completely)
Starting Apache ... done.
Starting MySQL ... done.
Starting OTRS
Checking Apache ... done.
Checking MySQL ... done.
Checking database connect... (It looks Ok!).
Enable /opt/otrs/bin/otrs.PostMaster.pl ... done.
Checking otrs spool dir... done.
Creating cronjobs (source /opt/otrs/var/cron/*) ... done.

-->> http://linux.example.com/otrs/index.pl <<--
done
done

linux:~ #

uggobgbg ooobo bogboboobo boo bobo oboboooo

Congratulations! Now the installation of OTRS is finished and you should be able to work with
the system (see Figure 3.9 below). To log into the web interface of OTRS, use the address
00000000000 0000000000000000000 from your web browser. Log in as
OTRS administrator, using the username 'root@localhost' and the password 'root'. After that
you can configure the system for your needs.

Warning

Please change the password for the 'root@localhost' account as soon as possible.
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Simulate RTL

Finished (4/4)

To be able to use OTRS you have to enter the following line in your command fine
(TerminaliShell) as root

senice hitpd restart
After daing S0 your OTRS is up and running
rost@localnost

root

((enjoy))
Your OTRS Team

Top of page Y

00000 ooob ooodb oooob ob ooboboo ooboono
2.4.2. Installing the OTRS database manually
If you can't use the web installer to setup the OTRS database, you have to set it up manually.

Scripts with the SQL statements to create and configure the database are located in scripts/
database, in the home directory of the 'otrs' user (see Script 3.14 below).

linux:~# cd /opt/otrs/scripts/database/
linux:/opt/otrs/scripts/database# 1s

otrs-initial insert.db2.sql otrs-schema.mysql.sql
otrs-schema.oracle.sql

otrs-initial insert.mssql.sql otrs-schema-post.db2.sql
otrs-initial insert.mysql.sql otrs-schema.postgresql.sql

otrs-initial insert.oracle.sql
otrs-initial insert.postgresql.sql otrs-schema-post.mssql.sql

otrs-initial insert.xml otrs-schema-post.mysql.sql

otrs-schema.db2.sql otrs-schema-post.oracle.sql
otrs-schema-post.postgresql.sql

otrs-schema.mssql.sql otrs-schema.xml

linux:/opt/otrs/scripts/database#

oboobooboob ooboo booboo booboobo oo oboobooboo ooo
goboobooog

To setup the database for the different database back-ends, the .sql files must be processed
in a specific order.

Create the OTRS database manually step by step

1. Creating the DB: Create the database that you want to use for OTRS, with your database
client or your database interface.

2.Creating the tables: With the otrs-schema.DatabaseType.sql files (e.g. otrs-
schema.oracle.sql, otrs-schema.postgresql.sqgl) you can create the tables in your
OTRS database.

3.Inserting the initial system data: OTRS needs some initial system
data to work properly (e.g. the (different ticket states, ticket and
notification types). Depending on the type of your database, use one
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of the files otrs-initial insert.mysql.sql, otrs-initial insert.db2.sql,
otrs-initial insert.oracle.sql, otrs-initial insert.postgresql.sql or otrs-
initial insert.mssql.sql .

4. Creating references between tables: The last step is to create the references
between the different tables in the OTRS database. Use the otrs-schema-
post.DatabaseType.sql file to create these (e.g. otrs-schema-oracle.post.sql, otrs-
schema-post.postgresql.sql).

After you have finished the database setup, you should check and set proper access rights
for the OTRS database. It should be enough to grant access to one user. Depending on the
database server you are using, setting up the access rights differs, but it should be possible
either with your database client or your graphical database front-end.

If your database and the access rights are configured properly, you have to tell OTRS which
database back-end you want to use and how the ticket system can connect to the database.
Open the file Kernel/Config.pm located in the home directory of the 'otrs' user, and change
the parameters shown in the Script 3.15 according to your needs.

# DatabaseHost
# (The database host.)
$Self->{'DatabaseHost'} = 'localhost';

# Database
# (The database name.)
$Self->{Database} = 'otrs';

# DatabaseUser
# (The database user.)
$Self->{DatabaseUser} = 'otrs';

# DatabasePw
# (The password of database user.)
$Self->{DatabasePw} = 'some-pass';

oo0oooo oooob bbooobobooo oo 0O oooobooooooo
2.5. Setting up the cron jobs for OTRS
OTRS needs some cron jobs to work properly. The cron jobs should be run with the same

user rights that were specified for the OTRS modules. That means that the cron jobs must
be inserted into the crontab file of the 'otrs' user.

All scripts with the cron jobs are located in var/cron, in the home directory of the 'otrs' user
(see Script 3.16 below).

linux:~# cd /opt/otrs/var/cron
linux:/opt/otrs/var/cron# 1s

aaa_base.dist generic_agent.dist rebuild ticket index.dist
cache.dist pending jobs.dist session.dist
fetchmail.dist postmaster.dist unlock.dist

generic_agent-database.dist postmaster mailbox.dist
linux:/opt/otrs/var/cron#

uggogoboooobo bogbo boobob ob bobobo obo boob obooo

These scripts have a suffix of '.dist'. You should copy them to files with the suffix removed. If
you use bash, you might want to use the command listed in Script 3.17 below.
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linux:/opt/otrs/var/cron# for foo in *.dist; do
linux:/opt/otrs/var/cron# 1s
@aaa_base

aaa_base.dist generic_agent.dist
cache pending jobs
cache.dist pending jobs.dist
fetchmail postmaster

fetchmail.dist postmaster.dist
generic_agent postmaster mailbox
generic_agent-database postmaster mailbox.dist

linux:/opt/otrs/var/cron#

generic_agent-database.dist

cp $foo "basename $foo .dist’; done

rebuild ticket index
rebuild ticket index.dist
session

session.dist

unlock

unlock.dist

googoobo ooobotb obooboob boobo booboobo oob bOob booobo
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Table 3-2 describes the different cron jobs.

Table 3.2. Description of several cron job scripts.

Script Function

aaa_base Sets the basics for the crontab of the 'otrs'
user.

cache Removes expired cache entries from disk.
Clears the Iloader cache for CSS and
JavaScript files.

fetchmail Used only if new mails will be fetched with

fetchmail into the ticket system.

generic_agent

Executes the jobs of the GenericAgent that
are not stored in the database but in own
config files.

generic_agent-database

Executes the jobs of the GenericAgent that
are stored in the database.

pending _jobs

Checks system for pending tickets, and closes
them or sends reminders if needed.

postmaster

Checks the message queue of the ticket
system, and delivers messages that are still
in the queues.

postmaster_mailbox

Fetches the mails from the POP3 accounts
that were specified in the admin area, in the
section for "PostMaster Mail Accounts".

rebuild_ticket index

Rebuilds the ticket index, which improves the
speed of the QueueView.

session Removes old and no longer needed session
IDs.
unlock Unlocks tickets in the system.

To setup all cron jobs, the script bin/Cron. sh located in the home directory of the 'otrs' user
can be used. When this script is executed, it needs a parameter to specify whether you want
to install, remove or reinstall the cron jobs. The following parameters can be used:

Cron.sh {start} {stop} {restart} [0TRS user]
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Because the cron jobs need to be installed in the crontab file of the 'otrs' user, you need to
be logged in as 'otrs'. If you are logged in as root, you can switch to 'otrs' with the command
su otrs. Execute the commands specified in Script 3.18 below to install the cron jobs.

Warning

Please note that other crontab entries of the 'otrs' user will be overwritten or removed
by the Cron. sh script. Please change the Cron. sh script to retain other crontab entries
as needed.

linux:/opt/otrs/var/cron# cd /opt/otrs/bin/
linux:/opt/otrs/bin# su otrs

linux:~/bin$ ./Cron.sh start

/opt/otrs/bin

Cron.sh - start/stop OTRS cronjobs

Copyright (C) 2001-2009 OTRS AG, http://otrs.org/
(using /opt/otrs) done

linux:~/bin$ exit

exit

linux:/opt/otrs/bin#

uggbobdgooobo boobobdoboo bbb obobo boooba

The command crontab -l -u otrs, which can be executed as root, shows you the crontab file of
the 'otrs' user, and you can check if all entries are placed correctly (see Script 3.19 below).

linux:/opt/otrs/bin# crontab -1 -u otrs
oo
# cron/aaa base - base crontab package

# Copyright (C) 2001-2011 OTRS AG, http://otrs.org/
oo

# This software comes with ABSOLUTELY NO WARRANTY.
oo

# Who gets the cron emails?

MAILTO="root@localhost"

cron/cache - delete expired cache

Copyright (C) 2001-2011 OTRS AG, http://otrs.org/

This software comes with ABSOLUTELY NO WARRANTY.

delete expired cache weekly (Sunday mornings)
0 0 * * @ $HOME/bin/otrs.CacheDelete.pl --expired >> /dev/null
0 0 * * @ $HOME/bin/otrs.LoaderCache.pl -o delete >> /dev/null

WNH HFHEHEHH

cron/fetchmail - fetchmail cron of the OTRS
Copyright (C) 2001-2011 OTRS AG, http://otrs.org/

This software comes with ABSOLUTELY NO WARRANTY.

fetch every 5 minutes emails via fetchmail
*/5 * * * x /usr/bin/fetchmail -a >> /dev/null

HFHEHFEHFRHFEHFEHRESR

cron/generic_agent - otrs.GenericAgent.pl cron of the OTRS
Copyright (C) 2001-2011 OTRS AG, http://otrs.org/

This software comes with ABSOLUTELY NO WARRANTY.
start generic agent every 20 minutes
/20 * * * * $HOME/bin/GenericAgent.pl >> /dev/null

*HEHFHFEHFEHEHESR
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# example to execute GenericAgent.pl on 23:00 with

# Kernel::Config::GenericAgentMove job file

#0 23 * * * ¢HOME/bin/otrs.GenericAgent.pl -c "Kernel::Config::GenericAgentMove" >> /dev/null
cron/generic_agent - GenericAgent.pl cron of the OTRS

Copyright (C) 2001-2011 OTRS AG, http://otrs.org/

This software comes with ABSOLUTELY NO WARRANTY.

start generic agent every 10 minutes
/10 * * * * $HOME/bin/otrs.GenericAgent.pl -c db >> /dev/null
cron/pending jobs - pending jobs cron of the OTRS

Copyright (C) 2001-2011 OTRS AG, http://otrs.org/

This software comes with ABSOLUTELY NO WARRANTY.
check every 120 min the pending jobs
5 */2 * * * ¢HOME/bin/otrs.PendingJobs.pl >> /dev/null
cron/postmaster - postmaster cron of the OTRS
Copyright (C) 2001-2011 OTRS AG, http://otrs.org/

This software comes with ABSOLUTELY NO WARRANTY.

check daily the spool directory of OTRS

#10 0 * * * * test -e /etc/init.d/otrs & /etc/init.d/otrs cleanup >> /dev/null; test -e /etc/
rc.d/init.d/otrs && /etc/rc.d/init.d/otrs cleanup >> /dev/null

106 0 * * * $¢HOME/bin/otrs.CleanUp.pl >> /dev/null

EE R EREEREERERENEEEREEEREREEERENREEREEREEEREES

cron/postmaster mailbox - postmaster mailbox cron of the OTRS
Copyright (C) 2001-2011 OTRS AG, http://otrs.org/

This software comes with ABSOLUTELY NO WARRANTY.

fetch emails every 10 minutes
/10 * * * * $HOME/bin/otrs.PostMasterMailbox.pl >> /dev/null
cron/rebuild ticket index - rebuild ticket index for OTRS
Copyright (C) 2001-2011 OTRS AG, http://otrs.org/

This software comes with ABSOLUTELY NO WARRANTY.

just every day
1 01 * * * $¢HOME/bin/otrs.RebuildTicketIndex.pl >> /dev/null

CEEEEREEEENREEEEEESE:S

cron/session - delete old session ids of the OTRS
Copyright (C) 2001-2011 OTRS AG, http://otrs.org/

This software comes with ABSOLUTELY NO WARRANTY.

delete every 120 minutes old/idle session ids
5 */2 * * * ¢HOME/bin/otrs.DeleteSessionIDs.pl --expired >> /dev/null

OHFHHHFEHFHH

cron/unlock - unlock old locked ticket of the OTRS
Copyright (C) 2001-2011 OTRS AG, http://otrs.org/

This software comes with ABSOLUTELY NO WARRANTY.

unlock every hour old locked tickets
5 * * * * $HOME/bin/otrs.UnlockTickets.pl --timeout >> /dev/null

WHEHHHFEHFEHH

linux:/opt/otrs/bin#

goboobooboobbo oboobooboobo
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3. Upgrading the OTRS Framework

These instructions are for people upgrading OTRS from version OO O to OO0, and apply
both for RPM and source code (tarball) upgrades.

If you are running a lower version of OTRS, you have to follow the upgrade path to 2.4 first
(1.1->1.2->1.3->2.0->2.1->2.2->2.3->2.4->3.0 ...).

If you need to do a "patch level upgrade", which is an upgrade for instance from OTRS version
3.0.3 to 3.0.4, you should skip steps 8, 9, 10, and 13 - 16.

1. Stop all relevant services.

e. g. (depends on used services):

shell> /etc/init.d/cron stop
shell> /etc/init.d/postfix stop
shell> /etc/init.d/apache stop

2. Backup everything below $OTRS_HOME (default: OTRS_HOME=/opt/otrs):
* Kernel/Config.pm
* Kernel/Config/GenericAgent.pm
» Kernel/Config/Files/ZZZAuto.pm
e var/*
3. Backup the database.
4. If possible, try this install on a separate machine for testing first.
5. Install the new release (tar or RPM).

e With the tarball:

shell> cd /opt
shell> tar -xzf otrs-x.x.x.tar.gz
shell> ln -s otrs-x.x.x otrs

Restore old configuration files.

* Kernel/Config.pm

* Kernel/Config/GenericAgent.pm

* Kernel/Config/Files/ZZZAuto.pm
* With the RPM:

shell> rpm -Uvh otrs-x.x.x.-01.rpm

In this case the RPM update automatically restores the old configuration files.
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. Own themes
Note: The OTRS themes between 2.4 and 3.0 are NOT compatible, so don't use your
old themes! Themes are located under $OTRS_HOME/Kernel/Output/HTML/*/*.dtl (default:
OTRS_HOME=/opt/otrs).

. Set file permissions.

If the tarball is used, execute:

shell> cd /opt/otrs/
shell> bin/otrs.SetPermissions.pl

with the permissions needed for your system setup.

. Apply the database changes (part 1/2):

shell> cd /opt/otrs/

# MySQL:

shell> cat scripts/DBUpdate-to-3.0.mysql.sql | mysql -p -f -u root otrs
# PostgreSQL:

shell> cat scripts/DBUpdate-to-3.0.postgresql.sql | psql otrs

. Run the migration script (as user 'otrs', NOT as root):

You must execute the migration script to migrate some data from the old database
structure to the new one. Please run:

shell> scripts/DBUpdate-to-3.0.pl

10Apply the database changes (part 2/2):

# MySQL:

shell> cat scripts/DBUpdate-to-3.0-post.mysql.sql | mysql -p -f -u root otrs
# PostgreSQL:

shell> cat scripts/DBUpdate-to-3.0-post.postgresql.sql | psql otrs

11Refresh the configuration and delete caches. Please run:

shell> bin/otrs.RebuildConfig.pl
shell> bin/otrs.DeleteCache.pl

12Restart your services.

e. g. (depends on used services):

shell> /etc/init.d/cron start
shell> /etc/init.d/postfix start
shell> /etc/init.d/apache start
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13Check installed packages

In the package manager, check if all packages are still marked as correctly installed or if
any require reinstallation or even a package upgrade.

14Check for encoding issues:
With OTRS 3.0, the default charset of OTRS was changed from "iso-8859-1" to "utf-8".
This will only affect you if you did not specify a charset in Kernel/Config.pm (all installations
that were made with the web installer have a custom setting there) or if you didn't change

the default charset in the AdminSysConfig.

If you experience problems with the new charset, add this line to Kernel/Config.pm:

$Self->{'DefaultCharset'} = 'is0-8859-1"';

In general, using "utf-8" is the recommended mode of running OTRS, and switching from
"is0-8859-1" should work well.

Please note: We recommend you change existing non-UTF-8 installations of OTRS to UTF-8
with the upgrade to 3.0. All other encodings are now deprecated.

OTRS 3.1 will only allow UTF-8 as the internal charset.

15Check for Custom Frontend Module Registrations
Starting with OTRS 3.0, application modules may have their own special CSS and/or
JavaScript code. This is part of the frontend module registration of the modules in the
SysConfig. This may cause problems during the upgrade, because locally modified frontend

module configuration settings will not catch the updates of the new default configuration.

To check if you are affected, please look at the file Kernel/Config/Files/ZZZAuto.pm
and look for entries like:

$Self->{'Frontend: :Module'}->{'AgentStats'} = { ... };

These settings should be reset to their default value in Admin -> SysConfig (in this
case: 'Frontend::Module###AgentStats') with the little "Reset" button next to the "Active"
checkbox. Then the settings will be reset with the new module-specific settings and no
longer show up in Kernel/Config/Files/ZZZAuto.pm. After this procedure, you may
customize these settings again, if needed.

The same procedure must be executed for the setting "Frontend::ToolBarModule# ##1-
Ticket::TicketSearchFulltext", as this now also uses module specific CSS styles. If this
setting is not activated on your system, you can safely omit this step.

16Check for customized PreferencesGroups entries

With OTRS 3.0, there were a few corrections in PreferencesGroups configuration entries.
Notably, the keys 'Activ' and 'Colum' were changed to 'Active' and 'Column’, respectively.
You only need to take action if you have customized such settings on your system,
otherwise they will be updated automatically.
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To check if you are affected, please look at the file Kernel/Config/Files/ZZZAuto.pm
and look for entries like:

$Self->{'CustomerPreferencesGroups'}->{'RefreshTime'} = {
'Activ' => '0',
'Colum' => 'Frontend',
‘Data’ => {
't = 'off',
'10' => '10 minutes',
'15' => '15 minutes',
'2' => ' 2 minutes',
'5' => ' 5 minutes',
‘7' => ' 7 minutes'
}I
'Desc' => 'Select your QueueView refresh time.',
'Label' => 'QueueView refresh time',
'Module' => 'Kernel::Qutput::HTML::PreferencesGeneric',
'PrefKey' => 'UserRefreshTime',
'Prio' => '4000'
%5

This needs to be changed as follows:

$Self->{'CustomerPreferencesGroups'}->{'RefreshTime'} = {
'Active' => '0',
'Column' => 'Frontend',
'Data' => {
'Yo=> 'off',
'10' => '10 minutes',
'15' => '15 minutes',
'2' = ' 2 minutes',
'5' => ' 5 minutes',
'7' => ' 7 minutes'
}I
'Desc' => 'Select your QueueView refresh time.',
'Label' => 'QueueView refresh time',
'Module' => 'Kernel::Output::HTML::PreferencesGeneric',
'PrefKey' => 'UserRefreshTime',
'Prio' => '4000'
};

17Customer Database Backend Field Renaming

The field 'salutation' in the built-in customer database has been renamed to the more
appropriate 'title'. If you are using the built-in database data source for customers, and
you have changed the configuration, for instance because you have added fields to the
customer table, or because you have enabled Customer Company support, you should
change the mapping in your Kernel/Config.pm:

Change this line:

[ 'UserSalutation', 'Salutation', 'salutation', 1, 0, 'var', '', 0 1,

to:

[ 'UserTitle', 'Title', ‘title', 1, 0, 'var', '', 0 1],
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Please note that this can also affect any salutations or other templates where you have
used the string <OTRS_* UserSalutation>. If you have used this string AND you use the
built-in customer table, please replace it with <OTRS_CURRENT UserTitle> instead.

18Check Your Cronjobs

With OTRS 3.0, some commandline scripts were renamed, such as otrs.PostMaster.pl.
Please check that your cronjobs still use the correct filenames. With RPM upgrades, files
such as /etc/sysconfig/otrs sometimes are not correctly overwritten, thus keeping the
old cron settings, which may lead to errors.

190ptional: Mark Tickets as Read

In OTRS 3.0 there is a new feature: New tickets and new articles which an Agent did not
read yet are highlighted as 'unread'. For all tickets which were created before the upgrade
to OTRS 3.0, the 'read' information is missing, and therefore these tickets will be marked
as 'unread'. If this bothers you, you can use a script to set all tickets and articles as read
for all agents which have read permissions for these tickets. Note that this script may run
for a while!

shell> bin/otrs.MarkTicketAsSeen.pl

20Well done!
4. Upgrading Windows Installer

There is currently no in-place upgrade tool available for OTRS installations that were done
with the Windows Installer. The upgrade process basically consists of backing up the database
and the filesystem, uninstalling OTRS, installing the new version, restoring the database and
running the upgrade procedure if needed.

Upgrading is described in FAQ# 4200351, and there is also an informative YouTube video
available.
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Chapter 4. First steps

This chapter's goal is to give a quick overview of OTRS and the structure of its web interface.
The terms agents, customers and administrators are introduced. We also login as the OTRS
admininstrator and take a closer look at the user preferences available for every account.

1. Agent web interface

The agent web interface allows agents to answer customer requests, create new tickets for
customers or other agents, write tickets about telephone calls with customers, write FAQ
entries, edit customer data, etc.

Supposing your OTRS host is reachable via the URL 0O0O0OO0O0OOO
Oooooooooooooog , then the OTRS login screen can be reached by using
theaddress OO0 000000000000 O0O0O00D0O0O0O00O0OOO0O0O0ODOO0OO0OO ina web
browser (see Figure 4.1 below).

Welcome to OTRS

Top of page [

000000 0000 00000000000 0000000000 0000000000
2. Customer web interface

Customers have a separate web interface in OTRS, through which they can create new

accounts, change their account settings, create and edit tickets, get an overview on tickets
that they created, etc.

Continuing with the above example, the customer login screen can be reached by using the
URLOOOODOOODOOODDOODOO0ODO00O00DD0DO0D00D000000DoO0oooooDOog with aweb
browser (see Figure 4.2 below).
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Company Support

Login

Not vet registered?
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3. Public web interface

In addition to the web interfaces for agents and customers, OTRS also has a public web
interface that is available through the FAQ-Module. This module needs to be installed
separately. It provides public access to the FAQ system, and lets visitors search through FAQ

entries without any special authorization.

In our example, the public web interface can be reached via either of the URLs

below: 00000000000 OOODOOOOOO0O0OOOOOOOODOOOOO
gbooboobooooobooobooboobouooooooon

File Edit Wiew History Bookmarks Tools Help

& - @ (2 [0 nitp#portal otrs. defatrs/public. pi? Action=PublicF AQ&Subaction=Explorer

[=[»] Q-]

((otrs))

Explorer: FAQ#
»FAQ

FAQ

default comment

Name | Comment
OTRS Framework

Questions and answers aboutthe OTRS framework
Bugzilla

Reporting Bugs
FileManager Module

Aweb file system manager with download/upload option
Benchmark Module

A simple benchmark application

OTRS

The Ticket People

subcategorles  Article

4

0
0
o

19

1

1

1

- Dovmload - Documentation - Mailinglists

quick search

——
_search |

Search
detail search

latest created article

§ 2.2 Motifications Tags

eral

5 Framewark) en

tions Taqs
S Framewaork) en
32

lllegal mix

h ciMPLICIT) and

¢i,COERCIBLE) for

I*]
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4. First login

Access the login screen as described in the section Agent web interface . Enter a user name
and a password. Since the system has just been freshly installed and no users have yet been
created, login as OTRS administrator first, using 'root@localhost' for username and 'root' for
password.

Warning

This account data is valid on every newly installed OTRS system. You should change
the password for the OTRS administrator as soon as possible! This can be done via
the preferences screen for the OTRS administrator account.

If you don't want to login as OTRS administrator, just enter the user name and password for
your normal agent account.

In case you have forgotten your password, you can request the system for a new password.
Simply press the link below the Login button, enter the mail address that is registered for
your OTRS account into the input field, and press the Submit button (see Figure 4.4).

Weicome to OTRS

Request New Password

gbooboobob bobbobo oboobooboooo

5. The web interface - an overview

On successfully logging into the system, you are presented with the Dashboard page (see
Figure 4.5 below). The Dashboard is completely customizable. It shows your locked tickets,
allows direct access through menus to the queue, status and escalation views, and also holds
options for creation of new phone and e-mail tickets. It also presents a quick summary of the
tickets which are pending, escalated, new and open.
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0 o 0 = o=
4 2 A O m w = ! Simulate RTL NETELS

DASHBOARD TICKETS STATISTICS CUSTOMERS ADMIN Q,

Dashboard

Reminder Tickets » Settings

Locked Tickets (0) ! 7 Day Stats
none —

Escalated Tickets
All (0) 1
none
New Tickets
All (1) 1
- Welcome to OTRS! 357d200
Open Tickels / Need Io be answered Upcoming Events

All(0) J none

OTRS News
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To improve clarity, the general web interface is separated into different areas. The top row of
each page shows some general information such the current username, the logout button,
icons listing the number of locked tickets with direct access to them, links to create a new
phone/e-mail ticket, etc. There are also icons to go to the queue, status and escalation views.

Below the icons row is the navigation bar. It shows a menu that enables you to navigate to
different areas or modules of the system, letthng you execute some global actions. Clicking
on the Dashboard button takes you to the dashboard which is the default start page after
login. If you click on the Tickets button, you will get a submenu with options to change
the ticket's view, create a new ticket (phone/e-mail) or search for a specific ticket. The
Statistics button presents a menu that allows choosing from an overview of the registered
statistics, creating a new one or importing an existing one. The Customers button leads you
to the Customer Managment screen. By clicking the Admin button, you can access all the
administrator modules, allowing you to create new agents, queues, etc. There is also a Search
button to make ticket searches.

If any associated applications are also installed, e.g. the File Manager or the Web Mailer,
buttons to reach these applications are also displayed.

The red bar below the navigation bar shows different system messages. If you are logged in as
OTRS administrator, you get a message warning you not to work using this system account.

Below the title of the section you are currently in, there are several subsections each in
a separate box. These boxes can be relocated within the same column by clicking on and
dragging the box header, and dropping them elsewhere.

In the left column, you can see information on some tickets clasified as - reminder, escalated,
new and open. In each of the categories, you are also able to see all tickets you are allowed
to access, how many tickets you have locked and how many are located in "My Queues".
"My Queues" are queues that you identify in your user configuration account preferences as
those you have a special interest in tracking.

In the right column is the Settings button. Click on it to expand the section and see the
various settings, as shown in Figure 4.6. You can then check or uncheck the individual settings
options, and save your changes. This section is fixed, so you can not drag and drop it.
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DASHBOARD TICKETS STATISTICS CUSTOMERS ADMIN Q

Dashboard

Reminder Tickets ¥ Settings

Locked Tickets (0) 1 V] Product News
none 7| Reminder Tickets
| Escalated Tickets
V] New Tickets
V] Open Tickets / Need to be answered
All (0) 1 V! 7 Day Stats
one | Upcoming Events
Online
V] OTRS News
New Tickets Save |
All (1) 1
- Welcome to OTRS! 358d6h 7 Day Stats

Escalated Tickets

Open Tickets / Need to be answered

All(0) L
none

Upcoming Events
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Below the settings area, you can see a section with a graph of ticket activity over the past 7
days. Further below is a section showing Upcoming Events and OTRS News.

Finally at the bottom of the page, the site footer is displayed (see Figure 4.7 below). It contains
links to directly access the OTRS official website, or go to the Top of the page.

Top of page [

0000000000 0000000
6. What is a queue?

On many mail systems, it is common for all messages to flow into an Inbox file, where they
remain stored. New messages are appended at the end of the Inbox file. The mail client
program used to read and write mails reads this Inbox file and presents the content to the
user.

A gueue in OTRS is somewhat comparable to an Inbox file, since it too can store many
messages. A queue also has features beyond those of an Inbox mail file. As an OTRS agent
or user, one needs to remember which queue a ticket is stored in. Agents can open and edit
tickets in a queue, and also move tickets from one queue to another. But why would they
move tickets?

To explain it more practically, remember the example of Max's company described in an
example of a ticket system. Max installed OTRS in order to allow his team to better manage
support for company customers buying video recorders.

One queue holding all requests is enough for this situation. However, after some time Max
decides to also sell DVD recorders. Now, the customers have questions not only about the
video recorder, but also the new product. More and more emails get into the one queue of
Max's OTRS and it's hard to have a clear picture of what's happening.

Max decides to restructure his support system, and adds two new queues. So now three
queues are being used. Fresh new mails arriving at the ticket system are stored into the old
queue titled "raw". Of the two new queues, one titled "video recorder" is for video recorder
requests, while the other one titled "dvd recorder" is for dvd recorder requests.
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Max asks Sandra to watch the "raw" queue and sort (dispatch) the mails either into "video
recorder" or "dvd recorder" queue, depending on the customer request. John only has access
to the "video recorder" queue, while Joe can only answer tickets in the "dvd recorder" queue.
Max is able to edit tickets in all queues.

OTRS supports access management for users, groups and roles, and it is easy to setup queues
that are accessible only to some user accounts. Max could also use another way to get his
requests into the different queues, with filter rules. Else, if two different mail addresses are
used, Sandra only has to dispatch those emails into the two other queues, that can't be
dispatched automatically.

Sorting your incoming messages into different queues helps you to keep the support system
structured and tidy. Because your agents are arranged into different groups with different
access rights on queues, the system can be optimized even further. Queues can be used to
define work flow processes or to create the structure of a company. Max could implement,
for example, another queue called "sales", which could contain the sub queues "requests”,
"offers", "orders", "billing", etc. Such a queue structure could help Max to optimize his order
transactions.

Improved system structures, such as through the proper design of queues, can lead to
significant time and cost savings. Queues can help to optimize the processes in your
company.

7. User preferences

OTRS users such as customers, agents and the OTRS administrator can configure their
account preferences as per their needs. Agent can access the configuration screen by clicking
on their login name at the top right corner of the web interface (see Figure 4.8 below), and
customers must click on the "Preferences" link (see Figure 4.9 below).
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DASHBOARD TICKETS STATISTICS CUSTOMERS ADMIN Q

Edit your preferences
User Profile Email Settings Other Settings

Change password New ticket notification My Queues

No ~ [ Update
Misc
Update Postmaster

Raw

Junk

Ticket follow up notification
Language =21
English (United States) =

Update —
(Lpose - [Cupe
Spelling Dictionary
QueueView Refresh Time
English ~ [ Update ¢ Queucie .
\—I Ticket lock timeout nofification
systel o off « [ Update
Skin No ~ [ Update
Default ~ | Update
Screen after new ticket
Theme Ticket move notification CreateTicket ~ | Update
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An agent can configure 3 different categories of preferences: user profile, email settings and
other settings. The default posibilities are:

User Profile

* Change the current password.

41



OTRS

Real Services

* Adjust the interface language.
e Switch the frontend skin.
e Shift the frontend theme.

» Activate and configure the out-of-office time.
Email Settings
* Select events that trigger email notifications to the agent.

Other Settings

* Select the queues you want to monitor in "My Queues".
» Set the refresh period for the queue view.

» Set the screen to be displayed after a ticket is created.

Company Personal Support

Hew Ticket | My Tickets | Company Tickets | Searen

Interface language HNumber of displayed tickets

Yourlanguage | English (United States) - Max. displayed tickels | 25 v

Update Update

Ticket overview Change password
Refresh interval | off - New Password
Update Verify Password

Update

S/MIME Certificate

SMIME Certificate Browse_

Upload

Update
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A customer can select the web interface language, set the refresh interval for the ticket
overview, and choose the maximum amount of shown tickets. It is also possible to set a new
password.
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Chapter 5. The ADMIN area of OTRS

1. Basics

OTRS administrators use the Admin page on the OTRS web interface to configure the system -
adding agents, customers and queues, ticket and mail settings, installing additional packages
such as FAQ and ITSM, and much more.

Agents who are members of the 00000 group can access the Admin area by clicking the
00000 linkin the navigation bar (see Figure 5.1 below). The rest of the agents won't see
this link.

2°2°2°0C m @ = 1

DASHBOARD TICKETS STATISTICS CUSTOMERS ADMIN Q

Admin

Agent Management Customer Management Email Settings

Queue Settings Ticket Settings System Administration

000000 00000000 000000000000
2. Agents, Groups and Roles
2.1. Agents

By clicking the link OOO0O0O0O, you get access to the agent management screen
of OTRS (see Figure 5.2 below). Administrators can add, change or deactivate agent
accounts. Administrators can also manage agent preferences, for instance the language and
notification settings for their interface.

Note

An OTRS agent account may be deactivated but not deleted. Deactivation is done by
settingthe Validflagto OO O OO0OO orJ0000000O0OO0OOOOOODOODOO.
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DASHBOARD TICKETS STATISTICS CUSTOMERS ADMIN Q

Agent Management

Actions List

E3 Add agent USERNAME NAME EMAIL LASTLOGIN | VALID = CHANGED CREATED
el ——— g | O30 | CaRIED
o @ 10:38 10:38

Filter for Agents ‘"h el
:“ial o . 08/03/2010 4g 08032010 081032010

goy  miguel hidalgo@freedom.com valid oo o501

Costila
Admin root@insainost 08032010 L 03032010 DBIO3201D
OTRS @ 05:59 0557 0557

Note

Aftention: Don'tforgetto add a new agentto
groups andlor roles!

Top of page [
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To register an agent, click on the "Add agent" button, type all the needed data and press the
Submit button at the bottom of the screen, as shown in Figure 5.3.
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DASHBOARD TICKETS STATISTICS CUSTOMERS ADMIN Q,

Agent Management

Actions Add Agent
Go to overview .
Agustin
Note de lturbide

s will e needed o han e fickets agustin.deiturbide
Aftention: Dont forget to add a new agentto
groups andor roles!

agustin.deiturbide @freedom.com
valid -

English (United States) ~ +
English ~
Default ~
Standard ~
®

Start 08 /03 =/2010 -
—— =
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After the new agent account has been created, you should make the agent a member of one
or more groups or roles. Information about groups and roles is available in the Groups and
Roles sections of this chapter.

2.2. Groups

Every agent's account should belong to at least one group or role. In a brand new installation,
there are three pre-defined groups available, as shown in Table 5-1.
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Table 5.1. Default groups available on a fresh OTRS installation

Group Description

admin Allowed to perform administrative tasks in
the system.

stats Qualified to access the stats module of OTRS

and generate statistics.

users Agents should belong to this group, with read
and write permissions. They can then access
all functions of the ticket system.

Note

In a brand new OTRS installation, the group DO OO0 is initially empty. The agent
'root@localhost' belongs by default to the admin and stats groups.

You can access the group management page (see Figure 5.4 below) by clicking the
ooooono linkin the admin area.

&n ,’D An O m e E 1 fou are logged in as Miguel Hidalgo _A‘:\illﬂam

DASHBOARD | TICKETS | STATISTICS | CUSTOMERS Q.

Group Management

Actions List

I3 Add group NAME COMMENT VALD CHANGED CREATED
Group of all admins. valid 08/03/2010 05:57 08/03/2010 0557
Group for stats access valid 08/03/2010 05:57 08/03/2010 0557

o Group for default access valid 08/03/2010 05:57 08/03/2010 05:57

Top o page Y
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Note

As with agents, an OTRS group may be deactivated but not deleted.
Deactivation is done by setting the Valid flag to OO0 OJO0O0O0OO or OO0 OOOO
goooooooooo.

To add an agent to a group, or to change the agents who belong to a group, you can use the
link 000000 000 000000 from the Admin page (see Figure 5.5 below).
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DASHBOARD | TICKETS | STATISTICS | CUSTOMERS Q,

Manage Agent-Group Relations

Filter for Agents Overview

AGENTS GROUPS

Filter for Groups

Top of page Y
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An overview of all groups and agents in the system is displayed. You can also use the filters
to find a specific entity. If you want to change the groups that an agent is member of, just
click on the agent's name (see Figure 5.6 below). To change the agents associated with a
group, just click on the group you want to edit (see Figure 5.7 below).
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DASHBOARD TICKETS STATISTICS CUSTOMERS ADMIN Q

Manage Agent-Group Relations

Actions Change Group Relations for Agent @)

L2l overview | orour [ ro  Dwovemwro  [Clcreae  Clnoe | [0 owner D priorry | [ rw
=] Ll 0a 0a ] Ll L]
] il o o s il 1
=] ] 0a 0a ] ] la]

[ Submi ] o

Reference

o
Read only access to the ticketin this group/queue
move_into
Permissions to move tickets into this group/queue
create
Permissions to create tickets in this group/queue
note
Permissions to add notes to tickets in this groupiqueue.
owner
Permissions to change the owner of tickets in this group/queue:
priori
Permissions to change the ticket priority in this group/queue

Full read and write access to the tickets in this groupiqueue
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DASHBOARD | TICKETS | STATISTICS | CUSTOMERS Q,

Manage Agent-Group Relations

Actions Change Agent Relations for Group 2)

G to overview
AGENT RO MOVEINTO  CREATE  NOTE  OWNER  PRORTY  RW

=l

Reference

o

Read only access to the ficketin this groupiqueus
move_into

Permissions ta move tickets into this group/queue
create

Permissions ta create tickets in this group/queue
note

Permissions to add notes to tickets in this group/queue

owner

Permissions ta change the owner of tickets in this group/queue.

Permissions to change the ticket priority in this groupiqueue
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Each group has a set of rights associated with it, and each member agent may have some

combination of these rights for themselves. A list of the permissions / rights is shown in Table
5-2.

Table 5.2. Rights associated with OTRS Groups

Right Description

ro Read only access to the tickets, entries and
queues of this group.

move into Right to move tickets or entries between
queues or areas that belong to this group.

Create Right to create tickets or entries in the queues
or areas of this group.

owner Right to update the owner of tickets or entries
in queues or areas that belong to this group.

priority Right to change the priority of tickets or
entries in queues or areas that belong to this
group.

rw Full read and write access on tickets or entries
in the queues or areas that belong to this
group.

Note

By default, the QueueView only lists tickets in queues that an agent has 0 O access to,
i.e., the tickets the agent needs to work on. If you want to change this behaviour, you
can set Ticket::Frontend::AgentTicketQueue## #ViewAllPossibleTickets to OO O.
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2.3. Roles

Roles are a powerful feature to manage the access rights of many agents in a very simple
and quick manner. They are particularly applicable on large, complex support systems with
a lot of agents, groups and queues. An example below explains when they may be used.

Suppose that you have a system with 100 agents, 90 of them with access to a single queue
called "support" where all support requests are handled. The "support" queue contains some
sub queues. The other 10 agents have permission to access all queues of the system. These
10 agents dispatch tickets, watch the raw queue and move spam messages into the "junk"
qgueue.

The company now opens a new department that sells some products. Order request and
acceptance, order confirmation, bills, etc. must be processed, and some of the company's
agents shall do this via OTRS. The different agents have to get access to the new queues
that must be created.

Because it would take a long time to change the access rights for the different agents
manually, roles that define the different access levels can be created. The agents can then be
added to one or more roles, with their rights automatically changed. If a new agent account
is created, it is also possible to add this account to one or more roles.

Note

Roles are really useful when maintaining larger OTRS installations. You should take
care in their use though. Mixing Agent to Group with Agent to Role mappings can make
for a complex access control scheme, difficult to understand and maintain. If you wish
to use only roles and disable the Agents <-> Groups option in the Admin area, you
can do so by modifying the Frontend::Module###AdminUserGroup in the SysConfig.
Be aware that this won't remove already existing Agents to Group assignments!

You can access the role management section (see Figure 5.8 below ) by clickingthe 00O 00O
link on the Admin page.

‘!‘u ,rD 2'0c = & = 1 You are logoed in as Wiguel Hidalgo y Costila [G)

DASHBOARD | TICKETS | STATISTICS | CUSTOMERS o

Role Management

Actions List

B Addrole NAME coMMENT VALD | cHanGED CREATED
- Member ofthe help desk te[ ] valid 0810312010 14:37 08/03/2010 14:37
Supenisor of the T deparl..] valid 08/0312010 14:29 0810312010 14:29
Member ofthe senvice desk..] valid 08/03/2010 14:37 0810312010 14:36

Note
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Note

As with agent and groups, roles once created can be deactivated but not
deleted. To deactivate, set the Valid option to D00 0O0OOOO or DO0OO0OODOO
gooobogooooog.

An overview of all roles in the system is displayed. To edit a role's settings, click on the role's

name. In a fresh new OTRS installation, there are no roles defined by default. To register one,
click on the "Add role" button, provide the needed data and submit it (see Figure 5.9 below).

2°2°2°0 m & = 1

DASHBOARD TICKETS STATISTICS CUSTOMERS ADMIN Q,

Role Management

Actions Add Role

Go to overview IT supenvisor

Top of page Y
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To get an overview of all roles and agents in the system, click on the link Roles <-> Agents
on the Admin page. You can also use filters to find a specific element. If you want to change
the roles associated with an agent, just click on the agent's name (see Figure 5.10 below).
To change the agents associated with a role, click on the role you want to edit (see Figure

5.11 below).

3°2°2°0 m w E 1

DASHBOARD | TICKETS | STATISTICS | CUSTOMERS fo)

Manage Role-Agent Relations

Actions Change Role Relations for Agent (4)

Go 1o overview ROLE [ acve
s
Filter

[ submit Jor

Top of page Y
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Manage Role-Agent Relations

Actions Change Agent Relations for Role (3)
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To get an overview of all roles and groups in the system, click on the link Roles <-> Groups
on the Admin page. You will see a similar screen as the one shown in the Figure 5.12. You
can also use filters to find a specific entity.

,*D J‘u .lD O m & = T ‘ou are logged in as \g\.E\H\:a\E.t,-'Z-'Emlim

DASHBOARD TICKETS STATISTICS CUSTOMERS ADMIN Q

Manage Role-Group Relations

Filter for Roles Overview

ROLES GROUPS

Filter for Groups

Top of page Y
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To define the different access rights for a role, click on the name of a role or a group (see
below the Figures 5.13 and 5.14, respectively).
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Note: Reference
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move._into
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Permissions to create tickets in this group/queue
priority
Permissions to change the ficket priority in this groupfqueue
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Top of page [
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[ submit Jor
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o
Read only access to the ticket in this group/queue.

move_into
Permissions to move tickets into this group/queue
create
Permissions to create tickets in this groupiqueus
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Permissions to change the ticket priority in this group/queue

Full read and write access to the tickets in this groupiqueue

Top of page Y
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3. Customers and Customer Groups

3.1. Customers

OTRS supports different types of users. Using the link "Customers" (via the navigation bar, or
the Admin page), you can manage the accounts of your customers (see Figure 5.14 below),
who can log into the system via the Customers interface (customer.pl). Through this interface,
your customers can create tickets and access them as they are updated. It is important to
know that a customer is needed for the ticket history in the system.
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DASHBOARD TICKETS STATISTICS CUSTOMERS ADMIN

Customer Management

Actions List
search | USERNAME NAME EMAL CUSTOMERD LAST LOGIN VALD
Ignacio Lopez
A ignacie.lopez@freedom.com Independence valid
Raydn E pec "
a Leona Vicario leona com valid
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Vicente Guerrero  vicente com valid
Database Backend ~ 06:05
Note
Customer will be needed to have a customer
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Top of page FY
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You can search for a registered customer, or edit their settings by clicking on their name.
You also have the possibility to change the customer back-end, for further information please
refer to the chapter about external back-ends.

To create a new customer account, click on the "Add customer" button (see Figure 5.15
below). Some of the fields are mandatory, i.e., they have to contain values, so if you leave
one of those empty, it will be highlighted in red.
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DASHBOARD TICKETS STATISTICS CUSTOMERS ADMIN Q

Customer Management

Actions Add Customer
Go to overview .
Ignacio
Note Allende
Customer will be needed to have a customer ignacio allende

history and to login via customer panel

ignacio.allende@freedom.com

Independence

valid -

uggbgbgooobo boobob b oboboobob

Customers can access the system by providing their username and password. The
CustomerlD is needed by the system to identify the user and associated tickets. Since the
email address is a unique value, it can be used as the ID.

Note

As with agents, groups and roles, customers can not be deleted from the system,
only deactivated by setting the Valid option to 0000000 or DO0OOOODODO
ogoooooooooo.
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3.2. Customer Groups

Customer users can also be added to a group, which can be useful if you want to add
customers of the same company with access to one or a few queues. First create the group to
which your customers will belong, via the Group management module. Then add the queues
and select the new group for the queues.

The next step is to activate the customer group support. This can be done with the
configuration parameter CustomerGroupSupport, from the Admin SysConfig option. Using
the parameter CustomerGroupAlwaysGroups, you can specify the default groups for a newly
added customer, so that every new account will be automatically added to these groups.

Through the link "Customers <-> Groups" you can manage which customer shall belong to
the different groups (see Figure 5.15 below).

2° 2°

DASHBOARD TICKETS TISTICS

Manage Customer-Group Relations

Actions

Search |

Edit Customer Default Groups

Filter for Groups

CUSTOMERS

Search Result:

CUSTOMERS (4) GROUPS

Customer Default Groups:

GROUPS
users
info

Top of page Y
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To define the different groups a customer should be part of and vice versa, click on
the corresponding customer username or group (see below the Figures 5.16 and 5.17,
respectively).

DASHBOARD

Manage Customer-Group Relations
Actions

Go to overview

Edit Customer Default Groups

Filter for Groups

Note:

Change Group Relations for Customer (ignacio.allende)

erour  [ro  [Maw

g O
B @
[ submit Jor

Customer Default Groups:

GROUPS
users
info

Reference

o
Read only access to the ticket in this group/queue.

Full read and write access 1o the tickets in this group/queue

Top of page [Y

53



OTRS

Real Services

uggbgbo ooobo bodbob oobob ooooboboo bob o obobuoooboo

2°2°2°0c m @ = 1

DASHBOARD TICKETS STATISTICS CUSTOMERS ADMIN Q

Manage Customer-Group Relations

Actions Change Customer Relations for Group 2)
Go to overview CUSTOMER (4) Cro Daw
[l o
Search | g g
deards are alowed [&] 0
B ]
Note or
Reference

0
Read only access to the ficketin this group/queue

Full read and write access to the tickets in this group/queue,
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4. Queues

Clicking on the link "Queues" of the Admin page, you can manage the queues of your system

(see Figure 5.18 below). In a new OTRS installation there are 4 default queues: Raw, Junk,

Misc and Postmaster. All incoming messages will be stored in the "Raw" queue if no filter
rules are defined. The "Junk" queue can be used to store spam messages.
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DASHBOARD TICKETS STATISTICS CUSTOMERS ADMIN Q

Manage Queues

Actions List

3 Add queue MAME GROUP | COMMENT VALD | CHANGED CREATED

- users Al junk tickets. valid 0810312010 0557 08/03/2010 05:57
users Al misctickets valid 08/03/2010 05:57 08/03/2010 05:57
users  Post master queue valid 08103/2010 05:57 08/03/2010 05:57
users Al default incoming ticke[..] valid 08/03/2010 05:57 08/03/2010 05:57

Top of page [
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Here you can add queues (see Figure 5.19 below) and modify them. You can specify the group
that should use the queue. You can also set the queue as a sub-queue of an existing queue.
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You can define an unlock timeout for a queue - if an agent locks a ticket and does not close
it before the unlock timeout has passed, the ticket will be automatically unlocked and made
available for other agents to work on.

There are three escalation time settings that can be associated at queue level:

Escalation - First Response Time

» After creation of the ticket, if the time defined here expires without any communication to
the customer, either by email or phone, the ticket is escalated.

Escalation - Update Time

* If there is any customer followup via e-mail or the customer portal and recorded in the
ticket, the escalation update time is reset. If there is no customer contact before the time
defined here expires, the ticket is escalated.

Escalation - Solution Time
* If the ticket is not closed before the time defined here expires, the ticket is escalated.

With 'Ticket lock after a follow-up', you can define if a ticket should be set to 'locked' to the
old owner if a ticket that has been closed and later is re-opened. This ensures that a follow
up for a ticket is processed by the agent that has previously handled that ticket.

The parameter for the system address specifies the email address that will be used for the
outgoing tickets of this queue. There is also possibility to associate a queue with a salutation
and a signature, for the email answers. For more detailed information, please refer to the
sections email addresses, salutations and signatures.

Note

As with agents, groups and customers, queues cannot be deleted, only deactivated,
by setting the Valid optionto OO0 O O0O0O0 or 00000000 OOOOOOODODOOO.
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5. Salutations, signatures, attachments and responses

5.1. Salutations

A salutation is a text module for a response. Salutations can be linked to one or more queues,
as described in the section about queues. A salutation is used only if a ticket from a queue
the salutation is linked to, is answered. To manage the different salutations of your system,
use the "Salutations" link of the admin area (see Figure 5.20 below).
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DASHBOARD TICKETS STATISTICS CUSTOMERS ADMIN Q

Salutation Management

Actions List

(3 Ada salutation WANE CoumENT VAUD | cANGED CREATED
$Standard Salutation, wvalid 08/03/2010 05.57 08/03/2010 05:57

Top of page Y
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After a default installation there is already one salutation available, "system standard
salutation (en)".

To create a new salutation, press the button "Add salutation", provide the needed data and
submit it (see Figure 5.21 below).
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DASHBOARD TICKETS STATISTICS CUSTOMERS

Salutation Management

Actions Add Salutation

I

Go to overview Example of salutation

= | Fo Ml size BjA-Z- < Source =|
Hello <OTRS_CUSTOMER_DATA_UserFirstname,
Here is some information about your ticket
The current owner of the ticket <OTRS_TICKET TicketNumber> is: <OTRS_OWNER UserFirstname>
‘We expect to solve your issue in less than 24 hours.

Thank you and feel free to contact us ifyou have any question.
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It is possible to use variables in salutations. When you respond to a ticket, the variable names
will be replaced by their values.

The different variables you can use in responses are listed in the lower part of the salutation
screen. If you use, for example, the variable <OTRS_LAST NAME> the last name of the
ticket's sender will be included in your reply.

Note

As with other OTRS entities, salutations cannot be deleted, only deactivated by setting
the Validoptionto O OO OOO0O orOD00000D0OO0OOOOODODOOOOOO.

5.2. Signatures

Another text module for a response is the signature. Signatures can be linked to a queue, as
described in the section about the queues. Only if a signature is linked to a queue will it be
included into the response text. Through the "Signatures" link of the Admin page, you can
manage the signatures in your system (see Figure 5.22 below).
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DASHBOARD TICKETS STATISTICS CUSTOMERS ADMIN Q

Signature Management

Actions List

(3 Add signature HAWE COMMENT VALD | CHANGED CREATED
Standard Signature. valid 08/03/2010 05:57 08i03/2010 05:57

Top of page [
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After a fresh installation of OTRS, there is one predefined signature stored in your system,
"system standard signature (en)".

To create a new signature, press the button "Add signature", provide the needed data and
submit it (see Figure 5.23 below).
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Signature Management

Actions Add Signature

Go to averview Signature example
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Itis our pleasure to serve you.

eceive kind greetings,
<0TRS_CURRENT_UserFirstname> <0TRS_CURRENT_UserLastname=
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Like salutations, signatures can also contain dynamical content, such as the first and last
name of the agent who answers the ticket. Here too, variables can be used to replace the
content of the signature text for every ticket. See the lower part of the signatures screen
for the variables which can be used. If you include the variable <OTRS_LAST NAME> in a
signature for example, the last name of the agent who answers the ticket will replace the

variable.

Note

As with salutations, signatures too cannot be deleted, only deactivated by setting the
Validoptionto DD DO OO0 orO 00000000000 O0OOOOOON.

5.3. Attachments

You can also optionally add one or more attachments for a response. If the response is
selected, the attachments will be attached to the message composition window. If necessary,
the agent can remove the attachment from an individual response before sending it to the

customer.

Through the "Attachment" link of the Admin page, you can load the attachments into the
database of the system (see Figure 5.24 below).
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Attachment Management
Actions List
Add attachment NAME FILENAME COMMENT VALD CHANGED CREATED DELETE
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att]. ] 2322 2322 L
08/0312010 0810312010
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Top of page [Y
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To create a new attachment, press the button "Add attachment”, provide the needed data
and submit it (see Figure 5.25 below).
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Attachment Management

Actions Add Attachment
Go to overview ame: | Sample 3
7t Clintel\Logs\intelGFX o [ Browse. |
valid -

nt  Justanother sample.

[ submit Jor

Top of page [
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If an attachment is stored it can be linked to one or more responses. Click on the "Attachment
<-> Responses" link of the Admin page (see Figure 5.26 below).
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Overview
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Top of page [
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To associate different attachments with a specific response and vice versa, click on
the corresponding response name or attachment (see below the Figures 5.27 and 5.28,

respectively).
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Manage Responses <-> Attachments Relations

Actions Change StandardAttachment Relations for Standard Response 1)
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o

Top of page [
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5.4. Responses

To speed up the answering of tickets and to standardize the look of answers, you can define
responses in OTRS. A response can be linked to one or more queues and vice versa. In order
to be able to use a response quickly, the different responses are displayed below every ticket
in the QueueView or in "My Queues".

On a fresh OTRS installation, the "empty answer" response is defined for every queue.
Clicking the "Responses" link on the Admin page brings you to the Responses management
page (see Figure 5.29 below).

,‘D "u ‘D O m e E T ou are logged in as ‘\g\-E\H\:a\\_\:_Aiuimlam

DASHBOARD | TICKETS | STATISTICS | CUSTOMERS Q

Manage Responses

Actions List
3 Add response NAUE ATTACHUENTS | COMMENT | VALD | CHANGED CREATED DELETE
0 valid 08/03/2010 05:57 08/03/2010 05:57 o
0 valid 080320100557 080032010 05:57 i
Note
Attention
Top of page Y
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To create a new response, click on the "Add response" button, provide the required data and
submit it (see Figure 5.30 below).
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DASHBOARD TICKETS STATISTICS CUSTOMERS ADMIN Q

Manage Responses

Actions Add Response

I

Go to averview More details needed

Note B I u s =i= E EE ==
A sze B 2- < Source =

Attention: Hello <OTRS_CUSTOMER_DATA_UserFirstname>,
We havent solved your issue, due to the lack of information previously provided. We need to know the

following things:

Greefings,
<OTRS_OWNER_UserFirstname>
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To add/remove responses to one or more queues, click on the "Responses <-> Queues" link
on the Admin page (see Figure 5.31 below). You can also use filters to get information on

a specific entity.

AN T T E L

DASHBOARD TICKETS STATISTICS CUSTOMERS ADMIN Q

Manage Response-Queue Relations

Filter for Responses Overview

RESPONSES QUEUES

Filter for Queues

Top of page [
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To define the different responses that will be available for a queue and vice versa, click on
the corresponding response or queue (see below the Figures 5.32 and 5.33, respectively).
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Actions Change Queue Relations for Response (3)
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Filter
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Top of page [
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Actions Change Response Relations for Queue )
Go to overview R FlAcivE
Filter |
.

Top of page [
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The structure of a response is intuitive. It includes the salutation associated with the queue,
then the text of the response, then the quoted ticket text, and finally the signature associated
with the queue.

6. Auto responses

OTRS allows you to send automatic responses to customers on the occurence of certain
events, such as the creation of a ticket in certain queue, reception of a follow-up message on
a ticket, closure or rejection of a ticket, etc. To manage such responses, click the link "Auto
responses” on the Admin page (see Figure 5.34 below).

63



OTRS

Real Services

2°2°2°0C m @ = !

DASHBOARD TICKETS STATISTICS CUSTOMERS ADMIN Q

Auto Response Management

Actions List
a Add auto response NAME TYPE COMMENT VALID CHANGED CREATED
At oo g 080312010 0810312010
D 05:57 05:57
Ao resect g 080312010 0810312010
b 05:57 05:57
auta replyinew valid 08/03/2010 08/03/2010
ticket 05:57 05:57
TR valid 08/03/2010 08/03/2010
P 0557 05:57
Top of page 1
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To create an automatic response, click on the button "Add auto response", provide the needed
data and submit it (see Figure 5.35 below).
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Auto Response Management

Actions Add Auto Response

I

Go to overview Auto response sample 1

Your ticket s being processed
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Hello <OTRS_CUSTOMER_REALNAME>,

This is an automatic response to Ietyou know that your request is being processed
You will have news in the next 48 hours.
Thank you

Your OTRS team
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The subject and text of auto responses can be generated by variables, just as in signatures
and salutations. If you insert, for example, the variable <OTRS_CUSTOMER_EMAIL[5]> into
the body of the auto answer, the first 5 lines of the customer mail text will be inserted into
the auto answer. You will find more details about the valid variables that can be used at the
bottom of the screen shown in the Figure 5.35.

For every automatic answer, you can specify the event that should trigger it. The system
events that are available after a default installation are described in the Table 5-3.
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Table 5.3. Events for Auto answers

Name Description

auto reply Creation of a ticket in a certain queue.

auto reply/new ticket Reopening of an already closed ticket, e.qg. if
a customer replies to such ticket.

auto follow up Reception of a follow-up for a ticket.

auto reject Automatic rejection of a ticket, done by the
system.

auto remove Deletion of a ticket, done by the system.

Note

As with other OTRS entities, Auto responses too cannot be deleted, only deactivated,
by setting the Valid optionto 0000000 or0 000000000 OODOOOOOOO.

To add an auto response to a queue, use the "Auto Response <-> Queues" link on the Admin
page (see Figure 5.36 below). All system events are listed for every queue, and an auto
answer with the same event can be selected or removed via a listbox.
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DASHBOARD TICKETS STATISTICS CUSTOMERS ADMIN Q,

Manage Queue-Auto Response Relations

Filter for Queues Overview

QUEUES /AUTO RESPONSES

Filter for Auto Responses

Top of page [
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To define the different auto responses that will be available for a queue, click on the
corresponding queue name (see Figure 5.37 below). It is also possible to edit an existing auto
response - to do so, click on the reponse and edit in the same manner as editing a new auto
response.
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7. Email addresses

To enable OTRS to send emails, you need a valid email address to be used by the system.
OTRS is capable of working with multiple email addresses, since many support installations
need to use more than one. A queue can be linked to many email addresses, and vice versa.
The address used for outgoing messages from a queue can be set when the queue is created.
Use the "Email Addresses" link from the Admin page to manage all email addresses of the
system (see Figure 5.38 below).

2°2"a

DASHBOARD | TICKETS | STATISTICS | CUSTOMERS - Q

System Email Addresses Management

Actions List
3 Add system address EMAIL ADDRESS DISPLAY NAME | COMMENT VALD | CHANGED CREATED
Standard 08/03/2010 08/03/2010
OTRS System Address. vaiid 05:57 0557
Note Postmaster Example valid 08/04/2010 08/04/2010
team account 0352 0352
Example 08/04/2010 08/04/2010
Supportteam account vaiid 0351 0351
Top of page Y
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If you create a new mail address (see Figure 5.39 below) you can select the queue or sub
queue to be linked with it. This link enables the system to sort incoming messages via the
address in the To: field of the mail into the right queue.
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System Email Addresses Management

Actions Add System Email Address
Go to overview misc@mycompany.com
Misc team
Note UL
Misc -
wvalid -

Just an email example

[ submit |or

Top of page [
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Note

As with other OTRS entities, email addresses cannot be deleted, only deactivated by
setting the Valid optionto 0000000 or000000000O0OOOOODOOOO.

8. Notifications

OTRS allows notifications to be sent to agents and customers, on the occurence of certain
events. Agents can set the system events for their own notifications via the preferences link.

Through the "Agent Notifications" link on the Admin page, you can manage the notifications
of your system (see Figure 5.40 below). You can use filters to list only certain notifications.
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DASHBOARD STICS CUSTOMERS

Notification Management

Filter for Language List

LANGUAGE NOTFICATION

Arabic (Saudi Arabia)

Arabic (Saudi Arabia)

Filter for Notification Arabic (Saudi Arabia)
Arabic (Saudi Arabia)
Arabic (Saudi Arabia)
Arabic (Saudi Arabia)
Arabic (Saudi Arabia)
Arabic (Saudi Arabia)

Note Arabic (Saudi Arabia)

Arabic (Saudi Arabia)

Bulgarian (Exnrapcku)

Bulgarian (Ebnrapcku)
Bulgarian (Exnrapcku)
Bulgarian (Ebnrapcku)
Bulgarian (Exnrapcku)
Bulgarian (Ebnrapcku)
Bulgarian (Exnrapcku)
Bulgarian (Ebnrapcku)
Bulgarian (Exnrapcku)
Bulgarian (Ebnrapcku)
Catala
Catala
Catala
Catala
Catala
Catala

tal

uggbobgooobdo bbooboboobobuo obobooobooboan

You can customize the subject and the text of the notifications. Click on the notification
you want to change from the list, and its content will get loaded for editing (see Figure

67



OTRS

Real Services

5.41). Please note that there is a notification with the same name for each of the available
languages.
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Notification Management

Actions Edit Notification

Go to overview es_MX:Agent AddNote

New note! (<0TRS_CUSTOMER_SUBJECTI241)

Note

B I U S }

(1]

4] Source =]
Hi <OTRS_UserFirstname>,

<OTRS_CURRENT_UserFirsiname= <OTRS_CURRENT_UserLastname> added a new note to ticket
[<OTRS_TICKET_TicketNumber-]

Note

<OTRS_CUSTOMER_BODY>

<OTRS_CONFIG_HttpType>/1<0TRS_CONFIG_FODN>
1<0TRS_CONFIG_ScriptAlias=index.pl ?Action=AgentZoom&TickeliD=<0TRS_TICKET_TicketiD>

Your OTRS Notification Master
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Just as with signatures and salutations, it is possible to dynamically create the content of a
notification, by using special variables. You can find a list of variables at the bottom of the
screen shown in the Figure 5.41.

It is also possible to create notifications based on events. You can specify in detail when and
to whom you want such a notification to be sent. You can choose from a wide variety of
parameters, such as: recipient group(s), agent(s), role(s), email address(es), type of event
triggering the notification, ticket-type, state, priority, queue, lock, service, SLA, etc.

In order to see a list of all event based notifications, click on the link "Notifications (Event)"
on the Admin page (see Figure 5.42).
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Notification Management

Actions List

(B Ada notincation WANE CoumENT VALD | cHANGED GREATED DeLETE
My comment valid 111612010 22:22 11162010 22:32 i
Trigger when an article bo[..] valid 11M16/2010 22:33 1116i2010 22:33 T

Top of page Y
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As shown in Figure 5.42, you can create a new notification by clicking on the Add button
(see Figure 5.43).
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Notification Management

Actions Add Notification
Go to overview *Name

Agent (All with wiite permissions) -
Agent (Owner)

Agent (Responsible)

Customer

Hidalgo y Costilla Miguel (migus! hidalgo) -
OTRS Admin (root@Iocalhost)

Test1 Test1 (example-user212928)

Test1 Test1 (example-user273255) -

admin -
fillup-group11004052
fillup-group11758577
fillup-group11825080
fillup-group13216343
fillup-group13897477 ~

*Event  AnticleBounce -
ArticleCreate
ArticleFreeTextUpdate
ArticleSend
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Please note that the content of the event based notifications can also be dynamically created
by using the special variables listed at the bottom of the screen shown in the Figure 5.43.

9. SMIME

OTRS can process incoming S/MIME encoded messages and sign outgoing mails. Before this
feature can be used, you need to activate it and change some config parameters in the

SysConfig.

The "S/MIME Certificates" link on the Admin page allows you to manage your S/MIME
certificates (see Figure 5.44 below). You can add or remove certificates, and also search

through the SMIME data.
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SIMIME Management

Actions Results

Search | TYPE SUBJECT HASHIFINGERPRINT CREATE/EXPRES DELETE
No data found.
B3 Add private key

3 Add certificate

Note

Top of page [
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10. PGP

OTRS handles PGP keys, which allows you to encrypt/decrypt messages and to sign outgoing
messages. Before this feature can be used, you need to activate it and change some config

parameters in the SysConfig.

Through the "PGP Keys" link on the Admin page, it is possible to manage the key ring of the
user who shall be used for PGP with OTRS (see Figure 5.45 below), e.g. the local OTRS user
or the web server user. It is possible to add and remove keys and signatures, and you can

search through all data in your key ring.
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PGP Management

Actions Result

Search | TYPE IDENTIFER BT KEY FINGERPRINT CREATED EXPRES

No data found
3 Add PGP key

Note

DELETE

Top of page Y
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11. States

Through the "States" link on the Admin page, you can manage the different ticket states you
want to use in the system (see Figure 5.46 below).

State Management

Actions List
B Adastate NAME Tvee COMMENT VALD | CHANGED
0810312010
closed Ticketis closedsuc.]  valid Lo
Note closed Ticketis closedunsl. ] vaig  Coro2010
0557
0810312010
merged Stateformergedticl ] valid  _
0810312010
new Newticket crealed D[] valid  C
0810312010
open Open tickets. vand 2
pending auta Ticketis pending ol 1 vaiig  Co2010
0557
pending auta Ticketis pending ol 1 vaiig o210
0557
pending 0810312010
reminger Ticketis pendingfol.]  valld
removed Customer removed g DBI3I2010
tief..] 0557

CREATED
08/03/2010
0557
08/03/2010
0557
08/03/2010
0557
08/03/2010
0557
08/03/2010
0557
08/03/2010
0557
08/03/2010
0557
08/03/2010
0557
08/03/2010
0557

Top of page Y
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After a default setup, there are some states defined:
* closed successful

* closed unsuccessful

* merged

* new

* open

* pending auto close+

* pending auto close-

* pending reminder

* removed

Every state is linked to a type, which needs to be specified if a new state is created. By
default the state types are:

* closed

* merged

* new

* open

* pending auto

* pending reminder

* removed
12. SysConfig

The SysConfig link leads to the section where many OTRS configuration options are
maintained.

The SysConfig link on the Admin page loads the graphical interface for system configuration
(see Figure 5.47 below). You can upload your own configuration files for the system, as well as
backup all your current settings into a file. AlImost all configuration parameters of the OTRS
framework and installed applications can be viewed and changed through this interface.
Since all configuration parameters are sorted into groups and sub groups, it is possible to
navigate quickly through the multitude of the parameters. It is also possible to perform a full-
text search through all the configuration parameters.
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Actions Result
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Framework (367) ~
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£ Export settings
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Top of page [
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The graphical interface for system configuration is described in more detail in the chapter
"Configuring the system through the web interface".

13. Using mail accounts

There are several possibilities to transport new emails into the ticket system. One of them
is the otrs.PostMaster.pl module that pipes the mails directly into the system. Another
possibility is the use of mail accounts which can be administrated through the web interface.
The "PostMaster Mail Accounts" link on the Admin page loads the management console for

the mail accounts (see Figure 5.48 below). OTRS supports the mail protocols: POP3, POP3S,
IMAP and IMAPS.
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Mail Account Management

Actions List

[E3 Add mail account HOST/USERNAME TYPE COMMENT VALD CHANGED
No data found

CREATED DELETE RUN NOW

Note

Top of page [
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See the section about the PostMaster mail accounts for more details.
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14. Filtering incoming messages

OTRS has the capability to filter incoming messages, as reflected by incoming messages
being sorted automatically into queues, or spam mails being moved into a specific queue.
It is irrelevant whether PostMaster.pl or mail accounts are used to get messages into the
ticket system. Filter rules can be created through the link "PostMaster Filter" on the Admin

page (see Figure 5.49 below).
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PostMaster Filter Management

Actions

3 Aad ilter

Note

List

NAME | DELETE
No data found

STATISTICS CUSTOMERS ADMIN Q,
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A filter consists of one or more criteria that must match for the defined actions to be executed
on the email. Filter criteria may be defined for the headers or the body of an email, e.g. search
for specific header entries or strings in the body, even regular expressions are allowed. All
actions for a filter rule are triggered by X-OTRS headers, which are inserted if the filter criteria
match. The ticket system evaluates the inserted X-OTRS headers and executes the specific
actions. X-OTRS headers can be used to sort an incoming message into a specific queue,
change the priority of the message or ignore the message and not deliver it to the system.
The Table 5-4 lists the different X-OTRS headers and their meaning.

Note: You also can use X-OTRS-FollowUp-* headers for follow up emails.

Table 5.4. Function of the different X-OTRS-headers

Name

Possible values

Description

X-OTRS-Priority:

1 very low, 2 low, 3 normal, 4
high, 5 very high

Sets the priority of a ticket.

X-OTRS-Queue: Name of a queue in the|Sets the queue where the
system. ticket shall be sorted. If set
in X-OTRS header, all other
filter rules that try to sort a
ticket into a specific queue are
ignored.
X-OTRS-Lock: lock, unlock Sets the lock state of a ticket.
X-OTRS-Ignore: Yes or True If this X-OTRS header is set to

"Yes", the incoming message
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Name

Possible values

Description

will completely be ignored
and never delivered to the
system.

X-OTRS-State:

new, open, closed successful,
closed unsuccessful, ...

Sets the next state of the
ticket.

X-OTRS-State-PendingTime:

e. g. 2010-11-20 00:00:00

Sets the pending time of a
ticket (you also should sent
a pending state via X-OTRS-
State).

X-OTRS-Type:

default
setup)

(depends on vyour

Sets the type of a ticket
(if Ticket::Type support is
active).

X-OTRS-Service:

(depends on your setup)

Sets the service of a ticket
(if Ticket::Service support is
active).

X-OTRS-SLA:

(depends on your setup)

Sets the SLA of a ticket
(if Ticket::Service support is
active).

article.

X-OTRS-CustomerUser: CustomerUser Sets the customer user for the
ticket.

X-OTRS-CustomerNo: CustomerNo Sets the customer ID for this
ticket.

X-OTRS-ArticleKey(1]2]3): Additional info key for the|Saves an additional info key

for this article.

X-OTRS-ArticleValue(1]2]|3):

Additional info value for the
article.

Saves an additional info value
for the article.

X-OTRS-SenderType:

agent, system, customer

Sets the type of the ticket
sender.

X-OTRS-ArticleType:

email-external, email-
internal, email-notification-
ext, email-notification-int,
phone, fax, sms, webrequest,
note-internal, note-external,
note-report

Sets the article type for the
incoming ticket.

X-OTRS-TicketKey(1|2]...|8):

Additional
ticket.

info key for the

Saves an additional info key
for the ticket.

X-OTRS-TicketValue(1]2]...|8):

Additional info value for the
ticket.

Saves an additional info value
for the ticket.

X-OTRS-Loop:

True

If this X-OTRS header is set,
no auto answer is delivered
to the sender of the message
(mail loop protection).

A name must be specified for every filter rule. Filter criteria can be specified in the section
"Filter Condition". Choose via the listboxes for "Header 1", "Header 2" and so on for the parts
of the messages where you would like to search, and specify on the right side the values
you wish to filter on. In the section "Set Email Headers", you can choose the actions that
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are triggered if the filter rules match. You can select for "Header 1", "Header 2" and so on to
select the X-OTRS-Header and set the associated values (see Figure 5.50 below).
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PostMaster Filter Management

Actions Add PosiMaster Filter
Go to overview Wy sample filter

No -
Filter Condition
Note
From -

*@independence.com

Set Email Headers
X-OTRS-Queue -
Special queue
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Example 5.1. Sort spam mails into a specific queue

A useful filter rule could be to let OTRS automatically move mails marked for spam with a
spam detection tool such as SpamAssassin, into the "Junk" queue. SpamAssassin adds the
"X-Spam-Flag" header to every checked mail. When the mail is marked as spam, the Header
is set to "Yes". So the filter criteria would be "X-Spam-Flag: Yes". To create a filter rule with
this criteria you can insert the name as, for example, "spam-mails". In the section for "Filter
Condition", choose "X-Spam-Flag:" for "Header 1" from the listbox. Insert "Yes" as value for
this header. Now the filter criteria is specified. To make sure that all spam mails get directed
into the "Junk" queue, choose in the section for "Set Email Headers", the "X-OTRS-Queue:"
entry for "Header 1". Specify "Junk" as value for this header. Finally add the new filter rule
to activate it for new messages into the system.

There are additional modules, that can be used to filter incoming messages more specifically.
These modules might be useful on larger, more complex systems.

15. Executing automated jobs with the GenericAgent

The GenericAgent is a tool to execute tasks automatically. In its absence such tasks would
need to be done by a human person, a real agent. The GenericAgent, for example, can close
or move tickets, send notifications on escalated tickets, etc.

Click the link "GenericAgent" on the Admin page (see Figure 5.51 below). A table with
currently automated jobs is displayed which can be edited to switch to executing jobs
manually, or removing them.
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Click the "Add job" button to create a new job. You first need to supply a name for the job,

as also the times when the job should be executed. Different criteria to select the tickets to
work on and the new properties of those tickets can also be set (see Figure 5.52 below).
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On completing the job creation, all affected tickets by the job are listed. This list helps you
verify that the job has the expected behavior. No changes are made to these tickets yet. The
job will actually be activated only when it is saved into the job list.

16. Admin email

OTRS administrators can send messages to specific users or groups. The "Admin Notification"
link on the Admin page opens the screen where the agents and groups that should be notified
can be selected (see Figure 5.53 below).
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It is possible to specify the sender, subject and body text of the notification. You can also
select the agents, groups and roles who should receive the message.

17. Session management

You can see all logged in users and their session details by clicking the "Session Management"
link in the admin area (see Figure 5.54 below).
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1

2 A 5
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2

Kill all sessions
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Some statistics about all active sessions are displayed, e.g. how many agents and customer
users are logged in, number of active sessions. Any individual session can be removed by
clickingonthe 0000 0000 O00OO00OOO link on the right-hand side of the list. You also
havetheoptiontoOOODO OO0 O00OO0OOOOO, which can be useful if you'd like to bring the
system down. Detailed information for every session is available, too (see Figure 5.55 below).
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18. System Log

The "System Log" link on the Admin page shows the log entries of the system, reverse

chronologically sorted with most recent first (see Figure 5.56 below).

Aes s

DASHBOARD TICKETS STATISTICS CUSTOMERS

System Log

Noke THE PRIORTY
wed
Aug 4
10:2351
2010
Wed
Aug 4
10:23:31
2010
Wed
Aug 4
10:23:42
2010
Wed
Aug 4
10:12:36
2010
Wed
Aug 4
10:12:47
2010
Wed
Aug 4
10:11:05
2010
Wed
Aug 4
10:11.05
2010

notice

notice

notice

notice

notice

notice

notice

FACILITY

OTRS-CGI10

OTRS-CGI10

OTRS-CGI10

OTRS-CGI10

OTRS-CGI10

OTRS-CGI10

OTRS-CGI10

)

MESSAGE
Removed SessioniD

1002c771b4115052ca665a75596997c7h3.

User. miguel.hidalgo authentication ok
(REMOTE_ADDR: 192.168.56.1)

Removed SessioniD
102d146b9b921584820556deb742695ab7

CustomerUser: ignacio.lopez Authentication ok
(REMOTE_ADDR: 192.168.56.1)

CustomerUser: leonavicario Authentication ok
(REMOTE_ADDR: 192.168.56.1)

Removed SessioniD
107bdfaba2f0eddabed96b 116931921

User: agustin deiturbide authentication ok
(REMOTE_ADDR: 192.168.56.1)
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Each line in the log contains a time stamp, the log priority, the system component and the

log entry itself.

Note

System logs are available via the web interface only on Linux / Unix systems. On
Windows systems, you can see the logs using a text editor and opening the file
[install dir]otrs\var\log\otrs. log.
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19. SQL queries via the SQL box

The "SQL Box" link on the Admin page opens a screen that lets you query the content of the
tables in the OTRS database (see Figure 5.57 below). It is not possible to change the content
of the tables, only select queries are allowed.
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20. Package Manager

Using the "Package Manager" link on the Admin page, you can install and manage packages
that extend the functionality of OTRS (see Figure 5.58 below). See the Additional applications
section for a discussion on the extensions that are available from the OTRS repositories.
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The Package Manager shows the OTRS addon packages you currently have installed on your
server, together with their version numbers.
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You can install packages from a remote host by selecting the repository in the
000000 DO0O0O0O0DoooOog section, and clicking the 000000 DOOOO0OOODOOO
00000000000 button. The available packages are displayed in the corresponding
table. The right side of the screen shows the available packages. To install a package,
click on O0OO0OOOO0O. After installation, the package is displayed in the O0O0OODO
dooooooooo section.

To upgrade an installed package, the list of available packages in the online repository will
show 0000000 in the Action column for any package that has a higher version than the
one locally installed. Just click Upgrade and it will install the upgrade on your system.

In some cases, such as when your OTRS system is not connected to the Internet, you can also
install packages you have downloaded to a local disk. Click the 000000 button on the
Actions side bar, and select the .opm file on your disk. Click 0000 andthenO0OOO0O0O0O0O
0000000, After installation the package isdisplayedinthe DO 000 D000 O0O0OO0O0O0O
section. You can use the same steps for updating a package that is already installed.

In special cases, you might want to configure the Package Manager, e.g., to use a proxy
or to use a local repository. Just take a look at the available options in SysConfig under
Framework:Core::Package.
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Chapter 6. System Configuration
1. OTRS config files

All OTRS configuration files are stored in the directory Kernel and in its subdirectories. There
is no need to manually change any other file than Kernel/Config. pm, because the rest of the
files will be changed when the system gets upgraded. Just copy the configuration parameters
from the other files into Kernel/Config.pmand change them as per your needs. This file will
never be touched during the upgrade process, so your manual settings are safe.

The file Kernel/Config/Defaults.pm contains the parameters of the central OTRS
framework. It defines all basic system settings such as the mail configuration, database
connection, default charset and standard language. The file Kernel/Config/Files/
Ticket.pm contains all configuration parameters for the trouble ticket system.

In the directory Kernel/Config/Files there are some other files that are parsed when the
OTRS login page is accessed. If additional applications like the FAQ or the File Manager are
installed, the configuration files for those can also be found in the mentioned path.

If the OTRS web interface is accessed, all .xml files in the Kernel/Config/Files directory
are parsed in alphabetical order, and the settings for the central framework and additional
applications will be loaded. Afterwards, the settings in the two files Kernel/Config/Files/
Z7Z7ZAAuto.pm and Kernel/Config/Files/ZZZAuto.pm will be evaluated. Both files are used
by the graphical interface for system configuration and should never be changed manually.
Lastly, the file Kernel/Config.pm that contains your individual settings and manually
changed configuration parameters, will be parsed. Reading the configuration files in this order
makes sure that your specific configuration settings are used by the system.

2. Configuring the system through the web interface

Since OTRS 2.0, nearly all configuration parameters of the central framework or additional
installed applications, can be changed easily with the graphical interface for system
configuration. Log in as OTRS administrator and follow the SysConfig link on the Admin page
to execute the new configuration tool (see Figure 6.1 below).
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OTRS currently has over 600 configuration parameters, and there are different ways to
quickly access a specific one. With the full text search, all configuration parameters can be
scanned for one or more keywords. The full text search not only searches through the names
of the configuration parameters, but also through the descriptions of the parameters. This
allows an element to be found easily even if its name is unknown.

Furthermore, all configuration parameters are sorted in main groups and sub groups. The
main group represents the application that the configuration parameter belongs to, e.g.
"Framework" for the central OTRS framework, "Ticket" for the ticket system, "FAQ" for the
FAQ system, and so on. The sub groups can be accessed if the application is selected from
the groups listbox and the "Select group" button is pressed.

Every configuration parameter can be turned on or off via a checkbox. If the parameter is
turned off, the system will ignore this parameter or use a default. It is possible to switch a
changed configuration parameter back to the system default using the Reset link. The Update
button submits all changes to system configuration parameters.

If you want to save all the changes you made to your system's configuration, for example to
setup a new installation quickly, you can use the "Export settings" button, which will create
a .pm file. To restore your own settings, just press the "Import settings" and select the .pm
created before.

Note

For security reasons, the configuration parameters for the database connection
cannot be changed in the SysConfig section. They have to be set manually in Kernel/
Config.pm.
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Chapter 7. Sending/Receiving emails

1. Sending emails
1.1. Via Sendmail (default)

OTRS can send out emails via Sendmail, Postfix, Qmail or Exim). The default configuration is
to use Sendmail and should work out-of-the-box.

You can configure the sendmail settings via the graphical configuration frontend
(Framework::Core::Sendmail)

1.2. Via SMTP server or smarthost

OTRS can send emails via SMTP (Simple Mail Transfer Protocol / RFC 821) or Secure SMTP.
You will want to use this on non-UNIX platforms (e.g. Windows).

The SMTP server settings can be configured via the SysConfig (Framework::Core::Sendmail).
If you don't see SMTPS available as an option, the required Perl modules are missing. In that
case, please refer to "Installation of Perl modules required for OTRS" for instructions.

2. Receiving emails
2.1. Mail accounts configured via the OTRS GUI

OTRS is able to receive emails from POP3, POP3S, IMAP, and IMAPS mail accounts.
Configure your mail accounts via the PostMaster Mail Accounts link on the Admin page.

If a new mail account is to be created (see Figure 7.1 below), then it's mail server name,
login name and password must be specified. Also, you need to select the mail server type,
which can be POP3, POP3S, IMAP or IMAPS. If you don't see your server type available as an
option, the required Perl modules are missing on your system. In that case, please refer to
"Installation of Perl modules required for OTRS" for instructions.
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If you select Yes for the value of the Trusted option, any X-OTRS headers attached to an
incoming message are evaluated and executed. Because the X-OTRS header can execute
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some actions in the ticket system, you should set the Trusted option to Yes only for known
senders. X-OTRS-Headers are used by the filter module in OTRS. The X-OTRS headers are
explained in this table in more detail. Any postmaster filter rules created are executed,
irrespective of the Trusted option's setting.

The distribution of incoming messages can be controlled if they need to be sorted by queue or
by the content of the "To:" field. For the Dispatching field, if "Dispatching by selected queue"
is selected, all incoming messages will be sorted into the specified queue. The address where
the mail was sent to is disregarded in this case. If "Dispatching by email To: field" is selected,
the system checks if a queue is linked with the address in the To: field of the incoming mail.
You can link an address to a queue in the E-mail address management section of the Admin
page. If the address in the To: field is linked with a queue, the new message will be sorted into
the linked queue. If no link is found between the address in the To: field and any queue, then
the message flows into the "Raw" queue in the system, which is the PostmasterDefaultQueue
after a default installation.

All data for the mail accounts are saved in the OTRS database. The
otrs.PostMasterMailbox.pl script, which is located in the bin directory of your OTRS
installation, uses the settings in the database and fetches the mail. You can execute ./bin/
otrs.PostMasterMailbox.pl manually to check if all your mail settings are working properly.

On a normal installation, the mail will be fetched every 10 minutes by the
postmaster mailbox cron job. For further information about modifying cron jobs, please
refer to the "Setting up the cron jobs for OTRS" section.

Note

When fetching mail, OTRS deletes the mail from the POP or IMAP server. There is no
option to also keep a copy on the server. If you want to retain a copy on the server, you
should create forwarding rules on your mail server. Please consult your mail server
documentation for details.

2.2. Via command line program and procmail (otrs.PostMaster.pl)
If you cannot use mail accounts to get the email into OTRS, the command line program bin/
otrs.PostMaster.pl might be a way around the problem. It takes the mails via STDIN and

pipes them directly into OTRS. That means email will be available in your OTRS system if the
MDA (mail delivery agent, e.g. procmail) executes this program.

To test bin/otrs.PostMaster.pl without an MDA, execute the command of the Script 7.1.

linux:/opt/otrs# cd bin
linux:/opt/otrs/bin# cat ../doc/sample mails/test-email-1l.box | ./otrs.PostMaster.pl
linux:/opt/otrs/bin#

000000 0000 0000000 0000000000 DOD0D0o0o0O0 ooo oooog
If the email is shown in the QueueView, then your setup is working.

Procmail is a very common e-mail filter in Linux environments. It is installed on most systems.
If not, have alook atthe DO OOOOOO OOOOOOOO.

To configure procmail for OTRS (based upon a procmail configured MTA such as sendmail,
postfix, exim or gmail), use the ~otrs/.procmailrc.dist file and copy it to .procmailrc
and add the lines of the Script 7.2.

84



http://www.procmail.org/

OTRS

Real Services

SYS HOME=$HOME
PATH=/bin:/usr/bin:/usr/local/bin

7 S

# Pipe all email into the PostMaster process.
7 S

10
I
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$SYS HOME/bin/otrs.PostMaster.pl

All email sent to the local OTRS user will be piped into bin/otrs.PostMaster.pl and then
shown in your QueueView.

2.3. Fetching emails via POP3 or IMAP and fetchmail for otrs.PostMaster.pl

In order to get email from your mail server, via a POP3 or IMAP mailbox, to the OTRS machine/
local OTRS account and to procmail, use fetchmail.

Note

A working SMTP configuration on the OTRS machine is required.

You can use the .fetchmailrc.dist in the home directory of OTRS and copy it to
.fetchmailrc. Modfiy/change it for your needs (see the Example 7-1 below).

Example 7.1. .fetchmailrc

#poll (mailserver) protocol POP3 user (user) password (password) is (localuser)
poll mail.example.com protocol POP3 user joe password mama is otrs

Don't forget to set the .fetchmailrc to 710 ("chmod 710 .fetchmailrc")!

With the . fetchmailrc from the Example 7-1 above, all email will be forwarded to the local
OTRS account, if the command fetchmail -a is executed. Set up a cronjob with this command
if you want to fetch the mails regularly.

2.4. Filtering/dispatching by OTRS/PostMaster modules (for more complex
dispatching)

If you use the bin/otrs.PostMaster.pl or bin/otrs.PostMasterMailbox.pl method, you can insert
or modify X-OTRS header entries with the PostMaster filter modules. With the X-OTRS
headers, the ticket system can execute some actions on incoming mails, sort them into a
specific queue, change the priority or change the customer ID, for example. More information
about the X-OTRS headers are available in the section about adding mail accounts from the
OTRS Admin page.

There are some default filter modules:

Note

The job name (e.g. $Self->{'PostMaster::PreFilterModule'}->{'JobName'}) needs to
be unique!

Kernel::System::PostMaster::Filter::Match is a default module to match on some email header
(e.g. From, To, Subject, ...). It can set new email headers (e.g. X-OTRS-Ignore: yes or X-OTRS-
Queue: spam) if a filter rule matches. The jobs of the Example 7-2 can be inserted in Kernel/
Config.pm
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Example 7.2. Example jobs for the filter module
Kernel::System::PostMaster::Filter::Match

# Job Name: 1-Match
# (block/ignore all spam email with From: noreply@)
$Self->{'PostMaster::PreFilterModule'}->{'1-Match'} = {
Module => 'Kernel::System::PostMaster::Filter::Match',
Match => {
From => 'noreply@',

1,
Set => {

'X-0TRS-Ignore' => 'yes',
}

};
# Job Name: 2-Match
# (sort emails with From: sales@example.com and Subject: **QRDER**
# into queue 'Order')
$Self->{'PostMaster::PreFilterModule'}->{'2-Match'} = {
Module => 'Kernel::System::PostMaster::Filter::Match',
Match => {
To => 'sales@example.com',
Subject => '**QRDER**',

i
Set => {

'X-0TRS-Queue' => 'Order',
Y

};

Kernel::System::PostMaster::Filter::CMD is a default module to pipe the email into an external
command. The output is given to STDOUT and if the result is true, then set new email header
(e.g. X-OTRS-Ignore: yes or X-OTRS-Queue: spam). The Example 7-3 can be used in Kernel/
Config.pm

Example 7.3. Example job for the filter module
Kernel::System::PostMaster::Filter::CMD

# Job Name: 5-SpamAssassin
# (SpamAssassin example setup, ignore spam emails)
$Self->{'PostMaster::PreFilterModule'}->{'5-SpamAssassin'} = {
Module => 'Kernel::System::PostMaster::Filter::CMD',
CMD => '/usr/bin/spamassassin | grep -i "X-Spam-Status: yes"',
Set => {
'X-0TRS-Ignore' => 'yes',
}I

1

Of course it's also possible to develop your own PostMaster filter modules.
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Chapter 8. Time related functions
1. Setting up business hours, holidays and time zones

Some functions in OTRS, like escalations and automatic unlocking of tickets, depend on
a proper configuration of business hours, time zones and holidays. You can define these
via the SysConfig interface, in Framework > Core::Time. You can also specify different
sets of business hours, holidays and time zones as separate 'Calendars' in Framework
> Core::Time::Calendarl through Framework > Core::Time::Calendar9. Calendars can be
defined by queue settings, or on SLA levels. This means that, for example, you can specify
a calendar with 5 x 8 business hours for your 'standard' SLA, but create a separate calendar
with 7 x 24 support for your 'gold' SLA; as well as set a calendar for your 'Support-USA' queue
with a different time window than your 'Support-Japan' queue. OTRS can handle up to 99
different calendars.

1.1. Business Hours

Set up the working hours for your system in SysConfig Framework >
Core::Time::TimeWorkingHours, or for your specific calendar in the calendar's configuration.
OTRS can handle a granularity of one hour. Checking the marks in the boxes 8, 9, 10 ... 18
corresponds with business hours of 8 AM - 6 PM.

Only during business hours can tickets escalate, notifications for escalated and pending
tickets be sent, and tickets be unlocked.

1.2. Fixed date holidays

Holidays that are on a fixed date every year, such as New Year's Day or the Fourth of July,
can be specified in TimeVacationDays, or in the corresponding section for the calendars 1-9.

Tickets will not escalate nor get unlocked on dates defined in TimeVacationDays.

Note

By default, OTRS ships with the DO O O OO holidays installed.

1.3. TimeVacationDaysOneTime

Holidays such as Easter that do not have a yearly fixed date but instead vary each year, can
be specified in TimeVacationDaysOneTime.

Tickets will not escalate and will not be wunlocked on dates defined in
TimeVacationDaysOneTime.

Note

OTRS does not ship with any One-Time holidays pre-installed. This means that you
need to add holidays, such as Easter or Thanksgiving, to the system when configuring
OTRS.

2. Automated Unlocking

Locked tickets can be automatically unlocked by the system. This feature might be useful if,
for example, an agent has locked tickets that need to be processed, but he can't work on them
for some reason, say because he is out of the office on an emergency. The automated unlock
feature unlocks tickets after a given time to ensure that no locked tickets will be forgotten,
thereby allowing other agents to process them.
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The amount of time before a ticket is unlocked can be specified in the queue settings for
every queue. The module bin/otrs.UnlockTickets.pl, which is executed periodically as a
cron job, performs the automated unlocking of tickets.

Notifications on unlocked tickets are sent out only to those agents that have the queue with
the unlocked tickets set in "My queues", and that have activated the notification on unlocked
tickets in their personal preferences.

Tickets will be unlocked if all of the following conditions are met:

* Thereisan 0O OOO0O O0OOOOOO defined for the queue the ticket is in.
* The ticketissettoOOOQOOO.

* The ticket stateis 0O O 0O.

The unlock timer will be reset if an agent adds a new external article to the ticket. It can be of
any of the following types: 00 000000000000, 00000,000,000,or00000
oooooooo.

Also, if the last article in the ticket is created by an agent, and a customer adds another one,
either via web or email response, the unlock timer will be reset.

The last event that will reset the unlock timer is when the ticket is assigned to another agent.
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Chapter 9. Ticket Responsibility & Ticket Watching

From OTRS 2.1 on, it is possible to assign a person as being responsible for a ticket,
additionally to its owner. Moreover, all activities connected with the ticket can be watched
by someone other than the ticket owner. These two functionalities are implemented with
the TicketResponsible and TicketWatcher features, and facilitate the assignment of tasks and
working within hierarchical team structures.

1. Ticket Responsibility

The ticket responsiblility feature facilitates the complete processing of a ticket by an agent
other than the ticket owner. Thus an agent who has locked a ticket can pass it on to another
agent, who is not the ticket owner, in order for the second to respond to a customer request.
After the request has been dealt with, the first agent can withdraw the ticket responsibility
from the second agent.

With the configuration parameter Ticket::Responsible, the ticket responsibility feature can
be activated. This will cause 3 new links to appear in the ticket activities menu of a zoomed
ticket in the agent interface.

Ticket responsibility can be assigned by calling up the ticket content and clicking on the
"Responsible" link in the ticket activities menu of a zoomed ticket in the agent interface (see
the Figure 9.1 below).
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After clicking on "Responsible", a pop-up dialog to change the responsibility of that ticket
will open (see Figure 9.2 below). This dialog can also be used to send a message to the new
responsible agent.
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The list of all tickets for which an agent is responsible, can be accessed through the
Responsible view of the OTRS agent interface, as soon as the ticket responsibility feature
gets activated.

2. Ticket watching

From OTRS 2.1 on, select agents such as supervisors can watch certain tickets within the
system without processing them, by using the TicketWatcher feature.

The TicketWatcher feature can be activated with the configuration parameter Ticket::Watcher
which adds new links to your actions toolbar. Using Ticket::WatcherGroup, one or more user
groups with permission to watch tickets can also be defined.

In order to watch a ticket, go to its zoomed view and click on the "Subscribe" link in the ticket
activities menu (see Figure 9.3 below).
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If you no longer want to watch a specific ticket, go to its zoomed view and click on the
"Unsubscribe" link in the ticket activities menu (see Figure 9.4 below).
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The list of all watched tickets can be accessed through the Watched view of the OTRS agent
interface (see Figure 9.5 below), as soon as the ticket watcher feature gets activated.

A
A°0 m =

Q

My Watched Tickets: All
New Atticke 0 | Pending 0 | Reminder Reached 0

1-10f1-Page: | I M L

[ ] || mexers | AGe w| FROM/SUBJECT | state | Locken QUEUE | owner | cusTomERD
OTRS Feedback
E i 1010001 367d6h new lock Raw Miguel Hidalgo y Costi[. ]

Welcome to OTRS!

Top of page Y

uggoobg ooob oboobob oobobobo bobon

91



OTRS

Real Services

Chapter 10. Customize the PDF output

This section handles the configurable options for PDF output in OTRS.

If you use the Print action from anywhere within the OTRS interface, this generates a
formatted PDF file. You can deactivate this by modifying the configuration parameter PDF to
create HTML output instead.

You can adjust the look of the files generated by OTRS by creating your own logo and adding it
to PDF::LogoFile. You can use PDF::PageSize to define the standard page size of the generated
pdf file (DIN-A4 or Letter), and also PDF::MaxPage to specify the maximum number of pages
for a pdf file, which is useful if a user generates a huge output file by mistake.

The Perl CPAN modules PDF::API2 and Compress::Zlib must be installed for the generation of
pdf files. In many distributions they are available as packages and can be easily installed,
using the respective package manager. In case this is not possible, they have to be
installed with CPAN. For further information about installing Perl modules, please refer to the
"Installation of Perl modules" section.
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Chapter 11. Using external backends
1. Customer data

OTRS works with many customer data attributes such as username, email address, phone
number, etc. These attributes are displayed in both the Agent and the Customer frontends,
and also used for the authentication of customers.

Customer data used or displayed within OTRS is highly customizable. The following
information is however always needed for customer authentication:

* User login
 Email address
e Customer ID

Use configuration parameters of Script 11.1 in your Kernel/Config.pm file, if you want to
display customer information in your agent interface.

# Ticket::Frontend::CustomerInfo*

# (show customer info on Compose (Phone and Email), Zoom and
# Queue view)

$Self->{'Ticket::Frontend: :CustomerInfoCompose'} = 1;
$Self->{'Ticket::Frontend: :CustomerInfoZoom'} = 1;
$Self->{'Ticket::Frontend: :CustomerInfoQueue'} = 0;

googoon goooo goooboooboooooboooo goooboooooobogo
gooooooooobo

2. Customer user backend

You can use two types of customer backends, DB and LDAP. If you already have another
customer backend (e.g. SAP), it is of course possible to write a module that uses it.

2.1. Database (Default)

Example 11-1 shows the configuration of a DB customer backend, which uses customer data
stored in the OTRS database.

Example 11.1. Configuring a DB customer backend

# CustomerUser (customer database backend and settings)
$Self->{CustomerUser} = {
Name => 'Database Datasource',
Module => 'Kernel::System::CustomerUser::DB',
Params => {
# if you want to use an external database, add the required settings
DSN => 'DBI:odbc:yourdsn',
DSN => 'DBI:mysql:database=customerdb;host=customerdbhost’,
User => '',
Password => '',
Table => 'customer user',
# if your frontend is unicode and the charset of your
# customer database server is is0-8859-1, use these options.
SourceCharset => 'iso-8859-1',
DestCharset => 'utf-8',

= H HH

* ¥

# CaseSensitive will control if the SQL statements need LOWER()
#  function calls to work case insensitively. Setting this to
# 1 will improve performance dramatically on large databases.
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CaseSensitive => 0,
Iy
# customer unique id
CustomerKey => 'login',

# customer #
CustomerID => 'customer id',
CustomerValid => 'valid id',
CustomerUserListFields => ['first name', 'last name', ‘'email'],
CustomerUserSearchFields => ['login', 'last name', 'customer id'],
CustomerUserSearchPrefix => '',
CustomerUserSearchSuffix => '*',
CustomerUserSearchListLimit => 250,
CustomerUserPostMasterSearchFields => ['email'],
CustomerUserNameFields => ['title','first name', 'last name'],
CustomerUserEmailUniqCheck => 1,
# show not own tickets in customer panel, CompanyTickets
CustomerUserExcludePrimaryCustomerID => 0,
# generate auto logins
AutoLoginCreation => 0,
AutoLoginCreationPrefix => 'auto',
# admin can change customer preferences
AdminSetPreferences => 1,
# cache time to live in sec. - cache any database queries
CacheTTL => 0,
# just a read only source
ReadOnly => 1,
Map => [
# note: Login, Email and CustomerID needed!
# var, frontend, storage, shown (l=always,2=lite), required, storage-type, http-link,
readonly, http-link-target

E R EEREEREEREEEREEEES

[ 'UserTitle', 'Title', "title', 1, 0, 'var', '', 0],
[ 'UserFirstname', 'Firstname', 'first pame', 1, 1, 'var', '', 0 1,
[ 'UserLastname', 'Lastname’, ‘last name', 1, 1, 'var', '', 01,
[ 'UserLogin', 'Username', 'login', 1, 1, 'var', '', 0 1,
[ 'UserPassword', 'Password"’, "pw', 0, 0, 'var', '', 01,
[ 'UserEmail', "Email’, 'email', 1, 1, 'var', '', 0],
# [ 'UserEmail', '"Email', 'email’', 1, 1, 'var', '$Env{"CGIHandle"}?

Action=AgentTicketCompose&ResponseID=1&TicketID=$Data{"TicketID"}&ArticleID=
$Data{"ArticleID"}', 0 1,

[ 'UserCustomerID', 'CustomerID', 'customer id', 0, 1, ‘'var', '', 0 1,

# [ 'UserCustomerIDs', 'CustomerIDs', 'customer ids', 1, 0, 'var', '', 0 ],
[ 'UserPhone', 'Phone', 'phone’, 1, 0, 'var', '', 01,
[ 'UserFax', 'Fax', 'fax', 1, 6, 'var', '', 0 1],
[ 'UserMobile', 'Mobile', 'mobile’, 1, 6, 'var', '', 0 1],
[ 'UserStreet', 'Street', 'street’, 1, 6, 'var', '', 0 1],
[ 'UserzZip', 'Zip', 'zip', 1, 0, 'var', '', 01,
[ 'UserCity', 'City', 'city', 1, 0, 'var', '', 01,
[ 'UserCountry', 'Country', 'country', 1, 0, 'var', '', 01,
[ 'UserComment', 'Comment', 'comments', 1, 0, 'var', '', 01,
[ 'validID', 'Valid', 'valid id', 0, 1, 'int', '', 0 1],

1,
# default selections
Selections => {
UserTitle => {
‘Mr.' => 'Mr."',
'Mrs.' => 'Mrs.',

Vo
};

If you want to customize the customer data, change the column headers or add new ones
to the customer_user table in the OTRS database. As an example, Script 11.2 shows how to
add a new field for room number.
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linux:~# mysql -p

Enter password:

Welcome to the MySQL monitor. Commands end with ; or \g.

Your MySQL connection id is 116 to server version: 5.0.18-Debian 7-log

Type 'help;' or '\h' for help. Type '\c' to clear the buffer.

mysql> use otrs;
Reading table information for completion of table and column names
You can turn off this feature to get a quicker startup with -A

Database changed

mysql> ALTER TABLE customer user ADD room VARCHAR (250);
Query OK, 1 rows affected (0.01 sec)

Records: 1 Duplicates: © Warnings: 0

mysql> quit
Bye
linux:~#

gbodbooboob ooboob o oboo oboobo ob bob boboboboOobooobo
ooogoon

Now add the new column to the MAP array in Kernel/Config.pm, as shown in Script 11.3.

# var, frontend, storage, shown (l=always,2=lite), required, storage-type, http-link,
readonly

[...]
[ 'UserRoom', 'Room', 'room', 0, 1, 'var', '', 01,

gobooobo ooboob boooboo 0o ooob bOoobo 0o oOobo oboboobodg
gboobooooboooooon

It is also possible to edit all this customer information via the Customers link in the Agent
interface.

2.1.1. Customer with multiple IDs (Company tickets)

It is possible to assign more than one customer ID to a customer. This can be useful if a
customer must access tickets of other customers, e.g. a supervisor wants to watch the tickets
of his assistants. If a customer can access the tickets of another customer, the company
ticket feature of OTRS is used. Company tickets can be accessed via the "Company Tickets"
link in the customer panel.

To use company tickets, a new column with the IDs that should be accessible for a customer,
has to be added to the customer_user table in the OTRS database (see Script 11.4 below).

linux:~# mysql -p

Enter password:

Welcome to the MySQL monitor. Commands end with ; or \g.

Your MySQL connection id is 124 to server version: 5.0.18-Debian 7-log

Type 'help;' or '\h' for help. Type '\c' to clear the buffer.
mysql> use otrs;

Reading table information for completion of table and column names
You can turn off this feature to get a quicker startup with -A

Database changed
mysql> ALTER TABLE customer user ADD customer ids VARCHAR (250);
Query OK, 1 rows affected (0.02 sec)

95




OTRS

Real Services

Records: 1 Duplicates: © Warnings: 0

mysql> quit
Bye
linux:~#

uggogodg booodg boboob 0 bobuoobobobodo boboo oo boo
goboobooooboob ogbooo

Now the new column has to be added to the MAP array in Kernel/Config.pm, as shown in
Script 11.5.

# var, frontend, storage, shown (l=always,2=lite), required, storage-type, http-link,
readonly

[...]
[ 'UserCustomerIDs', 'CustomerIDs', 'customer ids', 1, O,

var', '', 01,

goboobo booboo boooboob 0 boboobooboobobbo boobo bo bog
gbogbooboooooboob ooboo

Now, the new column for the multiple customer IDs can be edited via the Agent interface,
in the section for the customer management.

To ensure that one customer can access the tickets of other customers, add the IDs of these
other users into the new field for the multiple customer IDs. Each ID has to be separated by
a semicolon (see Example 11-2 below).

Example 11.2. Using company tickets with a DB backend

The customers A, B and C exist in your system, and A wants to have access to the tickets of
B and C via the customer panel. B and C should have no access to the tickets of other users.

To realize this setup, change the customer_user table and the mapping in Kernel/Config.pm
as described above. Then load the settings for customer A via the Customers link in the
Agent interface or via the Admin page. If the settings are displayed, add into the field for
CustomerlDs the values "B;C;".

2.2. LDAP

If you have a LDAP directory with your customer data, you can use it as the customer backend
with OTRS, as shown in Example 11-3.

Example 11.3. Configuring an LDAP customer backend

# CustomerUser
# (customer ldap backend and settings)
$Self->{CustomerUser} = {
Name => 'LDAP Data Source',
Module => 'Kernel::System::CustomerUser::LDAP',
Params => {
# ldap host
Host => 'bay.csuhayward.edu',
# ldap base dn
BaseDN => 'ou=seas,o=csuh',
# search scope (one|sub)
SSCOPE => 'sub',
# The following is valid but would only be necessary if the
# anonymous user does NOT have permission to read from the LDAP tree
UserDN => '',
UserPw => '',
# in case you want to add always one filter to each ldap query, use
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# this option. e. g. AlwaysFilter => '(mail=*)' or AlwaysFilter => '(objectclass=user)"
AlwaysFilter => '',
# if both your frontend and your LDAP are unicode, use this:
SourceCharset => 'utf-8',
DestCharset => 'utf-8',
# if your frontend is unicode and the charset of your
# ldap server is is0-8859-1, use these options.
# SourceCharset => 'iso-8859-1',
# DestCharset => 'utf-8',
# Net::LDAP new params (if needed - for more info see perldoc Net::LDAP)
Params => {

port => 389,
timeout => 120,
async => 0,

version => 3,

b
)i
# customer unique id
CustomerKey => 'uid',
# customer #
CustomerID => 'mail’',
CustomerUserListFields => ['cn', 'mail'l,
CustomerUserSearchFields => ['uid', 'cn', 'mail'],
CustomerUserSearchPrefix => '',
CustomerUserSearchSuffix => '*',
CustomerUserSearchListLimit => 250,
CustomerUserPostMasterSearchFields => ['mail'l],
CustomerUserNameFields => ['givenname', 'sn'],
# show not own tickets in customer panel, CompanyTickets
CustomerUserExcludePrimaryCustomerID => 0,
# add an ldap filter for valid users (expert setting)
# CustomerUserValidFilter => '(!(description=locked))",
# administrator can't change customer preferences
AdminSetPreferences => 0,

# # cache time to live in sec. - cache any database queries
# CacheTTL => 0,
Map => [

# note: Login, Email and CustomerID are mandatory!
# var, frontend, storage, shown (l=always,2=lite), required, storage-type, http-link,

readonly

[ 'UserTitle', 'Title', "title', 1, 6, 'var', '', 0 1],
[ 'UserFirstname', 'Firstname', 'givenname', 1, 1, 'var', '', 0 1,
[ 'UserLastname', 'Lastname’, 'sn', 1, 1, 'var', '', 0 1],
[ 'UserLogin', 'Username"’, 'uid', 1, 1, 'var', '', 01,
[ 'UserEmail', "Email’, 'mail', 1, 1, 'var', '', 0 1],
[ 'UserCustomerID', 'CustomerID', 'mail', 0, 1, 'var', '', 01,

# [ 'UserCustomerIDs', 'CustomerIDs', 'second customer ids', 1, 0, 'var', '', 0 ],
[ 'UserPhone', 'Phone’, 'telephonenumber', 1, 0, ‘'var', '', 0 1,
[ 'UserAddress', 'Address', 'postaladdress', 1, 0, 'var', '', 01,
[ 'UserComment', 'Comment', 'description', 1, 0, 'var', '', 01,

1,
};

If additional customer attributes are stored in your LDAP directory, such as a manager's
name, a mobile phone number, or a department, and if you want to display this information in
OTRS, just expand the MAP array in Kernel/Config.pm with the entries for these attributes,
as shown in Script 11.6.

# var, frontend, storage, shown (l=always,2=1lite), required, storage-type, http-link,
readonly

[...]
[ 'UserPhone’, 'Phone’', 'telephonenumber', 1, 0, 'var', '', 0 1,

uggogodg boogobo boobodb obdo boobob oo oob ooboooboo
gbooobooboooboon
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2.2.1. Customer with multiple IDs (Company tickets)

It is possible to assign more than one Customer ID to a customer, when using an LDAP
backend. To use company tickets, a new field has to be added to the LDAP directory that
contains the IDs accessible by the customer.

If the new field in the LDAP directory has been created, the new entry has to be added to the
MAP array in Kernel/Config.pm, as shown in Script 11.7.

# var, frontend, storage, shown (l=always,2=lite), required, storage-type, http-link,
readonly
[...]

[ 'UserCustomerIDs', 'CustomerIDs', 'customer ids', 1, 0, 'var', '', 0 ],

gooooboo ooboobo oooboboo O0obo O0oOoboobobo Do Oobo bOobooobo
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The field for the multiple customer IDs has to be edited directly in the LDAP directory. OTRS
can only read from LDAP, not write to it.

To ensure access by a customer to the tickets of other customers, add the customer IDs of
the customers whose tickets should be accessed to the new field in your LDAP directory. Each
ID has to be separated by a semicolon (see Example 11-4 below).

Example 11.4. Using Company tickets with an LDAP backend

The customers A, B and C exist in your system and A wants to have access to the tickets of
B and C via the customer panel. B and C should have no access to tickets of other users.

To realize this setup, change the LDAP directory and the mapping in Kernel/Config.pm as
described above. Then add into the field for CustomerIDs the values "B;C;" for customer A
in your LDAP directory.

2.3. Use more than one customer backend with OTRS

If you want to utilize more than one customer data source used with OTRS (e.g. an LDAP
and a database backend), the CustomerUser config parameter should be expanded with a
number, e.g. "CustomerUserl", "CustomerUser2" (see Example 11-5 below).

Example 11.5. Using more than one customer backend with OTRS

The following configuration example shows usage of both an LDAP and a database customer
backend with OTRS.

# 1. Customer user backend: DB
# (customer database backend and settings)
$Self->{CustomerUserl} = {
Name => 'Customer Database',
Module => 'Kernel::System::CustomerUser::DB',
Params => {
# if you want to use an external database, add the
# required settings
DSN => 'DBI:odbc:yourdsn',
DSN => 'DBI:mysql:database=customerdb;host=customerdbhost',
User => '',

Password => ;
Table => 'customer user',

= HHH

I
# customer unique id
CustomerKey = 'login',
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# customer #

CustomerID = 'customer id',

CustomerValid = 'valid id',

CustomerUserListFields => ['first name', 'last name', ‘'email'],
CustomerUserSearchFields => ['login', 'last name', 'customer id'],

CustomerUserSearchPrefix => 5

CustomerUserSearchSuffix => '*',
CustomerUserSearchListLimit => 250,
CustomerUserPostMasterSearchFields => ['email'],
CustomerUserNameFields => ['title','first name', 'last name'],
CustomerUserEmailUniqCheck => 1,

# show not own tickets in customer panel, CompanyTickets
CustomerUserkExcludePrimaryCustomerID => 0,

# generate auto logins

AutoLoginCreation => 0,

AutoLoginCreationPrefix => 'auto',

# admin can change customer preferences
AdminSetPreferences => 1,

# cache time to live in sec. - cache any database queries
CacheTTL => 0,

# just a read only source

ReadOnly => 1,
Map => [

E R EEREEREEREEEREEEES

# note: Login, Email and CustomerID needed!

# var, frontend, storage, shown (l=always,2=lite), required, storage-type, http-link,

readonly, http-link-target

[ 'UserTitle', 'Title', ‘title', 1, 06, 'var', '', 0
[ 'UserFirstname', 'Firstname', 'first name', 1, 1, 'var', '', 0
[ 'UserLastname’, 'Lastname’, ‘last name', 1, 1, 'var', '', 0
[ 'UserLogin', 'Username’, 'login', 1, 1, 'var', '', 0
[ 'UserPassword"', 'Password’, "pw', 0, 6, 'var', '', 0
[ 'UserEmail’, "Email’, ‘email’, 1, 1, 'var', '', 0
[ 'UserCustomerID', 'CustomerID', 'customer id', 0, 1, 'var', '', 0
[ 'UserPhone', 'Phone’, 'phone’, 1, 0, 'var', '', 0
[ 'UserFax', "Fax', ‘fax', 1, 06, 'var', '', 0
[ 'UserMobile', 'Mobile', ‘mobile’, 1, 06, 'var', '', 0
[ 'UserStreet', 'Street’, 'street’, 1, 0, 'var', '', 0
[ 'UserzZip', 'Zip', 'zip', 1, 0, 'var', '', 0
[ 'UserCity', 'City’', 'city', 1, 0, 'var', '', 0
[ 'UserCountry', 'Country', ‘country’, 1, 6, 'var', '', 0
[ 'UserComment', 'Comment', ‘comments’, 1, 0, 'var', '', 0
[ 'validID', 'Valid', ‘valid id', 0, 1, 'int', '', O
15
# default selections
Selections => {
UserTitle => {
'‘Mr.' => 'Mr.',
'‘Mrs.' => 'Mrs.',
1
}
I
# 2. Customer user backend: LDAP
# (customer ldap backend and settings)
$Self->{CustomerUser2} = {
Name => 'LDAP Datasource',
Module => 'Kernel::System::CustomerUser::LDAP',
Params => {
# ldap host
Host => 'bay.csuhayward.edu',
# ldap base dn
BaseDN => 'ou=seas,o=csuh',
# search scope (one|sub)
SSCOPE => 'sub',
# # The following is valid but would only be necessary if the
# # anonymous user does NOT have permission to read from the LDAP tree

e e e e e e e e e e e e e e e

99




OTRS

Real Services

UserDN => '',
UserPw => '',
# in case you want to add always one filter to each ldap query, use
# this option. e. g. AlwaysFilter => '(mail=*)' or AlwaysFilter => '(objectclass=user)"
AlwaysFilter => '',
# if both your frontend and your LDAP are unicode, use this:

# SourceCharset => 'utf-8',

# DestCharset => 'utf-8',
# if your frontend is e. g. i1s0-8859-1 and the character set of your
# ldap server is utf-8, use these options:

# SourceCharset => 'utf-8',

# DestCharset => 'iso0-8859-1',

# Net::LDAP new params (if needed - for more info see perldoc Net::LDAP)
Params => {

port => 389,
timeout => 120,
async => 0,

version => 3,

Iy
)i
# customer unique id
CustomerKey => 'uid',
# customer #
CustomerID => 'mail’,
CustomerUserListFields => ['cn', 'mail'l],
CustomerUserSearchFields => ['uid', 'cn', 'mail'],
CustomerUserSearchPrefix => '',
CustomerUserSearchSuffix => '*',
CustomerUserSearchListLimit => 250,
CustomerUserPostMasterSearchFields => ['mail'],
CustomerUserNameFields => ['givenname', 'sn'],
# show not own tickets in customer panel, CompanyTickets
CustomerUserExcludePrimaryCustomerID => 0,
# add a ldap filter for valid users (expert setting)
# CustomerUserValidFilter => '(!(description=locked))",
# admin can't change customer preferences
AdminSetPreferences => 0,
Map => [

# note: Login, Email and CustomerID needed!

# var, frontend, storage, shown (l=always,2=lite), required, storage-type, http-link,

readonly

[ 'UserTitle', 'Title', "title', 1, 6, 'var', '', 0 1],
[ 'UserFirstname', 'Firstname', 'givenname', 1, 1, 'var', '', 0 1,
[ 'UserLastname', 'Lastname’, 'sn', 1, 1, 'var', '', 0 1],
[ 'UserLogin', 'Username’, 'uid', 1, 1, 'var', '', 01,
[ 'UserEmail', "Email’, 'mail', 1, 1, 'var', '', 0 1],
[ 'UserCustomerID', 'CustomerID', 'mail’, 0, 1, 'var', '', 01,

# [ 'UserCustomerIDs', 'CustomerIDs', 'second customer ids', 1, 0, 'var', '', 0 ],
[ 'UserPhone', 'Phone’, 'telephonenumber', 1, 0, ‘'var', '', 0 1,
[ 'UserAddress', 'Address', 'postaladdress', 1, 0, 'var', '', 01,
[ 'UserComment', 'Comment', 'description', 1, 0, 'var', '', 01,

1,
};

It is possible to integrate up to 10 different customer backends. Use the customer
management interface in OTRS to view or edit (assuming write access is enabled) all
customer data.

3. Backends to authenticate Agents and Customers

OTRS offers the option to authenticate agents and customers against different backends.
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3.1. Authentication backends for Agents
3.1.1. DB (Default)

The backend to authenticate agents which is used by default is the OTRS database. Agents
can be added and edited via the agent management interface in the Admin page (see
Example 11-6 below).

Example 11.6. Authenticate agents against a DB backend

$Self->{'AuthModule'} = 'Kernel::System::Auth::DB"';

3.1.2. LDAP

If an LDAP directory has all your agent data stored, you can use the LDAP module to
authenticate your users in OTRS (see Example 11-7 below). This module has only read access
to the LDAP tree, which means that you cannot edit your user data via the agent management
interface.

Example 11.7. Authenticate agents against an LDAP backend

# This is an example configuration for an LDAP auth. backend.
# (Make sure Net::LDAP is installed!)

$Self->{"'AuthModule'} = 'Kernel::System::Auth::LDAP';
$Self->{"'AuthModule: :LDAP::Host'} = 'ldap.example.com';
$Self->{"'AuthModule: :LDAP: :BaseDN'} = 'dc=example,dc=com';
$Self->{'AuthModule: :LDAP::UID'} = 'uid';

# Check if the user is allowed to auth in a posixGroup

# (e. g. user needs to be in a group xyz to use otrs)
$Self->{"'AuthModule: :LDAP: :GroupDN'} = 'cn=otrsallow,ou=posixGroups,dc=example,dc=com';
$Self->{"'AuthModule: :LDAP: :AccessAttr'} = 'memberUid';

# for ldap posixGroups objectclass (just uid)

# $Self->{'AuthModule: :LDAP::UserAttr'} = 'UID';

# for non ldap posixGroups objectclass (with full user dn)

# $Self->{'AuthModule: :LDAP::UserAttr'} = 'DN';

# The following is valid but would only be necessary if the

# anonymous user do NOT have permission to read from the LDAP tree
$Self->{"'AuthModule: :LDAP: :SearchUserDN'}
$Self->{'AuthModule: :LDAP: :SearchUserPw'}

[
’

[
’

# in case you want to add always one filter to each ldap query, use
# this option. e. g. AlwaysFilter => '(mail=*)' or AlwaysFilter => '(objectclass=user)'
$Self->{'AuthModule: :LDAP: :AlwaysFilter'} = '';

# in case you want to add a suffix to each login name, then

# you can use this option. e. g. user just want to use user but
# in your ldap directory exists user@domain.

# $Self->{"'AuthModule: :LDAP: :UserSuffix'} = '@domain.com';

# Net::LDAP new params (if needed - for more info see perldoc Net::LDAP)
$Self->{'AuthModule: :LDAP::Params'} = {

port => 389,

timeout => 120,

async => 0,

version => 3,

g

The configuration parameters shown in Script 11.8 can be used to synchronize the user data
from your LDAP directory into your local OTRS database. This reduces the number of requests
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to your LDAP server and speeds up the authentication with OTRS. The data synchronization
is done when the agent authenticates the first time. Although the data can be syncronized
into the local OTRS database, the LDAP directory is the last instance for the authentication,
so an inactive user in the LDAP tree can't authenticate to OTRS, even when the account data
is already stored in the OTRS database. The agent data in the LDAP directory can't be edited
via the web interface of OTRS, so the data has to be managed directly in the LDAP tree.

# agent data sync against ldap
$Self->{'AuthSyncModule'} = 'Kernel::System::Auth::Sync::LDAP';
$Self->{'AuthSyncModule: :LDAP: :Host'} = 'ldap://ldap. example com/";
$Self->{"'AuthSyncModule: :LDAP: :BaseDN'} = 'dc=otrs, dc=org';
$Self->{'AuthSyncModule: :LDAP::UID'} = 'uid';
$Self->{"'AuthSyncModule: :LDAP: :SearchUserDN"'}
$Self->{"'AuthSyncModule: :LDAP: :SearchUserPw"'}
$Self->{"'AuthSyncModule: :LDAP: :UserSyncMap'} = {

# DB -> LDAP

UserFirstname => 'givenName',

UserLastname => 'sn',

UserEmail => 'mail’',

'uid=sys, ou=user, dc=otrs, dc=org';
'some_pass';

+
[...]

# AuthSyncModule: :LDAP: :UserSyncInitialGroups
# (sync following group with rw permission after initial create of first agent
# login)
$Self->{"'AuthSyncModule: :LDAP: :UserSyncInitialGroups'} = [
'users’,

1;

goodobd gooob boobooboboobouobo obo ooobo obog oobob bodg
gboo oboooooboob bobo obo oboo boooooobooo

3.1.3. HTTPBasicAuth for Agents

If you want to implement a "single sign on" solution for all your agents, you can use HTTP
basic authentication (for all your systems) and the HTTPBasicAuth module for OTRS (see
Example 11-8 below).

Example 11.8. Authenticate Agents using HTTPBasic

# This is an example configuration for an apache ($ENV{REMOTE USER})
# auth. backend. Use it if you want to have a singe login through

# apache http-basic-auth

$Self->{"'AuthModule'} = 'Kernel::System: :Auth::HTTPBasicAuth';

# Note:
#
# If you use this module, you should use as fallback

# the following configuration settings if the user is not authorized

# apache ($ENV{REMOTE USER})

$Self->{LoginURL} = 'http://host.example.com/not-authorised-for-otrs.html';
$Self->{LogoutURL} = 'http://host.example.com/thanks-for-using-otrs.html"';

3.1.4. Radius

The configuration parameters shown in Example 11-9 can be used to authenticate agents
against a Radius server.

Example 11.9. Authenticate Agents against a Radius backend
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This is example configuration to auth. agents against a radius server
$Self->{'AuthModule'} = 'Kernel::System::Auth::Radius';
$Self->{'AuthModule: :Radius::Host'} = 'radiushost';
$Self->{'AuthModule: :Radius::Password'} = 'radiussecret';

3.2. Authentication backends for Customers
3.2.1. Database (Default)

The default user authentication backend for customers in OTRS is the OTRS database. With
this backend, all customer data can be edited via the web interface of OTRS (see Example
11-10 below).

Example 11.10. Customer user authentication against a DB backend

# This is the auth. module againt the otrs db
$Self->{'Customer::AuthModule'} = 'Kernel::System::CustomerAuth::DB";
$Self->{'Customer: :AuthModule: :DB::Table'} = 'customer user';
$Self->{'Customer::AuthModule: :DB: :CustomerKey'} = 'login';
$Self->{'Customer: :AuthModule: :DB: :CustomerPassword'} = 'pw';
#$Self->{'Customer: :AuthModule: :DB::DSN'} =
"DBI:mysql:database=customerdb;host=customerdbhost";
#$Self->{'Customer: :AuthModule: :DB::User'} = "some user";
#$Self->{'Customer: :AuthModule: :DB: :Password'} = "some password";

3.2.2. LDAP

If you have an LDAP directory with all your customer data, you can use the LDAP module
to authenticate your customers to OTRS (see Example 11-11 below). Because this module
has only read-access to the LDAP backend, it is not possible to edit the customer data via
the OTRS web interface.

Example 11.11. Customer user authentication against an LDAP
backend

# This is an example configuration for an LDAP auth. backend.

# (make sure Net::LDAP is installed!)

$Self->{'Customer::AuthModule'} = 'Kernel::System::CustomerAuth::LDAP';
$Self->{'Customer: :AuthModule: :LDAP: :Host'} = 'ldap.example.com';
$Self->{'Customer: :AuthModule: :LDAP: :BaseDN'} = 'dc=example,dc=com';
$Self->{'Customer: :AuthModule: :LDAP::UID'} = 'uid';

# Check if the user is allowed to auth in a posixGroup

# (e. g. user needs to be in a group xyz to use otrs)

$Self->{'Customer: :AuthModule: :LDAP: :GroupDN'} =
'cn=otrsallow,ou=posixGroups,dc=example,dc=com';

$Self->{'Customer: :AuthModule: :LDAP: :AccessAttr'} = 'memberUid"';

# for ldap posixGroups objectclass (just uid)

$Self->{'Customer: :AuthModule: :LDAP: :UserAttr'} = 'UID';

# for non ldap posixGroups objectclass (full user dn)

#$Self->{'Customer: :AuthModule: :LDAP: :UserAttr'} = 'DN';

# The following is valid but would only be necessary if the

# anonymous user does NOT have permission to read from the LDAP tree
$Self->{'Customer: :AuthModule: :LDAP: :SearchUserDN"'} 00¢g
$Self->{'Customer: :AuthModule: :LDAP: :SearchUserPw"'} 00¢g

# in case you want to add always one filter to each ldap query, use
# this option. e. g. AlwaysFilter => '(mail=*)' or AlwaysFilter => '(objectclass=user)'
$Self->{'Customer: :AuthModule: :LDAP: :AlwaysFilter'} = '';

# in case you want to add a suffix to each customer login name, then
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# you can use this option. e. g. user just want to use user but
# in your ldap directory exists user@domain.
#$Self->{'Customer: :AuthModule: :LDAP: :UserSuffix'} = '@domain.com';

# Net::LDAP new params (if needed - for more info see perldoc Net::LDAP)
$Self->{'Customer: :AuthModule: :LDAP: :Params'} = {

port => 389,

timeout => 120,

async => 0,

version => 3,

};
3.2.3. HTTPBasicAuth for customers

If you want to implement a "single sign on" solution for all your customer users, you can
use HTTPBasic authentication (for all your systems) and use the HTTPBasicAuth module with
OTRS (no login is needed with OTRS any more). See Example 11-12 below.

Example 11.12. Customer user authentication with HTTPBasic

# This is an example configuration for an apache ($ENV{REMOTE USER})

# auth. backend. Use it if you want to have a singe login through

# apache http-basic-auth

$Self->{'Customer::AuthModule'} = 'Kernel::System::CustomerAuth::HTTPBasicAuth';

# Note:

# If you use this module, you should use the following

# config settings as fallback, if user isn't login through

# apache ($ENV{REMOTE USER})

$Self->{CustomerPanelLoginURL} = 'http://host.example.com/not-authorised-for-otrs.html';
$Self->{CustomerPanelLogoutURL} = 'http://host.example.com/thanks-for-using-otrs.html';

3.2.4. Radius

The settings shown in Example 11-13 can be used to authenticate your customers against
a Radius server.

Example 11.13. Customer user authentication against a Radius
backend

# This is a example configuration to auth. customer against a radius server
$Self->{'Customer::AuthModule'} = 'Kernel::System::Auth::Radius"';
$Self->{'Customer: :AuthModule: :Radius::Host'} = 'radiushost';
$Self->{'Customer::AuthModule: :Radius: :Password'} = 'radiussecret';

4. Customize the customer self-registration

It is possible to customize the self-registration for new customers, accessible via the
customer.pl panel. New optional or required fields, like room number, address or state can
be added.

The following example shows how you can specify a required field in the customer database,
in this case to store the room number of a customer.

4.1. Customizing the web interface

To display the new field for the room number in the customer.pl web interface, the .dtl file
responsible for the layout in this interface has to be modified. Edit the Kernel/Output/
HTML/Standard/CustomerLogin.dtl file, adding the new field around line 80 (see Script
11.9 below).
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[...]
<div class="NewlLine">

<label for="Room">$Text{"Room{CustomerUser}"}</label>

<input title="$Text{"Room Number"}" name="Room" type="text" id="UserRoom" maxlength="50" />
</div>

[...]

gooooboo oobooob ooooooboobogo b0 Ooob Oooboo bo obo oobo
gooobooooo

4.2. Customer mapping

In the next step, the customer mapping has to be expanded with the new entry for the room
number. To ensure that the changes are not lost after an update, put the "CustomerUser"
settings from the Kernel/Config/Defaults.pm into the Kernel/Config.pm. Now change
the MAP array and add the new room number field, as shown in Script 11.10.

# CustomerUser

# (customer database backend and settings)

$Self->{CustomerUser} = {

Name => 'Database Backend',

Module => 'Kernel::System::CustomerUser::DB',

Params => {
# if you want to use an external database, add the
# required settings

# DSN => 'DBI:odbc:yourdsn',

# DSN => 'DBI:mysql:database=customerdb;host=customerdbhost',

# User => "'

# Password => ''

Table => 'customer user',
I
# customer unique id
CustomerKey => 'login',
# customer #
CustomerID => 'customer id',
CustomerValid => 'valid id',
CustomerUserListFields => ['first name', 'last name', ‘'email'],

# CustomerUserListFields => ['login', 'first name', 'last name', 'customer id', 'email'l],
CustomerUserSearchFields => ['login', 'last name', 'customer id'],
CustomerUserSearchPrefix => '',

CustomerUserSearchSuffix => '*',

CustomerUserSearchListLimit => 250,
CustomerUserPostMasterSearchFields => ['email'],
CustomerUserNameFields => ['title', 'first name', 'last name'],
CustomerUserEmailUniqCheck => 1,

# # show not own tickets in customer panel, CompanyTickets

# CustomerUserExcludePrimaryCustomerID => 0,

# # generate auto logins

# AutoLoginCreation => 0,

# AutoLoginCreationPrefix => 'auto',

# # admin can change customer preferences

# AdminSetPreferences => 1,

# # cache time to live in sec. - cache database queries

# CacheTTL => 0,

# # just a read only source

# ReadOnly => 1,

Map => [
# note: Login, Email and CustomerID needed!
# var, frontend, storage, shown (l=always,2=lite), required, storage-type, http-link,
readonly, http-link-target
[ 'UserTitle', 'Title', ‘title', 1, o, 'var', '', 01,
[ 'UserFirstname', 'Firstname', 'first pame', 1, 1, ‘'var', '', 0 1,
[ 'UserLastname’, 'Lastname’, ‘last name', 1, 1, 'var', '', 01,
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1,
# default selections
Selections => {

UserTitle => {
‘Mr.' => 'Mr."',
'‘Mrs.' => 'Mrs.',
i

Vo
};

[ 'UserLogin', 'Username', 'login', 1, 1, 'var', '', 0 1,
[ 'UserPassword', 'Password"’, "pw', 0, 0, 'var', '', 01,
[ 'UserEmail', "Email’, 'email', 1, 1, 'var', '', 0],
[ 'UserCustomerID', 'CustomerID', 'customer id', 0, 1, ‘'var', '', 0 1,
[ 'UserPhone', 'Phone', 'phone’, 1, 0, 'var', '', 01,
[ 'UserFax', 'Fax', 'fax', 1, 0, 'var', '', 0],
[ 'UserMobile', 'Mobile', 'mobile’, 1, 0, 'var', '', 0 ],
[ 'UserRoom', 'Room', 'room', 1, 0, 'var', '', 0 ],
[ 'UserStreet', 'Street', 'street', 1, 0, 'var', '', 0],
[ 'Userzip', 'Zip', 'zip', 1, 0, 'var', '', 01,
[ 'UserCity', 'City’', 'city', 1, 0, 'var', '', 01,
[ 'UserCountry', 'Country', 'country', 1, 0, 'var', '', 01,
[ 'UserComment', 'Comment', 'comments’', 1, 0, 'var', '', 01,
[ 'validID', 'Valid', 'valid id', 0, 1, 'int', '', 0 1],

obooobooooboboo booboobo ooooboo boobog

4.3. Customize the customer_user table in the OTRS DB

The last step is to add the new room number column to the customer_user table in the OTRS
database (see Script 11.11 below). In this column, the entries for the room numbers will be
stored.

linux:~# mysql -p

Enter password:

Welcome to the MySQL monitor. Commands end with ; or \g.

Your MySQL connection id is 6 to server version: 5.0.18-Debian 7-log

Type 'help;' or '\h' for help. Type '\c' to clear the buffer.

mysql> use otrs;
Reading table information for completion of table and column names
You can turn off this feature to get a quicker startup with -A

Database changed

mysql> ALTER TABLE customer user ADD room VARCHAR (200);
Query OK, 3 rows affected (0.01 sec)

Records: 3 Duplicates: @ Warnings: 0

mysql> quit
Bye
linux:~#

gooooo googooo googooo g
gboobooooobboob oobooo

gon goooon gd gogd

Now the new field for the room should be displayed in the customer.pl panel. New customers
should have to insert their room number if they register a new account. If you use apache
and use mod_perl for OTRS, you should restart the web server to activate the changes.
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Chapter 12. States

1. Predefined states

OTRS allows you to change predefined ticket states and their types, or even add new ones.
Two attributes are important for a state: the state name and the state type.

The default states of OTRS are: 'closed successful', 'closed unsuccessful', 'merged’, 'new’,
'open’, 'pending auto close+', 'pending auto close-', 'pending reminder' and 'removed'.

1.1. New

Tickets are usually in this state when created from incoming e-mails.
1.2. Open

This is the default state for tickets assigned to queues and agents.

1.3. Pending reminder
After the pending time has expired, the ticket owner will receive a reminder email concerning
the ticket. If the ticket is not locked, the reminder will be sent to all agents in the queue.
Reminder tickets will only be sent out during business hours, and are repeatedly sent every

24 hours until the ticket state is changed by the agent. Time spent by the ticket in this status
will still add towards the escalation time calculation.

1.4. Pending auto close-

Tickets in this status will be set to "Closed Unsuccessful" if the pending time has expired.
Time spent by the ticket in this status will still add towards the escalation time calculation.

1.5. Pending auto close+

Tickets in this status will be set to "Closed Successful" if the pending time has expired. Time
spent by the ticket in this status will still add towards the escalation time calculation.

1.6. Merged

This is the state for tickets that have been merged with other tickets.

1.7. Closed Successful

This is the end state for tickets that have been successfully resolved. Depending on your
configuration, you may or may not be able to reopen closed tickets.

1.8. Closed Unsuccessful

This is the end state for tickets that have NOT been successfully resolved. Depending on your
configuration, you may or may not be able to reopen closed tickets.

2. Customizing states

Every state has a name (state-name) and a type (state-type). Click on the States link on the
Admin page and press the button "Add state" to create a new state. You can freely choose the
name of a new state. The state types can not be changed via the web interface. The database
has to be directly modified if you want to add new types or change existing names. The
default state types should typically not be modified as this can yield unpredictable results.
For instance, escalation calculations and the unlock feature are based on specific state types.
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The name of an already existing state can be changed, or new states added through this
screen. If the state "new" has been changed via the web interface, this change also has to be
configured via the config file Kernel/Config.pm or via the SysConfig interface. The settings
specified in Script 12.1 have to be modified to ensure that OTRS works with the changed
state for "new".

[...]

# PostmasterDefaultState

# (The default state of new tickets.) [default: new]
$Self->{PostmasterDefaultState} = 'new';

# CustomerDefaultState

# (default state of new customer tickets)
$Self->{CustomerDefaultState} = 'new';
[...]

googod ggogno goooooobooan gog gboogoobooooooboonood
goooboooog

If a new state type should be added, the ticket state type table in the OTRS database needs
to be modified with a database client program, as shown in Script 12.2.

linux:~# mysql -p

Enter password:

Welcome to the MySQL monitor. Commands end with ; or \g.

Your MySQL connection id is 23 to server version: 5.0.16-Debian 1-log

Type 'help;' or '\h' for help. Type '\c' to clear the buffer.

mysql> use otrs;
Reading table information for completion of table and column names
You can turn off this feature to get a quicker startup with -A

Database changed

mysql> insert into ticket state type (name,comments) values ('own', 'Own
state type');

Query OK, 1 row affected (0.00 sec)

mysql> quit
Bye
linux:~#

goooboobobob obboboobo obooboob boboobooo

Now it is possible to use the new state type you just created. After a state has been linked
with this new state type, the OTRS configuration also has to be changed to ensure that the
new state is usable. Just modify the following options via SysConfig:

Ticket -> Frontend::Agent::Ticket::ViewPhoneNew > AgentTicketPhone# # #StateDefault -
to define the default next state for new phone tickets.

Ticket -> Frontend::Agent::Ticket::ViewPhoneNew > AgentTicketPhone## #StateType - to
define the available next states for new phone tickets.

Ticket -> Frontend::Agent::Ticket::ViewEmailNew > AgentTicketEmail## #StateDefault - to
define the default next state for new email tickets.

Ticket -> Frontend::Agent::Ticket::ViewEmailNew > AgentTicketEmail###StateType - to
define the available next states for new email tickets.
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Ticket -> Frontend::Agent::Ticket::ViewPhoneOutbound >
AgentTicketPhoneOutbound###State - to define the default next state for new phone
articles.

Ticket -> Frontend::Agent::Ticket::ViewPhoneOutbound >
AgentTicketPhoneOutbound## #StateType - to define the available next states for new
phone articles.

Ticket:Frontend::Agent::Ticket::ViewMove:Ticket::DefaultNextMoveStateType - to define the
default next state after moving a ticket.

Ticket -> Frontend::Agent::Ticket::ViewBounce > StateDefault - to define the default next
state after bouncing a ticket.

Ticket -> Frontend::Agent::Ticket::ViewBounce > StateType - to define the available next
states in the bounce screen.

Ticket -> Frontend::Agent::Ticket::ViewBulk > StateDefault - to define the default next state
in a bulk action.

Ticket -> Frontend::Agent::Ticket::ViewBulk > StateType - to define the available next states
in the bulk action screen.

Ticket -> Frontend::Agent::Ticket::ViewClose > StateDefault - to define the default next
state after closing a ticket.

Ticket -> Frontend::Agent::Ticket::ViewClose > StateType - to define the available next
states in the close screen.

Ticket -> Frontend::Agent::Ticket::ViewCompose > StateDefault - to define the default next
state in the Compose (reply) screen.

Ticket -> Frontend::Agent::Ticket::ViewCompose > StateType - to define the available next
states in the Compose (reply) screen.

Ticket -> Frontend::Agent::Ticket::ViewForward > StateDefault - to define the default next
state after forwarding a ticket.

Ticket -> Frontend::Agent::Ticket::ViewForward > StateType - to define the available next
states in the Forward screen.

Ticket -> Frontend::Agent::Ticket::ViewForward > StateDefault - to define the default next
state of a ticket in the free text screen.

Ticket -> Frontend::Agent::Ticket::ViewForward > StateType - to define the available next
states in the free text screen.

Ticket -> Core::PostMaster > PostmasterDefaultState - to define the state of tickets created
from emails.

Ticket -> Core::PostMaster > PostmasterFollowUpState - to define the state of tickets after
a follow-up has been received.

Ticket -> Core::PostMaster > PostmasterFollowUpStateClosed - to define the state of tickets
after a follow-up has been received on an already closed ticket.

Ticket -> Core::Ticket > ViewableStateType - to define the state types that are displayed at
various places in the system, for example in the Queueview.
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Ticket -> Core::Ticket > UnlockStateType - to define the state types for unlocked tickets.

Ticket -> Core::Ticket > PendingReminderStateType - to define the state type for reminder
tickets.

Ticket -> Core::Ticket > PendingAutoStateType - to define the state type for Pending Auto
tickets.

Ticket -> Core::Ticket > StateAfterPending - to define the state a ticket is set to after the
Pending Auto timer of the configured state has expired.

110



OTRS

Real Services

Chapter 13. Modifying ticket priorities

OTRS comes with five default priority levels that can be modified via the "Priorities" link on
the Admin page. When creating a customized list of priorities, please keep in mind that they
are sorted alphabetically in the priority selection box in the user interface. Also, OTRS orders
tickets by internal database IDs in the QueueView.

Note

As with other OTRS entities, priorities may not be deleted, only deactivated by setting
the Validoptionto O OO OOO0O orO00000D0OO0O0OOODODOOOOOO.

Important

If a new priority was added or if an existing one was changed, you might also want
to modify some values in SysConfig:

» Ticket:Core::Postmaster::PostmasterDefaultPriority - defines the default priority for
all incoming emails.

» Ticket:Frontend::Agent:Ticket::ViewPhoneNew:Priority - defines the default priority
in the New Phone Ticket screen for agents.

» Ticket:Frontend::Agent:Ticket::ViewEmailNew:Priority - defines the default priority
in the New Email Ticket screen for agents.

* Ticket:Frontend::Customer:Ticket::ViewNew:PriorityDefault - defines the default
priority in the New Ticket screen in the Customer frontend.
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Chapter 14. Creating your own themes

You can create your own themes so as to use the layout you like in the OTRS web frontend.
To create own themes, you should customize the output templates to your needs.

More information on the syntax and structure of output templates can be found in the
Developer Manual at 000000000000 O0OO0OOOOOO, especialy in the chapter on
gooooooon.

As an example, perform the following steps to create a new theme called "Company":

1. Create a directory called Kernel/Output/HTML/Company and copy all files that you like to
change, from Kernel/Output/HTML/Standard into the new folder.

Important

Only copy over the files you actually change. OTRS will automatically get the
missing files from the Standard theme. This will make upgrading at a later stage
much easier.

2. Customize the files in the directory Kernel/Output/HTML/Company, and change the layout
to your needs.

3. To activate the new theme, add them in SysConfig under Frontend::Themes.

Now the new theme should be useable. You can select it via your personal preferences page.
Warning
Do not change the theme files shipped with OTRS, since these changes will be lost

after an update. Create your own themes only by performing the steps described
above.
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Chapter 15. Localization of the OTRS frontend

OTRS offers multi-language support for its web interface.

Procedures for localization for the OTRS framework, steps to be followed to create a new
language translation, as well as procedures for translation customizations, can be found in
the "Language Translations" chapter from the developer manual on http://doc.otrs.org.
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Chapter 16. PGP

OTRS has the capability to sign or encrypt outgoing messages with PGP. Further, encrypted
incoming messages can be decrypted. Encryption and decryption are done with the GPL tool
GnuPG. To setup GnuPG for OTRS, the following steps have to be performed:

1. Install GnuPG, via the package manager of your operating system.

2. Configure GnuPG for use with OTRS. The necessary directories for GnuPG and a private
key have to be created. The command shown in Script 16.1 has to be executed as user
'otrs' from a shell.

linux:~# su otrs

linux:/root$ cd

linux:~$ pwd

/opt/otrs

linux:~$ gpg --gen-key

gpg (GnuPG) 1.4.2; Copyright (C) 2005 Free Software Foundation, Inc.
This program comes with ABSOLUTELY NO WARRANTY.

This is free software, and you are welcome to redistribute it

under certain conditions. See the file COPYING for details.

gpg: directory "/opt/otrs/.gnupg' created
gpg: new configuration file " /opt/otrs/.gnupg/gpg.conf' created
gpg: WARNING: options in " /opt/otrs/.gnupg/gpg.conf' are not yet active during t
his run
gpg: keyring "/opt/otrs/.gnupg/secring.gpg' created
gpg: keyring "/opt/otrs/.gnupg/pubring.gpg' created
Please select what kind of key you want:
(1) DSA and Elgamal (default)
(2) DSA (sign only)
(5) RSA (sign only)
Your selection? 1
DSA keypair will have 1024 bits.
ELG-E keys may be between 1024 and 4096 bits long.
What keysize do you want? (2048)
Requested keysize is 2048 bits
Please specify how long the key should be valid.

0 = key does not expire
<n> = key expires in n days
<n>w = key expires in n weeks
<n>m = key expires in n months
<n>y = key expires in n years

Key is valid for? (0)
Key does not expire at all
Is this correct? (y/N) y

You need a user ID to identify your key; the software constructs the user ID
from the Real Name, Comment and Email Address in this form:
"Heinrich Heine (Der Dichter) <heinrichh@duesseldorf.de>"

Real name: Ticket System

Email address: support@example.com

Comment: Private PGP Key for the ticket system with address support@example.com
You selected this USER-ID:

"Ticket System (Private PGP Key for the ticket system with address support@examp
le.com) <support@example.com>"

Change (N)ame, (C)omment, (E)mail or (0)kay/(Q)uit? O
You need a Passphrase to protect your secret key.

Passphrase: secret
Repeat passphrase: secret
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We need to generate a lot of random bytes. It is a good idea to perform
some other action (type on the keyboard, move the mouse, utilize the
disks) during the prime generation; this gives the random number
generator a better chance to gain enough entropy.

o B S
B L
....... e ainta

Not enough random bytes available. Please do some other work to give
the 0S a chance to collect more entropy! (Need 280 more bytes)

B o R A o R e R o
L L
B o o o T 2 i
........................................................... Stttt+<t++++. ... ...
............. +++++N

gpg: /opt/otrs/.gnupg/trustdb.gpg: trustdb created
gpg: key 7245A970 marked as ultimately trusted
public and secret key created and signed.

gpg: checking the trustdb
gpg: 3 marginal(s) needed, 1 complete(s) needed, PGP trust model
gpg: depth: 0 valid: 1 signed: 0 trust: 0-, 0g, On, Om, 0f, 1lu

pub  1024D/7245A970 2006-02-03

Key fingerprint = 2ED5 BC36 D2B6 BO55 7EE1 5833 1D7B F967 7245 A970

uid Ticket System (Private pgp key for ticket system with addre
ss support@example.com) <support@example.com>

sub  20489/52B97069 2006-02-03

linux:~$

gboob0oobooob0 ooboobooboob oooooo

As shown in Script 16.1, the default settings can be applied for most of the required
parameters. Only the values for the key owner have to be entered correctly, with a proper
password specified for the key.

. Now OTRS has to be made ready to use PGP. From the Admin console, open the SysConfig
interface and search for "PGP". Select the sub group Crypt::PGP from the search results.

In the screen for the PGP settings, PGP should be activated for OTRS (first option). Also,
the path to the gpg program should be set and checked.

The next config setting (PGP::Options) may also require changing. Via this config setting,
the parameters that are used for every execution of gpg by the 'otrs' user can be specified.
In particular, the directory of the config files for GnuPG of the 'otrs' user is important. In
the example /opt/otrs/.gnupg is used. This directory was created earlier during the PGP
configuration.

Via the next config option (PGP::Key::Password) it is possible to specify the pairs of key IDs
and their passwords for own private keys. Because communication partners from outside
write to the ticket system with their messages encrypted with your public key, OTRS can
decrypt these messages with the ID/passwords specified here.

How to get the id of your own private key? The ID of your own private key is already shown
during the key generation (see step 1 from above). It is also possible to get the ID if the
command specified in Script 16.2 is executed as user 'otrs':

linux:~# su otrs
linux:/root$ cd
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linux:~$ pwd

/opt/otrs

linux:~$ gpg --list-keys

/opt/otrs/.gnupg/pubring.gpg

pub  1024D/7245A970 2006-02-03

uid Ticket System (Private pgp key for ticket system with
address support@example.com) <support@example.com>

sub  20489/52B97069 2006-02-03

linux:~$

gbooboooboobobo oobooboboo booboob oobo oo obooobob Dobo

The ID of the private key can be found in the line that starts with "sub". It is a hexadecimal
string that is eight characters long, in the example above it is "52B97069". The password
you have to specify for this key in the ticket system is the same that was given during
key generation.

After this data is inserted, the "Update" button can be used to save the settings. OTRS is
ready to receive and decrypt encoded messages now.

. Finally, import a customer's public key. This ensures that encrypted messages can be sent
out to this customer. There are two ways to import a public key of a customer.

The first way is to specify the public key of a customer in the customer management
interface.

The second way is to specify the key via the PGP settings, reachable from the Admin
page. On the right section of this screen, all already imported public keys of customers
are displayed. After PGP has been activated and configured for OTRS, your own public key
should also be listed there. In the left area of the PGP setting screen it is possible to search
for keys. Also, a new public key can be uploaded into the system from a file.

The files with the public key that need to be imported into OTRS have to be GnuPGP
compatible key files. In most cases, the key stored in a file is an "ASCIl armored key". OTRS
can deal with this format.
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Chapter 17. S/MIME

At first glance, encryption with S/MIME seems a little more complicated than with PGP. First,
you have to establish a Certification Authority (CA) for the OTRS system, following which
the procedures are very much like those needed with PGP: configure OTRS, install your own
certificate, import other public certificates as needed, etc.

The S/MIME configuration is conducted outside the OTRS web interface for the most part,
and should be carried out in a shell by the 'otrs' user. The MIME configuration under Linux
is based on SSL (OpenSSL). Therefore, check first of all whether the OpenSSL package is
installed on your system. The OpenSSL package includes a script called CA.pl, with which
the most important steps of certificate creation can be performed. To simplify the procedure,
find out where in the filesystem the CA.pl script is stored and enter the location temporarily
into the PATH variable of the shell (see Script 17.1 below).

otrs@linux:~> rpm -ql openssl | grep CA
/usr/share/ssl/misc/CA.pl

otrs@linux:~> export PATH=$PATH:/usr/share/ssl/misc
otrs@linux:~> which CA.pl

/usr/share/ssl/misc/CA.pl

otrs@linux:~> mkdir tmp; cd tmp

otrs@linux:~/tmp>

gboogbooboob ouobooboboboob oooboooo

Script 17.1 shows that a new temporary directory ~/tmp has been created, in which the
certificate is to be generated.

To create a certificate, perform the following operations in the command line (we assume that
the OTRS administrator has to create a SSL certificate for test and learning purposes. In case
you already have a certified SSL certificate for the encryption, use it and skip these steps):

1. Establish your own Certification Authority for SSL. You need it to certify the request for
your own SSL certificate (see Script 17.2 below).

otrs@linux:~/tmp> CA.pl -newca
CA certificate filename (or enter to create)

Making CA certificate ...
Generating a 1024 bit RSA private key
R aaa
...... ++++++
riting new private key to './demoCA/private/cakey.pem'
Enter PEM pass phrase:
Verifying - Enter PEM pass phrase:
You are about to be asked to enter information that will be incorporated
into your certificate request.
What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank
For some fields there will be a default value,
If you enter '.', the field will be left blank.
Country Name (2 letter code) [AU]:DE
State or Province Name (full name) [Some-State]:0TRS-state
Locality Name (eg, city) []:0TRS-town
Organization Name (eg, company) [Internet Widgits Pty Ltd]:Your company
Organizational Unit Name (eg, section) []:
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Common Name (eg, YOUR name) []:0TRS Admin
Email Address []:otrs@your-domain.tld
otrs@linux:~/tmp> ls -la demoCA/

total 8
-rwW-r--r-- otrs otrs 1330 2006-01-08 17:54 cacert.pem
drwxr-xr-x otrs otrs 48 2006-01-08 17:53 certs

1
2
drwxr-xr-x 2 otrs otrs 48 2006-01-08 17:53 crl

-rw-r--r-- 1 otrs otrs 0 2006-01-08 17:53 index.txt
drwxr-xr-x 2 otrs otrs 48 2006-01-08 17:53 newcerts
drwxr-xr-x 2 otrs otrs 80 2006-01-08 17:54 private
-rw-r--r-- 1 otrs otrs 17 2006-01-08 17:54 serial
otrs@linux:~/tmp>

goooon gooon gbooobooobooooo O gooooooboooog
gboobgoooboooooobogo

. Generate a certificate request (see Script 17.3 below).

otrs@linux:~/tmp> CA.pl -newreq

Generating a 1024 bit RSA private key
.......................................... ++++++

R hiatatatataty

writing new private key to 'newreq.pem'

Enter PEM pass phrase:

Verifying - Enter PEM pass phrase:

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:DE\keyreturn

State or Province Name (full name) [Some-State]:0TRS-state

Locality Name (eg, city) []1:0TRS-town

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Your company
Organizational Unit Name (eg, section) []:

Common Name (eg, YOUR name) []:0TRS admin

Email Address []:otrs@your-domain.tld

Please enter the following 'extra' attributes

to be sent with your certificate request

A challenge password []:

An optional company name []:

Request (and private key) is in newreq.pem
otrs@linux:~/tmp> ls -la

total 4

drwxr-xr-x 6 otrs otrs 232 2006-01-08 17:54 demoCA
-rw-r--r-- 1 otrs otrs 1708 2006-01-08 18:04 newreq.pem
otrs@linux:~/tmp>

uggobdboooobo boobobdobo b obobooboboo boboooboo

. Signing of the certificate request. The certificate request can either be signed and thereby
certified by your own CA, or made more credible by being signed by another external
certified CA (see Script 17.4 below).

otrs@linux:~/tmp> CA.pl -signreq
Using configuration from /etc/ssl/openssl.cnf
Enter pass phrase for ./demoCA/private/cakey.pem:
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Check that the request matches the signature
Signature ok
Certificate Details:
Serial Number:
fd:85:f6:91:14:07:16:c8
Validity
Not Before: Jan 8 17:04:37 2006 GMT
Not After : Jan 8 17:04:37 2007 GMT

Subject:
countryName = DE
stateOrProvinceName = O0TRS-state
localityName = OTRS-town
organizationName = Your Company
commonName = O0TRS administrator
emailAddress = otrs@your-domain.tld

X509v3 extensions:

X509v3 Basic Constraints:
CA:FALSE

Netscape Comment:
OpenSSL Generated Certificate

X509v3 Subject Key Identifier:
01:D9:1E:58:C0O:6D:BF:27:ED:37:34:14:D6:04:AC:C4:64:98:7A:22

X509v3 Authority Key Identifier:
keyid:10:4D:8D:4C:93:FD:2C:AA:9A:B3:26:80:6B:F5:D5:31:E2:8E:DB:A8
DirName:/C=DE/ST=0TRS-state/L=0TRS-town/0=Your Company/
CN=0TRS admin/emailAddress=otrs@your-domain.tld
serial:FD:85:F6:9F:14:07:16:C7

Certificate is to be certified until Jan 8 17:04:37 2007 GMT (365 days)
Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/nly
Write out database with 1 new entries

Data Base Updated

Signed certificate is in newcert.pem

otrs@linux:~/tmp>

uggoobo ooobo boobobo ob obo oboboboboobob ooooboobo

. Generate your own certificate, and all data going with it, using the signed certificate
request (see Script 17.5 below).

otrs@linux:~/tmp> CA.pl -pkcsl2 "OTRS Certificate"

Enter pass phrase for newreq.pem:

Enter Export Password:

Verifying - Enter Export Password:

otrs@linux:~/tmp> ls -la

total 12

drwxr-xr-x 6 otrs otrs 328 2006-01-08 18:04 demoCA
-rw-r--r-- 1 otrs otrs 3090 2006-01-08 18:13 newcert.pl2
-rw-r--r-- 1 otrs otrs 3791 2006-01-08 18:04 newcert.pem
-rw-r--r-- 1 otrs otrs 1708 2006-01-08 18:04 newreq.pem
otrs@linux:~/tmp>

gbooboobooob oobobooboo b oob ooboobooooDbo

Now that these operations have been performed, the S/MIME setup must be completed in
OTRS.

This part of the setup is carried out in the Admin page, choosing the link "SMIME". In case
the general S/MIME support in OTRS has not yet been enabled, the mask points this out to
the administrator and provides an appropriate link for enabling it.
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With the SysConfig group "Crypt::SMIME", you can also enable and configure the general S/
MIME support.

Here you can activate S/MIME support, and define the paths for the OpenSSL command and
the directory for the certificates. The key file created above must be stored in the directory
indicated here. Otherwise OpenSSL cannot use it.

The next step is performed in the S/MIME configuration on the OTRS Admin page. Here, you
can import the private key(s) of the OTRS system and the public keys of other communication
partners. Enter the public key that has been created in the beginning of this section and
added to OTRS.

Obviously, all public S/MIME keys of communication partners can be imported using the
customer administration tool as well.
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Chapter 18. Access Control Lists (ACLs)

From OTRS 2.0 on, Access Control Lists (ACLs) can be used to control access to tickets,
modules, queues, etc., or to influence actions on tickets (closing, moving, etc.) in certain
situations. ACLs can be used to supplement the existing permission system of roles and
groups . Using ACLs, rudimental workflows within the system can be mapped, based on ticket
attributes.

As yet, ACLs cannot be created using the SysConfig interface. They must be directly entered
into the Kernel/Config.pm file. Some ACL examples are listed below (Example 18-1, 18-2
and 18-3):

Example 18.1. ACL allowing movement into a queue of only those
tickets with ticket priority 5.

# ticket acl
$Self->{TicketAcl}->{'ACL-Name-2'} = {
# match properties
Properties => {
# current ticket match properties
Ticket => {
Queue => ['Raw'],
Priority => ['5 very high'],
}
I

# return possible options (white list)
Possible => {
# possible ticket options (white list)
Ticket => {
Queue => ['Alert'],
}'
I

1

Example 18.2. ACL disabling the closing of tickets in the raw queue,
and hiding the close button.

$Self->{TicketAcl}->{'ACL-Name-1'} = {
# match properties
Properties => {
# current ticket match properties
Ticket => {
Queue => ['Raw'],
}

1,
# return possible options (white list)
Possible => {
# possible ticket options (white list)
Ticket => {
State => ['new', 'open', 'pending reminder'],
}

# possible action options
Action => {

AgentTicketBounce = 1,
AgentTicketClose = 0,
AgentTicketCompose = 1,
AgentTicketCustomer = 1,
AgentTicketForward = 1,
AgentTicketFreeText = 1,
AgentTicketHistory = 1,
AgentTicketLink = 1,
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AgentTicketLock = 1,
AgentTicketMerge = 1,
AgentTicketMove = 1,
AgentTicketNote = 1,
AgentTicketOwner = 1,
AgentTicketPending = 1,
AgentTicketPhone = 1,
AgentTicketPhoneOutbound => 1,
AgentTicketPrint = 1,
AgentTicketPriority = 1,
AgentTicketResponsible => 1,
AgentTicketWatcher = 1,
AgentTicketZoom = 1,
AgentLinkObject = 1,

b

};

Example 18.3. ACL removing the status for all agents, only providing
it for a group.

$Self->{TicketAcl}->{'ACL-Name-5'} = {
# match properties
Properties => {
# current ticket match properties (match always)
}I
# return possible options
PossibleNot => {
# possible ticket options
Ticket => {
State => ['closed successful'],
}I
}I

};

Example 18.4. ACL only showing Hardware services for tickets that
are created in queues that start with "HW".

$Self->{TicketAcl}->{'0Only-Hardware-Services-for-HW-Queues'} = {
# match properties
# note we don't have "Ticket => {" because there's no ticket yet
Properties => {

Queue => {
Name => ['[RegExp]HW'],
¥

I

# return possible options
Possible => {
# possible ticket options
Ticket => {
Service => ['[RegExp]”~(Hardware)'],
}I
}

1

In Script 18.1 there is a list of all parameters which can be used for ACLs.

# ticket acl
$Self->{TicketAcl}->{'ACL-Name-Test'} = {
# match properties
Properties => {
# current action match properties
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Frontend => {
Action => ['AgentTicketPhone', 'AgentTicketEmail'l],

I
# current user match properties
User => {
Group rw => [
'hotline',
15
I
# current user match properties
Ticket => {
Queue => ['Raw'],
State => ['new', 'open'],
Priority => ['some priority'l],
Lock => ['lock'],
CustomerID => ['some id'],
CustomerUserID => ['some id'],
TicketFreeKeyl => ['some key'],
TicketFreeKey2 => ['some key'],
3 nao
TicketFreeKey8 => ['some key'],
TicketFreeTextl => ['some value'l],
TicketFreeText2 => ['some value'l],
3 nao
TicketFreeText8 => ['some value'l],
}

Iy
# return possible options (white list)
Possible => {
# possible ticket options (white list)
Ticket => {

Queue => ['Hotline', 'Coordination'],

State => ['some state'l,

Priority => ['5 very high'],

TicketFreeKeyl => ['some key'],

TicketFreeKey2 => ['some key'],

3 nao
TicketFreeKey8 => ['some key'],
TicketFreeTextl => ['some value'l],
TicketFreeText2 => ['some value'l],
3 nao
TicketFreeText8 => ['some value'l],
I
# possible action options (white list)
Action => {

AgentTicketBounce = 1,
AgentTicketClose = 1,
AgentTicketCompose = 1,
AgentTicketCustomer = 1,
AgentTicketForward = 1,
AgentTicketFreeText = 0,
AgentTicketHistory = 0,
AgentTicketLink = 1,
AgentTicketLock = 1,
AgentTicketMerge = 1,
AgentTicketMove = 1,
AgentTicketNote = 1,
AgentTicketOwner = 0,
AgentTicketPending = 0,
AgentTicketPhone = 1,
AgentTicketPhoneOutbound => 1,
AgentTicketPrint = 0,
AgentTicketPriority = 1,
AgentTicketResponsible => 1,
AgentTicketWatcher = 1,
AgentTicketZoom = 1,
AgentLinkObject = 1,
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};

}I

}'

# remove options (black list)
PossibleNot => {

}I

# possible ticket options (black list)
Ticket => {
Queue => ['Hotline', 'Coordination'],
State => ['closed', 'removed'],

gboobooooobob obboob oobobobooboo bobo boooo
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Chapter 19. Stats module

The OTRS stats module holds features to track operational statistics and generate custom
reports associated with OTRS usage. The OTRS system uses the term "stat" generically to
refer to a report presenting various indicators.

Proper configuration of the OTRS stats module is associated with a multitude of requirements
and considerations. These include the various OTRS modules to be evaluated, user
permission settings, indicators to be calculated and their complexity levels, ease of
configuration of the stats module, speed and efficiency of calculations, and support of a rich
set of output variants.

Statistical elements, i.e. files which supplement the functionality of the stats module for
specific requirements, can be integrated for calculating complex statistics.

1. Handling of the module by the agent

When signed on as an agent, the navigation bar displays the link "Statistics". This has various
submenu options, as shown in Figure 19.1.

#rie'e e 2220 m &

DASHBOARD | TICKETS _cusmmsns ADMIN Q

Dashboard

= 1 ‘ou are logged in as Miguel Hidaigo y Costila m

Reminder Tickets » Seftings

Locked Tickets (1) 1
- | have a problem -146h45m

7 Day Stats

Escalated Tickets

All (0) 1
none

New Tickets

All(2) 1
= test1 Gdéh &
- Welcome ta OTRS! 366d2h

Upcoming Events
Open Tickets / Need to be answered
none
All(0) .

Bone OTRS News

gdobdbo oodbo bodboboobo boob obooooobo

The different options provided in the statistics menu are:

s J000O0ODODO. Presents a list of different pre-configured reports.

* 0 O0O. Requires rw rights.

e DOOOOO. Requires rw rights.

1.1. Overview

Selecting the "Statistics" link in the navigation bar, and then the submenu link "Overview",

calls up the Overview screen. The Overview screen presents a list of all pre-configured reports
the agent can use (see Figure 19.2 below).
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i’’’ 422’0 m e = !

DASHBOARD TICKETS STATISTICS CUSTOMERS ADMIN fe)

Overview: Stats

STAT#A| TTLE OBJECT DESCRIFTION
List ofthe most time-consuming tickets Ticketiist List of tickets closed last month which required ]..]
Changes of status in @ monthly overview Monihly overview, which reperts status changes perl..]
List o tickets created last month Ticketiist List of all tickets created last month. Order by a[ .]

List of open tickets, sorted by time left untl solution deadiine expires Ticketlist List of open tickets, sorted by time left until sof..]

List oftickets closed, sorted by solution time Ticketiist List of tickets closed last montn, sorted by selut,.]
List of open tickets, sorted by time left until escalation deadiine expires Ticketlist List of open tickets, sorted by time left until esl..]

List oftickets closed last month Ticketiist List of all tickets closed lastmonth. Order by ag]..]
Ovenview about alltickets in the system TicketAccumulation  Current state of alltickets in the system withoutl..]

List oftickets closed, sorted by response time Ticketiist List of tickets closed last montn, sorted by respol..]
List of open fickets, sorted by time left untl respanse deadline expires Ticketlist List of open tickets, sorted by time left until re[..]

New Tickets TicketAccumulation  Total number of new tickets per day and queue whic..]

Results: 1-11 - Total hits: 11 - Page:

Top of page Y

goobobo ooobo bodbobdo0 bo b0 boboobuob ooooboog

The following information is provided for each of the standard reports listed in the Overview:
* 00O0O0O0O. Unique report number.

e JO0O0OO. Title of the report.

e D0OOOOO. Object used for generating the statistic. In the case of a static statistic, no
object is displayed as no dynamic object is used for its generation.

s 00000000 ODOO. A brief description of the report.

When the stats module is installed, it comes preloaded with a few sample reports imported
into the system. These are shown as a list on the Overview page. If the Overview list extends
to more than a single page, the agent can browse through the different pages. The list of
reports can be sorted as desired, by clicking the desired column header in the list. To generate
a particular report, click on the stat number associated with the report in the Overiew list.
This brings up the "View" interface for the report.

1.2. Generate and view reports

The view user interface provides the stat's configuration settings (see Figure 19.3 below).
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DASHBOARD TICKETS STATISTICS CUSTOMERS ADMIN Q

View: Stat# 10001

Actions Stat Details
Go to overview 10001
List of the most time-consuming tickets
Edit
— Ticketlist
Delete List oftickets closed last month which required the most time to
process.
Export config
e T | NOTE: Please check the output and configuration of the statistics
carefully to make sure that it produces the resufts you expect.If
necessary, change the configuration before using the statistics in a
) production enviranment
CsV ~
Wiith the input and select fields you can
configurate the stat at your needs. Which No

elements of a stat you can edit depends on
your stats administrator whe configurated the
stat.

No

No

valid

08/10/2010 22:45:05
Wiguel Hidalgo y Cos[..]
08/10/2010 22:45:05

Wiguel Hidalgo y Cos[..]

O0o0oooo oooobo oooooboo O ooooboooo oooooond
Configuration settings for a particular report can be set within the range of options in the
View screen. Either the report creator or any others with the appropriate permissions can
make the settings.
The page shows the following:
* Possible actions:

0000 00D0DOOOO0. Link back to the Overview list of reports.

* O0O0O0O. Edit the current report structure (rw rights required).

e JOOODODO. Delete the current report (rw rights required).

000000 ODOOOO0O. Export a report configuration, via file download (rw rights
required).

Usage: Export and Import functions allow for the convenient creation and testing of
reports on test systems and subsequent easy integration into the production system.

* Report details:
e JOOOO. Number of the report.
e JOODOO. Title of the report.
e JOOO0O0O. Object used for generating the report.
* 00000000000, Description on the report's purpose.

e JOOO0O0O. Report output format which, depending on the configuration, can be any of
the following output formats:

* CSV.

e Print.
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* Graph-lines.

* Graph-bars.

Graph-hbars.

* Graph-points.

* Graph-lines-points.

* Graph-area.

* Graph-pie.

O00D000000. Size in pixels for the graphic / chart. This option is only given when the
report configuration allows a chart. All generally usable graphic sizes are configured by
the OTRS administrator in SysConfig. The agent can then pre-select all relevant formats,

while configuring the report.

000 O000O. Indicates whether the report is amended by a column, whose cells state
the sums of the respective rows.

O00 O0OO0O0O0O000. Indicates whether the report is amended by a row, whose cells state
the sum of the respective columns.

OO0000. Indicates whether the generated report is cached in the filesystem.
O0O0OoO0O. This can be set to "invalid" if a report must not be run temporarily for any
reason. The "Start" button in the bottom of the right panel is then no longer displayed.
The report can no longer be generated.

O00O0000. Creation time of the report.

OO000000 OO. Name of the agent who created the report.

O0000000. Time when the report was last modified.

OO0O00000 OO. Name of the agent who altered the report last.

O0O00D00O0O. Using this function, the agent can switch the x and y axes (only when
activated by the OTRS administrator).

The general information is followed by information about the report itself. There are two
different report (or stat) views:

000000 O0OO0DO ODODOO. Static report generators can be integrated into the stats
module (see Figure 19.4 below).
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0000000 O0O0OO OOOO (see Figure 19.3 above). They can be displayed in two
different ways:

000000000000 ODOODOOOOO. The originator of the report has no
permission for modifying this fields.

s J00000000ODO ODO0O0OO0O0O0O. The configuration settings of such reports can
be changed by the agent.

Pressing the "Start" button (at the bottom of the screen) is the last step to generate the
report. There are two possible reasons for this button to not be displayed:

1. The report was set to invalid and thus, deactivated.

2. The report was not configured cleanly and is, therefore, not yet executable. In this case, the
necessary information can be found in the OTRS notification section (below the navigation
bar).

If the settings on the View page are incorrect, this page is shown again after the "Start" button
was pushed, and information about which input was incorrect is provided in the notification
section.

1.3. Edit / New

Agents with write rights can edit an existing report configuration by calling up the edit user
interface of the stats module. Alternately, they may create a new report. The associated
screens can be reached in the following manner:

1. Edit: Via the "Edit" button in the stat view.

2. New: Via the "New" link in the Statistics menu from the navigation bar, or the "Add" button
from the Overview page.

The stats are edited with a wizard in four steps:
1. General specifications.

2. Definition of the element for the X-axis.
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3. Specification of the value series.
4. Selecting the restrictions to limit the report.

Steps 2 through 4 are only needed for the generation of reports with dynamic stats. For a
static stat, only the general information (point 1) is required.

Information about how to handle the page is provided on each of these screens, below the
Actions panel in a Hints panel.

If incorrect inputs are entered, the previously processed user interface is displayed again
and with information about the incorrect input. This information can be found in the OTRS
notification section. The next input user interface is only displayed after the current form has
been filled out correctly.

l.OOOoDOO0OO0O0OO0O0O00O0O0OO0OoO0OO0Oa0. ltis the first page of the Edit wizard (see Figure
19.5 below).

2510’ ® ' 4 20 m @ = ! ou are logged in as Wiguel Hidaigo y Costlla () =

DASHBOARD TICKETS STATISTICS CUSTOMERS ADMIN Q

Edit: Stat# 10001

Actions General Specifications (1/4)

Go to overview *Title: | | st of the most time-consuming fickets

x Description: 1, sed last

NOTE: Please check the output =

* Dynamic-Object: Ticketlist

#Permissions: | admin -~

*Resultformat. [E577 P
Print =

graph-area
graph-bars
graph-hbars -

1200x800 -
1RNMA200
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In the screen showed in Figure 19.5, there are a great number of common specifications
and settings that can be edited:

e DO OOO. Should reflect the stat's purpose in a concise manner.

s J0000O00O0OODOO. More descriptive information about the report definition, type of
configuration parameters, etc.

s J0000O0DOOOOOO.Ifthe OTRS installation provides various dynamic objects, one
of them can be chosen. The objects meet the requirements of the particular modules.

e J00000O OOOO. Usually this selection is not shown, as only static files which are
not yet assigned to any reports are displayed. If "Static file" is displayed, however, it is
important to tick the option field and select a generation mode (dynamic with a dynamic
object or static with a file). If a static file is selected, the input user interfaces 2 through
4 are not shown as the static file contains all required configuration settings.
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0000000000 DOOO0O0DODODO. Facilitate a restriction of the groups (and therefore,
agents) who can later view and generate the preconfigured reports. Thus the various
reports can be allocated to the different departments and work groups who need them.
It is possible to allocate one report to various groups.

Example 1: The "stats" group was selected. The report is viewable for all users having
at least ro rights for the "stats" group. This access is available by default.

Example 2: A group named "sales" was selected. All users with ro rights for the "sales"
group can see the stat in the view mode and generate it. However, the report will not
be available for viewing by other users.

* J00OOO0O. Output format of the stat: Depending on the configuration, one or more of
the following formats can be chosen:

* CSV.
* Print.
» graph-lines.
e graph-bars.
e graph-hbars.
e graph-points.
» graph-lines-points.
e graph-area.
e graph-pie.
s D000O0ODODODO. Select the chart size in pixels. This selection is only necessary if a
graphical output format has been chosen under "Format". All graphic sizes that can
generally be used are defined by the OTRS administrator in SysConfig. When configuring

the report, the agent can pre-select all relevant formats.

* J0O0O 0OO0O.Indicates whether the report is amended by a column, whose cells contain
the sum of the respective row.

* 000 ODODOOOOO. Indicates whether the report is amended by a row, whose cells
contain the sum of the respective column.

e JO0O0OO. Specifies if the generated report should be cached in the filesystem. This
saves computing power and time if the report is called up again, but it should only be
used if the report's content is no longer changing.

Caching is automatically prevented if the report contains no time designation values, or
if a time designation value points to the future.

If a cached report is edited, all cached data is deleted.
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e J0O0OOO. This can be set to "invalid" if a pre-configured report must not be run
temporarily for any reason. The "Start" button in the bottom of the right panel is then
no longer displayed. The report can no longer be generated.

2.0000000000 OO0 OO0 UOOO0O0OO0OOO0O OO0 OO0 OOoooog. It is the

configuration of the element used for the depiction of the X-axis or, if tables are used, of
the column name applied to the X-axis (see Figure 19.6).
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Edit: Stat# 10001

Actions Select the element that will be used at the X-axis (2/4)

Go to overview © Number
Ticket#

Note Created
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no selection all altributes of the element will Back || Next..
be usedifyou generate a stat, as wel as new

atiributes which were added since the last
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Ifyou remove the hook in the “Fixed™

checkbox, the agent generating the stat can

change the atributes of the corresponding

element.

Top of page Y
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First of all, an element is selected using the option field. Then two or more attributes of the
element must be selected. If no attributes are selected, all attributes are used including
those added after the configuration of the report.

If the "Fixed" setting is disabled, the agent generating the report can change the attributes
of the respective element in the "View" user interface.

Time elements are different as time period and scale have to be stated. Type and number
of elements result from the used dynamic object and vary depending on it.

If all input is correct, the "Next" button leads to the "Value series" form. It is also possible
to go back to editing earlier sections.

.goboobooboobouo b0 obooooobb oooooo.

In the third step of the report configuration, the value series are defined (see Figure 19.7
below). They will later form the individual graphs or the various series within a tabular view.

132



OTRS

Real Services

0 1

+ 19';“ _g_: -’En _17_‘:‘ &' 2 0 )‘1 ‘: O m e IE ! ¢ as Higuel Hidalgo y Costila [T

DASHBOARD | TICKETS CUSTDMERS ADMIN Q

Edit: Stat# 10001

Actions Select the elements for the value series (3/4)
Go to overview i State

Priority
Customer User
CustomerlD

Note Accounted time ~
V]

Here you can define the value series. You

have the possibility to select one or two £ ascending  ~

elements. Then you can selectthe atiributes m&q

of elements. Each attribute will be shown as
single value series. If you don't select any
atribute all attributes ofthe elementwill be
used fyou generate a stat, as well as new
atributes which were added since the last
configuration

Ifyou remove the hook in the “Fixed”

checkboy, the agent generating the stat can (e=inccd abvent =]
change the atiributes of the correspanding

element

Top of page [

gbooboooobob oboboobooboo oo oo obooboobooboo

If an element is selected, each chosen attribute will correspond to a value series (see the
Example 19-1 below).

Example 19.1. Definition of a value series - one element
Element Queue:
* Value series 1 = Raw

* Value series 2 = Junk

If two elements are selected, each selected attribute of the first element is combined with
an attribute of the second element to form a value series (see Example 19-2 below).

Example 19.2. Definition of a value series - two elements
Element 1 queue, Element 2 status:

* Value chain 1 = Raw - open

* Value series 2 = Raw - successfully closed

* Value series 3 = Junk - open

* Value series 4 = Junk - successfully closed

Selection of three or more elements is not allowed.

Additionally the same conditions apply to the selection of the attributes and the "Fixed"
checkbox as to the "X-axis" selection:

* If no attributes of the element are selected, all attributes are used, including those added
after the configuration of the report.
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* If the "Fixed" setting is disabled, the agent generating the report can change the
attributes of the respective element.

4.0000000 000000000000 OO 000 00oO0goo. This is the fourth and final
step of the configuration (see Figure 19.8 below). The restrictions serve to limit the results
to the selected criteria. In many cases, no restrictions at all may be set up.

DASHBOARD TICKETS

Edit: Stat# 10001

Actions Select the restrictions fo characterize the stat (4/4)

Go to overview -

Note 100 o

Here you can make restrictions to your stat

Ifyou remove the hook in the “Fired™

checkbox, the agent generating the stat can B

change the atiributes of the corresponding

element Misc
Postmaster
Raw
Support

a closed successful -
closed unsuccessful [
merged
new
open

=] closed
4
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After all the restrictions are set up, the configuration of the report is completed by pressing
the "Finish" button.

1.4. Import
The Import user interface (see Figure 19.9 below) can be accessed by choosing from the
navigation bar, the link "Statistics", then "Import". Alternately, pressing the Import button on

the Overview screen achieves the same result. "rw" rights to the report are required.

u?g_@w 2° )“ 2° O

20 o0 o2 -
DASHBOARD TICKETS STATI Q

Import Stat

Browse_

Top of page [
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Facilitates the import of reports and is, when combined with the export function of the
module, a very handy functionality. Stats can be created and tested conveniently on test
systems, then imported into the production system.

The import is effected by an easy file upload. The "View" user interface of the imported report
is opened automatically afterwards.

2. Administration of the stats module by the OTRS administrator

This section provides information about the tasks and responsibilities of the OTRS
administrator dealing with the statistics module.

2.1. Permission settings, Groups and Queues
No new queues and/or groups are created when the stats module is installed.

The default configuration of the module registration gives all agents with "stats" group
permissions access to the stats module.

Access according to permission settings:
* O 0O. Allows configuring statistics and reports.
* 0 O. Permits generating pre-configured statistics and reports.

The OTRS administrator decides whether agents with the permission to generate pre-
configured reports are allocated ro rights in the "stats" group, or if their respective groups
are added in the module registration in SysConfig.

2.2. SysConfig
The SysConfig groups Framework:Core::Stats, Framework:Core::Stats::Graph and
Framework:Frontend::Agent::Stats contain all configuration parameters for the basic set-up
of the statistics module. Moreover, the configuration parameter $Self-> {'Frontend::Module'}-

>{'AgentStats'} controls the arrangement and registration of the modules and icons within
the statistics module.

3. Administration of the stats module by the system administrator

Generally, no system administrator is needed for the operation, configuration and
maintenance of the statistics module. However, a little background information for the
system administrator is given at this point.

Note

File paths refer to subdirectories of the OTRS home directory (in most cases/opt/
otrs).

3.1. Data base table

All report configurations are implemented and administrated in XML, and therefore stored in
the database table "xml_storage". Other modules whose content is presented in xml format
use this table as well.

3.2. List of all files
The following files are necessary for the stats module to work accurately:

* Kernel/System/Stats.pm
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* Kernel/Modules/AgentStats.pm
* Kernel/System/CSV.pm
* Kernel/Output/HTML/Standard/AgentStatsOverview.dtl
* Kernel/Output/HTML/Standard/AgentStatsDelete.dtl
* Kernel/Output/HTML/Standard/AgentStatsEditSpecification.dtl
* Kernel/Output/HTML/Standard/AgentStatsEditRestrictions.dtl
* Kernel/Output/HTML/Standard/AgentStatsEditXaxis.dtl
* Kernel/Output/HTML/Standard/AgentStatsEditValueSeries.dtl
* Kernel/Output/HTML/Standard/AgentStatsImport.dtl
* Kernel/Output/HTML/Standard/AgentStatsPrint.dtl
* Kernel/Output/HTML/Standard/AgentStatsView.dtl
* Kernel/System/Stats/Dynamic/Ticket.pm
* bin/otrs.GenerateStats.pl
3.3. Caching

Whether the results of a statistic are to be cached or not can be setup in the configuration.
Cached report results are stored as files in the var/tmpdirectory of the OTRS installation (in
most cases /opt/otrs/var/tmp).

Cached stats can be recognized by the "Stats" prefix.

If the data is lost, no major damage is caused. The next time the report is called up, the stats
module will not find the file any more and so will generate a new report. Of course this will
probably take a little longer to run.

3.4. otrs.GenerateStats.pl

This file is saved in the bindirectory. It facilitates the generation of report in the command
line.

As an example, see the command line call in Script 19.1.

bin> perl otrs.GenerateStats.pl -n 10004 -o /output/dir

goodobo oooob booboobobobb 0O ooboobb 0OO0bOo Oobb boboobo
goooo

A report from the stat configuration "Stat# 10004" is generated and saved as csv in the /
output/dir directory.

The generated report can also be sent as an e-mail. More information can be called up with
the command in Script 19.2.

bin> perl otrs.GenerateStats.pl --help
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3.5. Automated stat generation - Cronjob
It usually does not make sense to generate reports manually via the command line, as

the stats module has a convenient graphical user interface. However, generating reports
manually does make sense when combined with a Cronjob.

Imagine the following scenario: On the first day of every month, the heads of department
want to receive a report for the past month. By combining a cronjob and command line call
the reports can be sent to them automatically by e-mail.

3.6. Static stats

The stats module facilitates the generation of static statistics. For every static stat a file exists
in which its content is precisely defined.

This way, very complex stats can be generated. The disadvantage is that they are not
particularly flexible.

The files are saved in the directory Kernel/System/Stats/Static/.
3.7. Using old static stats
Prior OTRS versions 1.3 and 2.0 already facilitated the generation of stats / reports. Various
